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Summary

Wireless networked control systems (WNCSs) alter dramatically the interaction be-
tween the control systems and the physical processes such as cyber-physical systems
(CPSs), and Internet-of-things (IoT). WNCSs are becoming a fundamental infras-
tructure technology for critical control systems in automotive electrical systems,
building management systems, and industrial automation. They bring in some new
merits, such as low cost, reduced system wiring, simple system diagnosis and mainte-
nance, and increased system agility. Therefore, they have become an interesting area
in the research community. They are systems consisting of physically distributed
smart agents, (sensors, actuators and controllers), that can sense the environment,
act on it, and communicate with one another through a wireless communication
network to achieve a common goal.

In order to cope with the automation-specific needs for quantifiably reliable,
timely and efficient communication, the joint tuning of the critical interactive vari-
ables like sampling period, message delay, message dropout and network energy
consumption is required, especially in the perspective of the fifth generation (5G)
ultra-reliable low latency communication (URLLC). Since every radio link of a typ-
ical industrial site is affected by harsh propagation (path loss and fading) and inter-
ference, this thesis focuses on the modeling of a process that governs the message
dropout, while taking into account complex interactions among several critical inter-
active system variables. In particular, we present a general framework for deriving
an accurate radio link model (that is applicable to all data dropping links to and

from a remote controller and/or state estimator), and then fix our attention on a link

17



between the controller and actuator, to show that having a rigorous link model is
essential for solving a wireless networked control problem. In order to convey the re-
sults to a broad audience, our presentation of the control problem is based on a state
feedback, i.e. we make an idealistic assumption that all the system state variables
are measured and sent to a controller over an error free link. While WNCSs are be-
coming increasingly popular in several application domains, they are still used only
occasionally in current control loops in the process industry: the lack of analytic
methods for quantifying real-time performance in WNCSs has seriously hindered
their adoption in industrial automation. That is why nowadays the WNCSs design
must explicitly deal with interdependencies between control and communication
variables, motivating a cyber-physical co-design approach that integrates wireless
networks models and control algorithms.

Thus, we tackle the aforementioned problem by presenting a WNCSs modeling
framework that accounts for both a detailed description of the wireless link and
control plant characteristics. This provides useful insights onto the challenges of
performance analysis and related design approach for WNCSs. As such challenges
are well explained by considering wireless industrial control protocols, we focus on
the common protocols used for wireless industrial automation, i.e. WirelessHART,
ISA-100.11a, IEEE 802.15.4e. Therefore, the main contribution of this thesis is the

following;:

e Building the framework of our accurate analytic model of the communication
link used in industrial control applications that accounts for the channel imper-
fections. Therefore, this model considers both channel and control dynamics.
The proposed analytic model is derived by taking into account multiple inter-

ferers and physical phenomena characterizing a communication link.

e Addressing the modeling and design challenges by focusing on WirelessHART
radio link affected by path loss, shadowing, power residual control and persis-

tent interference.

e Working on the derivation of SINR according to IEEE 802.15.4 PHY layer
standard using a symbol-level matching followed by decoding and considering

the characteristics of the Pseudo-Noise (PN) sequences, which can be summa-
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rized by the Hamming distances between them.

Introducing link quality metrics (LQMSs) representing a powerful tool that is
capable to easily evaluate and validate finite-state channel models to be used
in the WNCSs applications. Moreover, in order to adequately characterize the
channel model proposed so far in terms of LQMs, the probability of packet

errors is derived.

Applying our model and test its applicability on an inverted pendulum on
a cart. We show on a case study that our model allows us to improve the

stability and thus the overall control performance of a closed loop system.

Extending the application to other protocols such as ISA-100.11a and IEEE
802.15.4e and presenting a detailed parametric study of the wireless commu-
nication model under the influence of a persistent interferer as a function of

various parameters.
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Abstract

Wireless networked control systems (WNCSs) are receiving ever growing attention
from both researchers and practitioners thanks to the introduction and wide spread-
ing of the concepts of the IoT (Internet of things) and 5G (fifth generation of cellular
mobile communications). The main advantage of WNCSs is given by the full ex-
ploitation of a wireless communication for sensors, actuators, and control data, thus
eliminating the cost and time-consuming problems arising by cabled connections
implementation. This aspect clearly represents an enabling technology for indus-
trial automation in the context of Industry 4.0, that can exploit the benefits offered
by a WNCS such as ease of maintenance and installation, low costs, large flexibil-
ity, and possible enhancement of safety. On the other hand, WNCSs for industrial
automation face unique challenges. Indeed, data exchange exploits a medium char-
acterized by dynamically changing conditions due to interference, and time varying
fading. This deficiency makes it challenging for WNCSs to meet the stringent reli-
able and low latency constraints of industrial control applications especially in the
case of multi-hop communication over mesh networks. The design of WNCSs is a
challenging task since it must consider these imperfections by integrating wireless
networks models and control algorithms thus implementing the cyberphysical co-
design approach. Moreover, in order to cope with the automation-specific needs
for quantifiable reliable, timely and efficient communication, the interdependences
between control and communication protocols and systems, must be taken into ac-
count to guarantee the joint tuning of the critical interactive variables. Furthermore,

the lack of analytic methods for achieving real-time performance in WNCSs hinders
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their adoption in control systems. Therefore, this thesis aims at filling this gap by
tackling the problem of deriving an accurate analytic communication link model that
accounts for the aforementioned imperfections. The thesis addresses the modelling
and design challenge by focusing on different wireless standards like IEEE 802.15.4,
WirelessHART, ISA-100.11a and TEEE 804.15.4e, which are networking protocol
stacks of wide interest for wireless industrial automation. Specifically, since the
aforementioned standards share the same physical layer, we first develop and vali-
date a Markov link model that abstracts the wireless standard radio link subject to
channel impairments and interference. The link quality metrics introduced in the
theoretical framework are validated in order to enable the accurate representation
of the average and extreme behaviour of the radio link. By adopting these metrics,
it is straightforward to handle a consistent finite-state abstraction. Based on such
a model, we then derive a stationary Markov jump linear system model that cap-
tures the dynamics of a control loop closed over the radio link. Subsequently, we
show that our modelling framework allows to discover and manage the challenging
subtleties arising from bursty behaviour. A relevant theoretical outcome consists in
designing a controller that guarantees stability and improves control performance
of the closed-loop system, where other approaches based on a simplified channel
model fail. An extensive parametric analysis has been done on the model with the

variation of different parameters.
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Chapter

Introduction

This chapter presents an overall description of the thesis and introduces its aims
and objectives. The main topic of this thesis lies within the domain of wireless
networked control systems (WNCSs) as an enabling technology for Industry 4.0.
WNCSs are control systems wherein the control loops are closed through a wireless
communication network. In particular, critical control systems, for example indus-
trial automation systems, building automation systems and avionics control systems,
fundamentally deploy WNCSs as an essential infrastructure technology benefiting
from their advantages starting from the reduction of deployment, maintenance costs,
possible improvement of safety and large flexibility. Since WNCSs establish the con-
nections between the systems’ elements wirelessly, the imperfections of these chan-
nels, for example the packet losses and varying transmission delays and sampling
intervals, may affect the control performance of these systems which might lead to
instability [I6]. Therefore, the design of WNCSs is a challenging task since it must
handle the inter-dependencies between control and communication variables, which
motivates the cyber-physical co-design approach that integrates wireless networks
models and control algorithms [I7]. The lack of analytical methods for achieving
real-time performance in WNCSs hinders their adoption in control systems. [17]. We
analyzed several studies, rigorously selected from hundreds of potentially relevant
works, and have found that, surprisingly, very few papers consider communication
aspects or imperfections, and attempt to provide non-trivial mathematical models

of communication protocols. Motivated by this result, we had a deeper look into
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the statistical characteristics of the communication channels, and how they are mod-
eled in wireless networked control systems. In the next sections of the introductory
chapter, we first present the general domain of our work, i.e., Industry 4, Internet
of things (IoT) and WNCSs with their advantages and particular challenges; later
on we focus in our work on one flaw of the communication channel which is the
packet losses. Then, we present the state of the art of the packet dropouts models
in WNCSs literature. Lastly, we state our contribution explicitly and outline the

technical part of the thesis.

1.1 Industry 4.0

The term ”Industry 4.0” refers to that stage in the evolution of the concept of indus-
try, which follows the previous three major phases, known as industrial revolutions.
Throughout history, three moments of great change in industrial production have
been identified, which called industrial revolutions, due to the large amount of in-
novation and transformation compared to the technologies used previously. Figure
shows the transformation history of manufacturing until arriving to the fourth

industrial revolution.

INDUSTRY 4.0

Cyber-physical

systems, internet of
things, networks

&

Figure 1.1: The industrial revolution history

In the early 70s, in the most developed west countries, information technol-
ogy and electronics changed the factories: automation and mechanization entered

all stages of industrial production in a widespread manner, generating further effi-
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ciency. From 2011 to today we talk about the fourth industrial revolution: we use
the term Industry 4.0 to describe all new technologies adopted by new smart fac-
tories [I8]. The general context of Industry 4.0 is implemented in factories through
what is called ”Digital Transformation” (DT) [4]. One of the major drivers of
this transformation is the interest in the customer’s wishes and needs: the market
demand has changed where it has evolved towards greater customization by com-
bining the benefits of standard production systems with the needs of peculiarities
and quantities. Today, the context in which companies operate is characterized by
an ever-increasing complexity, which affects the product, the production process,
the final customer: the system as a whole. Prices, quantities, and product cycles
are increasingly volatile, they are leaner and more flexible structures are needed in

order to be able to respond to requests quickly and effectively.

ﬁ \_...
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Y

Nine Techno s Are
ransforming Industnal Production

Figure 1.2: Nine enabling technologies of the fourth industrial revolution [4]

It is based on different technologies that are de facto agglomerated together
by mechanical pioneers, essential clients, framework integrators [19]. According to
Boston Consulting Group (BCG) the building block of the fourth industrial revo-
lution consist of nine technologies as it is shown in the Figure [[.2 One important
technology is Internet of Things (IOT) which is a term that encapsulates trends and
technologies that could rewrite the rules of manufacturing and production [20]. In

the next section we will have a general idea of its components.
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1.2 Internet of Things (IoT) and Cyber Physical
System (CPS)

[0T is the acronym of Internet of Things which is used to indicate all those objects or
devices that are connected to a system via the internet, which receives the enormous
amount of information they produce. Its aim is processing and communicating the

information again to people or other objects. Therefore, there are four components

of IOT [21]:

e Sensors: they are the devices which collect different degrees of complexities

data from the surrounding environment.

e Connectivity: the collected data in the sensors are sent through various trans-
port mediums to the cloud. These mediums could be cellular networks, Blue-
tooth, Wifi, etc.

e Data Processing: when the collected data gets to the cloud, the software

performs processing on the obtained data.

e User Interface: the results of the previous processing will be shown, for exam-

ple, as a triggering alarm or a text message on the user phone.

Consequently, an infinite network of connections between objects is created, which
influence and cooperate with each other in order to make both the production process
and our simple everyday life easier and easier, since they are products that could be
present in everyday life.

In addition, according to [22], Cyber Physical System (CPS) has provided a
prominent basis to build advanced industrial systems and applications by integrat-
ing innovative functionalities through Internet of Things (IoT) and Web of Things
(WoB) to enable connection of the operations of the physical reality with comput-
ing and communication infrastructures. They are physical and engineered systems
whose operations are monitored, coordinated, controlled, and integrated by a com-
puting and communication core. Figure illustrates the core building blocks i.e.,
three main components, that constitute the CPSs. They are computation, control

and communication which need to be able to collaborate to deliver the correct and
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expected functionality [23]. Just as the internet transformed how humans interact
with one another, cyber-physical systems will transform how we interact with the

physical world around us.

Computation

Figure 1.3: Three main components of Cyber Physical Systems CPSs

The theoretical foundation for design and analysis of the dynamical behavior of
CPSs is constituted by the Wireless Networked Control Systems (WNCSs). There-
fore, WNCSs find ever-growing adoption in industrial automation comprising one
enabling part of the fourth industrial revolution Industry 4.0 as we will see in the

next section.

1.3 WNCS

WNCSs have seen a notable wide spreading in the last decade which is even speeding
up with the most recent concepts of Internet of things (IoT) and cyber-physical
systems (CPSs). A WNCS, as reported in Figure , is composed by a Wireless
Sensor Network (WSN), that is built on the physical plant, in charge of sensing,
sampling, and transmitting data to a control system. The main advantage of WNCSs
is given by the full utilization of a wireless communication for sensors, actuators

and control data, thus reducing the cost and time-consuming problems arising by
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Figure 1.4: Example of a WNCS.

cabled connections implementation. This aspect represents an enabling technology
for industrial automation in the context of Industry 4.0 [24], that can exploit the
benefits offered by a WNCSs such as ease of maintenance and installation in places
where cabling is impossible, low costs, large flexibility, and possible enhancement of
safety. On the other hand, WNCSs for industrial automation face unique challenges

that should be solved, and we present some of them as follows.

1.4 Challenges of WNCSs

Even though WNCSs are becoming a crucial infrastructure technology for critical
control systems and various industrial automation systems, due to their several
aforementioned advantages, they face different challenges. The main challenge is
the joint designing of the communication and control systems taking into account
the inter-dependencies between control and communication variables, which moti-
vates the cyber-physical co-design approach that integrates wireless networks models

and control algorithms [I7]. In particular, in order to cope with the automation-
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specific needs for quantifiable reliable, timely and efficient communication, the in-
terdependences between control and communication protocols and systems, have to
be considered to guarantee the joint tuning of the critical interactive variables like
sampling period, message delay, message dropout and network energy consumption
[5], [25], especially in the perspective of the fifth generation (5G) Ultra-Reliable Low
Latency Communication (URLLC). This motivates complex cyber-physical coupled
design approach. For example, sampling the dynamics of a physical system should
be taken in certain time instants. The system’s variables are measured at specific
rate, which is called the update rate, that has to be proportional to the sampling
rate. The smaller the update rate the closer I get to the continuous dynamics of the
physical system. However, the wireless industrial standard has limitations on the
update rate. For instance, WirelessHART uses Publish data message [0, p. 248] in
order to send and receive the control system information, where the update period is
0.1s. From the wireless standard perspective, the smaller the update rate, the more
stringent constraints we have on receiving packets via channels which use Wire-
lessHART standard. Similarly, some control systems need strict requirements which
might be infeasible to meet in the communication section. For example, Networked
Control Systems (NCSs) [26] impose a strict admissible number of consecutive mes-
sage dropouts. On the other hand, the imperfections in the wireless system might
lead to a larger number of consecutive packet burst. Therefore, the update rate
and the maximum allowable number of consecutive dropouts are some of the joint
parameters that ought to be set carefully in order to meet both channel and control
dynamics requirements.

It is worth saying that increasing the degree of interaction might lead to control
performance improvements however at the expense of increasing the design com-
plexity and as a result causing crucial scalability and tractability issues [5]. Thus,
a trade-off in the joint design should be taken into account. For instance, applying
adaptive sampling period might be beneficial to track fast dynamical systems. On
the other hand, it will increase the level of complexity if we have slow dynamical
systems. Therefore, it is fundamental to evaluate the degree and cost of the joint
design for control and communication systems.

Other technological concerns in WNCSs are the energy efficiency of WNCSs’

devices and diversity techniques. In particular, since the battery life time of the
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sensors and actuators is limited we might need to shut down the whole system for
battery replacement and system maintenance. To cope with this bottleneck, several
energy efficient technologies are used like energy harvesting. Using these technologies
might impose additional constraints that ought to be taken into account in the joint
design approach. In addition, in order to achieve ultra-reliable and low latency
communication, different diversity techniques have been used in WNCSs. These
techniques force the network designers to formulate again the joint design approach
to re-balance the control cost and network lifetime.

As mentioned previously, from the automatic control perspective, the wireless
links are intended as the means to convey information among sensors, actuators,
and computational units of WNCSs. Data exchange exploits a medium character-
ized by dynamically changing conditions due to interference, multipath fading and
shadowing, [27] 28, 29, [30].

Within this complex background, a convenient element for optimal control al-
gorithms development, would be given by the availability of a channel modeling
framework that is flexible enough to adapt to the control application properties
(e.g., packet length) that has to be built on it and to the communication protocol
that is chosen for the wireless links. This model of the wireless channel needs also
to rigorously represent the various imperfections of this kind of communication (i.e.,
multipath fading, shadowing and interference).

The lack of analytic methods for quantifying real-time performance in WNCSs
has seriously hindered their adoption in industrial automation [I7], thus they are
still used only occasionally in current control loops in the process industry [28].
That is why, as said before, nowadays the WNCSs design must explicitly deal with
interdependencies between control and communication variables, motivating a cyber-
physical co-design approach that integrates wireless network models and control
algorithms [I7], [5]. We focus in this thesis on facing this challenge and filling
the gap by deriving an accurate analytic model that accounts for different channel

phenomena. In the next section, we will address the state of the art of the packet
losses models for WNCSs.
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1.5 Literature review of the state-of-the-art

Fading and interference effects are typically abstracted in terms of frame/packet
losses, that are modeled either as stochastic or deterministic phenomena [31]. The
deterministic models proposed so far specify packet losses in terms of time averages
or worst-case bounds on the number of consecutive dropouts (see e.g. [32]). On
the flip side, a vast amount of research considers stochastic models which assume
memoryless packet drops, so that dropouts are realizations of a Bernoulli process (see
e.g. [33,134,135]). More in details, in [33] the basis of a new control theory which takes
into account the effect of packet loss on the feedback loop is proposed. Moreover,
Linear Quadratic Gaussian (LQG) problem, which seeks to find an optimal control
that minimize the packet drops, is analyzed under two classes of protocols which are
TCP-like UDP-like protocols. For TCP-like protocols, there is a critical threshold
of packet reception probabilities under which the optimal controller cannot achieve
stability. In addition, LQG is a linear function of estimate state. On the other
hand, for UDP-like protocols the LQG optimal control problem is a much more
complex and it is not linear. In [34] an algorithm which achieve the minimum mean
square error the estimator can compute is proposed. Packet drops are assumed to be
distributed according to Bernoulli distribution. A strategy for each node to update
its state to be a linear combination of states of its neighbors is proposed in [35].
Therefore, a procedure to set the linear combinations each node has to apply in
order to obtain stability of the plant could be introduced. Links in the networks are
modeled as independent Bernoulli process with a certain probability of packet loss.

Pangung et others [5] has done an extensive survey of WNCSs. They have men-
tioned some references in which packet dropouts are modeled as Bernoulli process
[36, B7]. A closed form expression of expected estimator performance as a func-
tion of sampling interval, system dynamics, MAC delay and packet loss probability
is derived in [36]. Their objective was to minimize the mean square distortion of
state estimation in the case of combined delay and packet loss probability. The
mean square error is derived under Bernoulli process of packet loss as a function of
sampling reception and delay distribution. A scheduling algorithm to improve end

to end reliability on MAC layer by increasing the number of packet transmissions
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according to the link characteristics is proposed in [37]. In this paper, authors as-
sumed Bernoulli process for successful received packets. However, they did not take
into consideration the packet length, rate and the transmitted power.

Bernoulli process is an idealization which facilitate the mathematical tractability.
However, it neglects higher order statistics such as variance and autocovariance etc.
Therefore, sometimes the abstraction model is too coarse, so it disregards some
important dynamics. An intuitive example, consider having Gaussian distributions
characterized by the same mean and different variance. All of them can be abstracted
by Bernoulli process with probability of successful outcome equals to the mean of
the Gaussian distributions. Clearly, this abstraction neglects the dynamics entailed
by variance or other higher order statistics.

The works that consider more general (bursty) packet losses use a Transition
Probability Matrix (TPM) of a stationary Markov chain (see e.g. the finite-state
Markov modeling of multipath-induced fading channels in [38] and references therein)
to describe the stochastic process that rules packet dropouts (see [33, 39, 40, 41]). In
these works WNCSs with dropped (missing) packets are modeled as time-homogeneous
Markov Jump Linear Systems (MJLSs). It is noteworthy that most of the aforemen-
tioned works dealing with bursty packet losses (i.e., [39] and the references from [33])
tackle the problem of the stationary continuous state estimation, thus assuming the
instantaneous availability of the jump variable. Such an assumption does not hold
true for the networked control problem, where the operational modes are observed
by controller via Acknowledgments (ACKs). These ACKs are available only after
the current decision on the gain to apply has been made and sent through the link,
since the actual success of the transmission is not known in advance. The work [40]
solves the problem of the optimal linear quadratic regulation of MJLSs with one
time-step delayed mode observations, but it does not explore whether the provided
solution effectively stabilizes a closed-loop system: this problem was recently solved
in [41].

However, the models of packet losses assumed in automatic control literature
are not, consistently derived according to detailed channel models developed by the
communications community and are typically oriented to oversimplify the actual
behavior of the wireless link. Moreover, to the best of our knowledge, also the

number of Markov channel models that take into account the physical characteristics
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of the channel is still limited. As a result, the cyber-physical systems co-design
approach is difficult to apply directly in this context.

The work [42] provided a comprehensive overview of the characterization of the
wireless channels used in networked control and robotic systems. These wireless
channels can be modeled in three dynamics which are path loss, shadow fading and
small-scale fading. The survey covers probabilistic models which are the results of
analyzing empirical data over years. Nevertheless, it did not consider the interference
as a key factor that affects significantly the received signal.

Some works like [43] modeled the unslotted CSMA /CA algorithm used in IEEE
802.15.4 using a new approach called Event Chains Computation (ECC) which is
based on the concept that the output of CSMA/CA algorithm can be considered
as a chain of occurred events in the network. It reduces the complexity yet with
accepted loss of accuracy and reduces the time to derive the performance metrics.
However, this method is limited by a certain threshold under which all the prob-
ability of the considered chain of events must occur. Other works like [44] has
implemented a lab setting which represents a channel emulation of point-to-point
link for industrial Wireless Sensor Network (WSN) at the top of 802.15.4 standard.
They tested the physical layer imperfection to evaluate the Packet error Rate (PER)
and the distribution of Packet Error Burst (PEB) as metrics to evaluate the reliabil-
ity. Nevertheless, this work depends on an empirical setting and their authors did
not provide an explicit formula which describes the channel imperfections. Other
works which are based on measurements acquired from an industrial environment
are [45] and [46]. The work [45], based on extensive measurements campaigns in
three different factory buildings, modeled the fading characteristics according to the
movement of the transceivers. In particular, they modeled the fading properties
as Rayleigh or close to Rayleigh when the transceivers are mobile whereas when
they are at fixed locations they described the fading characteristics by a mixture
of gamma, compound gamma log-normal distribution or a combination of them.
On the other hand, authors in [46] performed a thorough analysis of noise power
estimation techniques in terms of their stability, accuracy and complexity and pro-
posed an algorithm for noise sample separation. Both [45] and [46] lack deriving a
descriptive equation which abstract the link behaviour in a harsh industrial envi-

ronment. Another interesting issue about the error correction in Wireless Network

32



Sensors (WNS) was proposed in [47]. The authors of [47] proposed a novel strategy
to strengthen the physical layer of IEEE 802.15.4 and boost the error correction
capability.

The works [48]149] proposed an analytic model for concurrent transmissions over
the wireless network. Authors in [48] derived a closed-form of the receiver bit decision
variable for an arbitrary number of colliding signals and constellations of power
ratios, time offsets, and carrier phase offsets. They instantiated their model with
Minimum Phase Keying (MSK) modulation used for 2.45 GHz PHY layer of IEEE
802.15.4 standard that uses Direct Sequence Spread Spectrum (DSSS) with identical
codes for all participants. They validated their model by an experimental study of
packet reception under collisions. However, they did not consider the behavior of
the code used by the standard which is pseudo noise sequence in the case of IEEE
802.15.4 IEEE 802.15.4 standard 2.45 GHz band [12].

The work [50], on the flip side, took into consideration this behavior by presenting
an analytic model for the impact of concurrent transmission on the performance in
terms of chips, symbol, and packet error probability of IEEE 802.15.4 systems.
The authors of [50] analyzed mathematically the effect of the interferer on packet
reception and obtain curves used to get physical models for network simulators.
However, they assumed the existence of strong transmitted power or choosing the
optimum link from transmitter to receiver. Using such assumptions would make the
interference the dominant phenomenon in the environment. Therefore, on one hand,
they neglect the noise to obtain these models. On the other hand, they consider its
effect to validate the model by comparing it with experimental results. Nevertheless,
they did not consider explicitly the effect of the physical imperfections like path loss,
shadow fading and small-scale fading. Moreover, they did not take into account the
interference signal which arrives at the receiver before the signal of the interest. In
other words, they just assumed the case when the interferer signal arrives at the
receiver after the Sol with a certain delay.

The works [51], [52] filled partially the previous gap by deriving an analytic model
of chip, bit, symbol and packet error probability in IEEE802.15.4 networks under
the influence of AWGN, multipath fading and co-channel interference between two
hidden nodes. They validated their results using Mote Carlo simulation on the

physical layer and empirical measurements. However, they did not derive explicitly
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the expression of the signal to interference plus noise ratio which describes the
rate of information transfer in network. Moreover, the effect of each imperfection
of the channel, which are AWGN, multipath fading, interference and dispreading
of the code, on the packet error rate is separately considered i.e., they did not
provide one expression of the packet error probability which takes into account the
aforementioned phenomena . Furthermore, this work lacked a better approach to a
real channel. This approach can better characterize the channel by representing the
combination of the phenomena which affect the transmitted signal during its way
towards the receiver.

We fill this gap by providing an accurate and analytic model for industrial control
that accounts for all physical phenomena. This model will be based on Markovian
chains which describe in an efficient way the characteristics of the system and there-
fore they can be solved by mathematical methods. Consequently, our model would
better represent the channel statistics improving the performance of the overall sys-
tem.

In order to provide a first modeling framework, this thesis focuses on short range
communication protocols previously presented and in particular on the first two lay-
ers of the protocol stack. For this reason appendix |B| reports the main functionali-
ties and parameters that characterize each communication protocol under analysis,
showing that there are plenty of commonalities to be represented by the same model
due to the previously described motivations on the development of such standards
moving from the common PHY offered by IEEE 802.15.4 (see Table where CS-
MA /CA stands for Carrier Sense Multiple Access with Collision Avoidance, DSSS
stands for Direct Sequence Spread Spectrum, and TSCH stands for Time Slotted
Channel Hopping).

Thus, we tackle the aforementioned problem by presenting a WNCSs modeling
framework that accounts for both a detailed description of the wireless link and
control plant characteristics, i.e. the modeling of a process that governs the mes-
sage dropout, while taking into account complex interactions among several critical
interactive system variables from [5], as represented in Fig. . This provides useful
insights onto the challenges of performance analysis and related design approach for
WNCSs.

As such challenges are well explained by considering wireless industrial control
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Table 1.1: Comparison of wireless standards, from [5].

Physical Layer Medium Access Control

IEEE 802.15.4 DSSS CSMA/CA

WirelessHART || IEEE 802.15.4 PHY | IEEE 802.15.4 MAC
ISA-100.11a || IEEE 802.15.4 PHY | IEEE 802.15.4 MAC

IEEE 802.15.4¢ | IEEE 802.15.4 PHY | TSCH, LLDN, DSME

protocols, we focus on the common properties of the PHY and MAC layers of the
mostly used protocols for wireless industrial automation, i.e. WirelessHART [53] 9],
ISA-100.11a [10], IEEE 802.15.4e [54].

On the other hand, the availability of detailed and rigorous model of the wireless
channel is a desired property for the control community, as long as its abstraction
is flexible enough to adapt to the communication protocol.

A first desired property of the abstraction of wireless channel is its flexibility in
representing, by changing few parameters, both short range and long range commu-
nication protocols. In the particular tackled context of industrial automation, the
most frequently adopted communication protocols that are currently allowing the
spreading of the Industry 4.0 paradigm, are WirelessHART [53], 0], ISA-100.11a [10],
IEEE 802.15.4e [54] for short range communication and 802.11 ah [55], NB-IoT [56],
LTE-M [57], Sigfox [58] and LORA [59] for medium and long range communication.
Table shows different types of communications.

WirelessHART was born as an extension of the widely used HART communica-
tion protocol and it is considered to be the first open standard for WSNs specific
targeted for industrial automation, [60]. It adopts the IEEE 802.15.4 at 2.4 GHz
physical layer, while adding its own Data-Link (DLL), Network (NL) and Appli-
cation Layer (AL). It is based on a centrally managed mesh network and TDMA
communication with a fixed slot size (10 ms) is used for energy saving of sensors.
Other functionalities include channel blacklisting and channel hopping that are pro-
vided as means for interference and channel impairments reduction.

ISA-100.11a is the major competitor of WirelessHART and many similar features
exist between the two communication standards, [61]. Indeed, ISA-100.11a is based
on the IEEE 802.15.4 physical layer and its MAC layer assumes TDMA communica-
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Table 1.2: Some communication protocols used for industrial control applications.

‘ Type of communication protocols ‘ Type of Spectrum ‘ Some examples of these protocols ‘
o ) WirelessHART | ISA-100.11a | 802.15.4e
Protocols for short range communication Licensed
[5310] [10] [54]
. 802.11 ah NB-IoT LTE-M
Licensed
| . 55 5] B
Protocols for medium and long range communication -
. LORA Sigfox
Unlicensed
59 B8]

tion but with a configurable slot size on a superframe base. Channel blacklisting and
three options for channel hopping are also described. On the other hand, it does not
provide for backward compatibility with other industrial standards, focusing instead
on improving flexibility and adaptability.

IEEE 802.15.4e is the last released standard, in 2012, for industrial applications
and it was conceived for addressing the emerging needs of embedded (industrial)
applications that the IEEE 802.15.4 was not able to satisfy, [15]. IEEE 802.15.4e
could be considered as an extension of IEEE 802.15.4-2006, it thus preserves back-
ward compatibility since all the extensions are marked by the bits/bytes that were
defined as reserved in 2006 version. In particular, within the three major MAC
modes defined, the one known as Time Slotted Channel Hopping (TSCH) basically
comprises all the main features of WirelessHART DLL, thus for instance TDMA
with a fixed time slot length of 10 ms.

Various works have been done in recent years for short range industrial protocols
comparison, both theoretical and experimental one. In [§], analogies and differences
between WirelessHART and ISA-100.11a are analyzed in detail. The author pointed
out that the most significant difference is given by the application layer that is
HART-based for WirelessHART, while ISA-100.11a only allows for, but does not
define, application protocols for flexibility purposes. This is particularly meaningful
in the focus of the current thesis because it requires special attention while looking
for a common model representing various communication protocols. Authors in [62]
present a comparison between WirelessHART and TEEE 802.15.4e, underling that
the latter has been explicitly developed for including functionalities of the older
WirelessHART. It is worth noting that IEEEE 802.15.4e was released in 2012, while
WirelessHART is only compliant to IEEE 802.15.4-2006 (even if it is built on the
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top of IEEE 802.15.4-2003). The relevant difference is that IEEE 802.15.4e defines
various MAC layers, where the TSCH replicates WirelessHART main functionalities,
but it leaves undefined the upper layers, thus it is missing the main element of
WirelessHART that is: the network manager.

On the other hand, as previously stated, medium and long range communication
for M2M communication can be achieved through licensed spectrum protocols, for
example,( 802.11ah, NB-IoT, and LTE-M ) and unlicensed spectrum protocols like
LoRa and Sigfox as it is shown in Table[[.2] The former standard defines PHY and
DLL layers: it is an amendment to the IEEE 802.11 family, where the communication
range has been extended from the typical few tens of meters of traditional WiFi to a
few hundred meters. The main advantage is given by the exploitation of frequencies
below 1GHz (sub 1 GHz WLAN) in order to reduce the significant interference at
2.4 GHz. Use cases scenarios include smart grid, smart farming and surveillance
are shown in ([63] Tables 4 and 5). LoRa, [59], allows the coverage of hundreds of
square kilometers with a single gateway, it allows for the development of Low Power
Wide Area Networks (LPWAN) since it is designed to guarantee transmission of
small amounts of data over long distances few times per hour, thus offering multi-
year battery lifetime for involved devices, [64]. Sigfox [58] share the same aim
as LoRa, for what concern the allowance for LPWAN with wider coverage area,
lower cost radio modules, smaller amount of data and slower with respect to LoRa.
Nevertheless, Sigfox has some key challenges regarding the mobility, deployment,
and less link budget going from base station to endpoints than going up (i.e., from
endpoints to base stations).

Narrow Band- Internet of things (NB-IoT) has been released by 3GPP (3" Gen-
eration Partnership Project) at the basis of LTE building blocks and higher protocol
layer to meet the demanding requirement of extended coverage and ultra-low device
complexity [56]. Similarly, LTE-Machine Type Communication (MTC), (LTE-M)
depends on the infrastructure of LTE network. However, it is optimized for higher
bandwidth and mobile connections, including voice, with respect to NB-IoT. While
NB-IoT are designed for low data rate where small delays are fine, LTE-M has higher
throughput with lower latency and battery use is optimized accordingly. Both tech-
nologies support LPWAN which improves battery life of devices and enhance the

connectivity between them.
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Figure 1.5: Dependencies between critical system variables, [5].

It is worth mentioning that, in the last decade, machine learning has been a key
tool to solve a vast amount of engineering complex problems yet in an effective and
quick way. In particular, a deep reinforcement learning could solve the scheduling
issues and resources allocating [65] and references therein (see e.g., [60, 67, 68|
69, [70] for scheduling problem and [71], [72] for resource allocation). Moreover, in
[65] wireless fading conditions are considered. Specifically, authors of [65] leverage
actor-critic reinforcement learning algorithms to propose a model-free approach to
design allocation and control policies that take into account not only plant states
and resource constraints but also fading conditions of the wireless network. The
proposed policies depend on the current estimates of the state of control plants
and wireless fading conditions. It outperforms other solutions that depends on
current estimates by its ability to balance control and communication metrics while
distributing resources among the plants. Although the reinforcement learning has
many advantages it still needs a lot of computation and loads of data especially
in the case of solving complex problems like representing the multidimensional real
channel phenomena. In the next section, we will report the research methodology

we used in this project.
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1.6 Research methodology

This research started with a literature review, with the goal of identifying and
adopting the general research problem to be addressed. The study included the
literature surveying the overall state of WNCS benefits and challenges. At this
point, the lack of an accurate analytic model which accounts for various channel
phenomena was defined as one of the most prominent challenges and it was adopted
as the general research problem to be addressed in this research. Then, a literature
review is carried out, stressing the importance of proper communication models in
communication and control co-design, and capturing most of the relevant work in
the area, both from the control and wireless perspective.

The next step was to define the approach to be taken, i.e. the solution space. The
problem of channel modelling can be addressed in several ways, and it was decided
to approach the problem on the PHY layer, for two reasons. The first reason is
based on the fact that the radio environment is the main compromising factor to
communication imperfections, and it makes an immediate impact on the PHY layer.
The second reason is related to the concept of layering in communication networks,
where lower layers provide services to upper layers in the stack. In that respect,
the PHY layer, together with Data link layer (DLL), plays a central role in several
important issues in communication networks (e.g. reliability), because no routing or
transport-layer protocols can reach their full potential without link-level reliability.
Since most of the scientific work in the literature has been focused on the DLL,
it was decided to concentrate on the PHY layer deriving the proposed model and
planning to build up a more generic one considering the DLL in the future.

After setting the research scope, we build a general framework of an accurate
analytic model for an interfered control protocol system. This model accounts for
various physical phenomena affecting signal transmission - such as noise, path loss,
shadow and multipath fading, and interference. At this point, it was necessary to
study related scientific literature of different models of the aforementioned imper-
fections. The goal of the second literature study was to investigate the existing
approaches to various phenomena models and understand the suitable ones for our

case. As a result, we set the model for each phenomenon and justify the reason of
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choosing it.

Motivated by the notion that challenges in co-design and analysis of WNCSs are
best explained by considering wireless industrial control protocols, it was decided to
choose WirelessHART protocols as the basis for our proposed model. In particular,
an explicit analytic model for the interfererd WirelessHART link is derived. Mean-
while, several research gaps were identified in the related scientific literature, which
paved the way for understanding how to fill them and obtain a more precise model.

After deriving the four steps proposed model, we base on some assumptions
to obtain a simplified yet realistic version of the model. Moreover, we chose a
control plant, which is the inverted pendulum on a cart, to show the importance of
our model and examine its relevancy using simulation methods. Furthermore, after
generalizing the model to cover other standards and to show the relative importance
of the design parameters, an extensive parametric analysis of the wireless link model
subject to a persistent interferer was conducted.

The last stage of the research process was the recapitulation of research questions,
in order to verify that the research objective has been reached. Finally, the directives
for future work were outlined. In the next section, we will present the agenda of the

thesis with our contribution in each chapter.

1.7 Contributions and Outlines of the thesis

This section gives an outline of the thesis and the major contribution. The focus of

this thesis is on

1.7.1 Chapter 2: The Proposed Model for an Interfered

Control Protocol System

We work on a systematic derivation of an accurate Markov channel model suit-
able to represent any industrial communication protocol. Our first contribution is
to build the framework of our accurate analytic model of the communication link
used in industrial control applications that accounts for the channel imperfections.
Therefore, this model considers both channel and control dynamics. The proposed

analytic model is derived by taking into account multiple interferers and physical
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phenomena characterizing a communication link. We report the wireless channel im-
perfections that might affect the packet loss and the most important models which
abstract each one of them. The proposed model consists in four steps. These steps
demonstrate explicitly how to derive the aforementioned model.

This chapter is based on the following paper which won the 15th IEEE Interna-
tional WFCS (Workshop on Factory Communication Systems) best work in progress

paper award:

e A. Alrish, Y. Zacchia Lun, A. D’Innocenzo, and F. Santucci, ” Work in progress:
Systematic derivation of accurate analytic Markov channel models for indus-
trial control,” in IEEE Int. Workshop Factory Commun. Syst. (WFCS), May
2019, pp. 1-4.

1.7.2 Chapter 3: The Scenario and Explicit Analytic Model
for the Interfered WirelessHART Link

Since the challenges in analysis and co-design of wireless networked control systems
are well highlighted by considering wireless industrial control protocols. In this
perspective, our second contribution is to address the modeling and design challenges
by focusing on WirelessHART radio link affected by path loss, shadowing, power
residual control and persistent interference. As a first step, we follow in this chapter
the framework model proposed in chapter 2| by addressing the scenario of the model.
Then, the explicit analytic model of SINR is extensively derived. In particular, an
important contribution of this thesis is working on the derivation of SINR according
to IEEE 802.15.4 PHY layer standard using a symbol-level matching followed by
decoding and considering the characteristics of the Pseudo-Noise (PN) sequences,
which can be summarized by the Hamming distances between them. This expression
will express the received signal subject to the aforementioned imperfections of the
link.
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1.7.3 Chapter 4: The Implicit Analytic and Finite-state
Markov Model for the Interfered WirelessHART Link

After having SINR equation, we find a tractable representation of the explicit an-
alytic model of SINR by approximating it using moment matching. An important
contribution is introducing link quality metrics (LQMs) representing a powerful tool
that is capable to easily evaluate and validate finite-state channel models to be used
in the WNCSs applications. In other words, LQMs permit us to assess how good a
finite-state representation of the radio link is. In order to adequately characterize
the channel model proposed so far in terms of LQMs, the probability of packet er-
rors is derived. We show on a numerical case study how these metrics are essential
for an easy discovering of some pitfalls related to both the choice of the method of
partitioning of the range of signal-to-interference-plus-noise ratio (SINR) and the
computation of transition probabilities between operational modes of the Markov
channel. By adopting the LQMs, it is straightforward to derive a finite state ab-
straction that has the corresponding Markovian LQMs. The derivation of chapter

and [4] is used in a journal paper that is going to be submitted soon.

e Y. Zacchia Lun, A. Alrish, C. Rinaldi, A. D’'Innocenzo, and F. Santucci, ” Ac-
curate radio link modeling and its impact on wireless networked control sys-
tems design,” 2021, the paper will be submitted soon to IEEE Transactions
on Control Systems Technology.

1.7.4 Chapter 5: Applying the model

To demonstrate the applicability of our model on different protocols and in different
scenarios, we derive a simpler version of our model to apply it on a WNCSs. We
choose WirelessHART as a wireless industrial control protocol subject to several
imperfections in a harsh environment. Therefore, a further contribution is to apply
our model and test its applicability on an inverted pendulum on a cart. We show
on a case study that our model allows us to improve the stability and thus the
overall control performance of a closed loop system. The results of the case study
is published in the following INFOCOM paper
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e Y. Zacchia Lun, C. Rinaldi, A. Alrish, A. D’Innocenzo, and F. Santucci,
”On the impact of accurate radio link modeling on the performance of Wire-
lessHART control networks,” in IEEE INFOCOM 2020 - IEEE Conference on
Computer Communications, 2020, pp. 2430-2439.

Moreover, an additional contribution is extending the application to other protocols
such as ISA-100.11a and IEEE 802.15.4e and presenting a detailed parametric study
of the wireless connection model under the influence of a persistent interferer as
a function of various different parameters. A discussion on the proposed model

limitations is carried on in this chapter which paved the way to further future work.

1.7.5 Chapter 6: Conclusion and Future work

In this chapter, we conclude the main part of the thesis, and we survey the main
contributions and results which can be improved or extended further. Our future
work will be focusing on a more generic scenario including multiple devices belonging
to other networks. Therefore, we will model the presence of devices which interfere
a certain link as a binary random process that represents their activity status (ON-
OFF). Moreover, we are planning to apply the forward error correction (FEC) which
improves the reliability by making the transmitter send redundant data which allows
the receiver to recognize just the part of the data that contains no errors. Further-
more, we will analyze the impact of the quantization method used in dividing the

range of SINR on the LQMs that are indicators of the channel performance.

1.7.6 Appendix A

In appendix [A] we present the proofs of the derived equations in chapters [3] and
[l Specifically, we give an extensive proof of Signal-to-interference-and-noise-Ratio
(SINR) equation’s components. We explain the stochastic analysis of the Hamming

distance between the useful signal and the interferer signal at the receiver.

1.7.7 Appendix B

We present, in appendix , an overview of the used industrial standards (Wire-
lessHART, ISA-100.11a, IEEE 802.15.4e). In particular, we go through the most
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crucial features of the physical and Data link layers of the aforementioned stan-
dards that we employed in our research where we address their parameters used in
the numerical cases and an explanation of some special computed parameters. For

example, the structure of the protocol data unit (PDU) of each one of them.
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Chapter

The Proposed Model for an Interfered
Control Protocol System

As mentioned in chapter [I, we are aiming, in our work, at addressing the gap of
the lack of analytic models which represent the real channel. In particular, we
derive an accurate and analytic model of the communication link used in industrial
control applications that accounts for several physical phenomena. Such a model
would better represent the channel statistics and help to enhance the overall system
performance. In the next section, we will set up the main proposed model we rely
on in our project.

We use a bottom-up modeling approach based on analytic description of the
radio propagation environment which characterizes the industrial site geometry and
degree of motion around communication nodes and determines physical phenomena
and range of values for the channel model parameters.

Therefore, the proposed model is a sort of process which consists of four stages.
These stages explain how we could derive the model that represents the link with
all the imperfections. Figure illustrates the block diagram of the process that
allows to derive the channel model subject to several physical phenomena due to

various neighboring networks. It composed of the following steps/blocks [1].
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Figure 2.1: The block diagram of the channel model of a WNCS

2.1 Scenario

The first step in developing a precise model of the wireless link is done through
considering a thorough analysis of the communication scenario [1]. As mentioned
previously, the challenges in analysis and co-design of WNCSs are best explained by
considering wireless industrial control protocols. WirelessHART and ISA-100.11a
standards have been used widely for control and monitoring applications adopted in
the previous years [73].

Since most of the physical systems evolve in terms of continuous time but are
often governed by discrete controllers, its substantial to transfer to the discrete do-
main by sampling the dynamics of the system. The samples should be taken at
specific time instants. The update rate is how often we may measure the systems
variables through sensors and send control commands to actuators. This update
rate should be proportional to the sampling rate chosen according to the dynamics
of the system. However, each standard has some restrictions on the sampling rate.
For example, WirelessHART has limitation on the update rate. WirelessHART uses
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Publish data messages [9, p. 268] in order to convey the control system data. Its
application layer protocol supports publishing at cyclical process data with update
period starting from 0.1 s to 3600 s. Whereas [SA-100.11a support values for the
update period from 1/32 ms increments up to 3600 s. It is worth noting that the
shorter is the update rate, the more stringent constraints we have on receiving pack-
ets via WirelessHART link. Thus, the update rate is a joint parameter that needs to
be set carefully in order to meet both channel and control dynamics requirements.

Moreover, a realistic scenario in industrial environment must handle the impact
of other networks presence at the same ambient, where multiple transmitters and
multiple receivers are taken into account. Therefore, one receiver might or might
not have one or more interferers depending on the standard and the application.
Thus, in general, an accurate analytic model should account for multiple interferers

aside from physical phenomena characterizing a communication channel.

2.2 Explicit analytic model

The second step is to derive an explicit equation that represents the transmitted
signal subject to different channel imperfections [1]. In our model, transmitted
signals are assumed to be affected by noise, path loss, shadow fading, multipath
fading, and interference. In the next subsections, we discuss how we could model

each phenomenon of them.

2.2.1 Noise

Noise is unwanted random undesirable signal which affects the communication chan-
nel. Measures are usually taken to reduce it, though it cannot be totally eliminated.
It causes different effects for example it limits the operating range of the systems
and affects the sensitivity of the receiver, and it can be classified into two types.
The first one is the external noise which could be subdivided into three types atmo-
spheric, extraterrestrial, and industrial noises. This type cannot be reduced unless
we change the location of the receiver or the whole system. The second type of the
noise is the internal noise which may be put into four categories thermal or white,

shot, transit time and miscellaneous internal noises. Since this type can be evaluated
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mathematically and can be reduced to a great extent by proper designs, we tackle
this type. Specifically, the internal noise can be considered as a sum of random
process which tend to follow normal distribution according to the central theorem
[74]. It could be modeled as Added White Gaussian Noise (AWGN) which follows
the Gaussian distribution with zero mean and has noise power spectral density Np.
Thus, the signal to noise ratio which represents the ratio between the signal and

noise powers S, N respectively, can be expressed as

S Br. By
N = — =
SNER N Ny. By

(2.1)

where Bp is the bit rate, Fj is the energy per bit, and By is the channel bandwidth.
The ratio % represents the normalized SNR. This ratio is used to evaluate the error
rate of various modulation schemes without taking into account the bandwidth.
In our work, we use AWGN in order to model the noise which follow Gaussian

distribution with zero mean.

2.2.2 Path loss (PL)

Path loss is one of the mechanism which cause the attenuation between the trans-
mitter (Tx) and the receiver (Rx) due to the obstacles. We model the PL in order
to describe this attenuation between Tx and RX as a function of the distance that
separates them and other parameters. Therefore, PL models are used to compute
the unwanted reduction of the power of a radio signal as it propagates away from
the transmitter. They are mathematical tools used by engineers and researchers to
design and optimize the wireless links according to the environment and used stan-
dards. For instance, WirelessHART is based on IEEE 802.15.4-2006 standard, as we
will see later in [3, which for 2.4 GHz center frequency uses a two segments function
with a path loss exponent of 2 for the first 8 m and then a path loss exponent of 3.3
thereafter.

Many path loss models have been addressed in the literature. The models
could be generally categorized to three types of models empirical, deterministic,
and stochastic models [75]. Empirical models which just rely on the measurements
and observations whereas deterministic models are based using electromagnetic laws

that govern the propagation channel to estimate the received signal power. No ran-
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domness is involved in the development of future states of the deterministic systems.
On the other hand, stochastic models have the advantages of demanding the least
information and power to produce the estimation. However, they are considered the
least accurate out of them. They aim at estimating the probability density func-
tion by using series of random variables. Some examples will be mentioned in the

following:

2.2.2.1 Free-space path loss (FSPL)

FSPL model is used to predict the strength of a radio-frequency (RF) signal at a
particular distance. It is considered a good approximation when the propagation of
the RF signal is in the free space and not obstructed by any obstacles or reflectors
[76]. However, it is not accurate for general communication environment. We can
calculate this path loss in dB by the following equation:
4
FSPL=2010g10(d) + 20l0gio(f) + 20logio(—) — Grs — Grey  (2:2)
c
where d is the distance between Rx and Tx in km, f is the frequency of the signal
in MHz, Gr., Gg, is the overall Tx gain including the feeder losses and the overall

Rx gain including the feeder losses, respectively in dBi.

2.2.2.2 Ray tracing path loss model

It is a deterministic model used when the transmitter and the receiver are in line
of sight (LOS). When there are obstacles between the transmitter and the receiver,
the received signal would have two components. The first one is the direct LOS
component while the second one is the additional copies of the transmitted signal as
a result of the refection, diffraction, or scattering of the main signal. These copies
are called the multipath component and could be attenuated in power, delayed in
time, and/or shifted in frequency [6]. When it is considered just one reflected path,
the model is called two-ray model. Figure illustrates this model where d is the
distance between the transmitter and the receiver, G,, Gy, G., G4 are transmit and
receive antenna field radiation patterns in the LOS direction and Non line of sight
(NLOS) direction, respectively. h, h, is the height of the transmitter and the height

of the receiver, respectively. The received signal power would be:
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Figure 2.2: Tow ray model [6].

P.(dBm) =P, (dBm) + 10log10(G;) + 20logio(hih,) — 401ogio(d), (2.3)

where P., P, are the received signal power and the transmitted signal power respec-
tively. Gy is the product of the transmit and receive antenna field radiation patterns
in the LOS direction i.e G, Gy. It is worth saying that both Friis free space and two-
ray ground reflection model predict the received power as a deterministic function

of distance.

2.2.2.3 simplified path loss model

There is always a trade-off between the accuracy and complexity of the considered
path loss model. In general, a complex ray tracing PL. model or empirical models
could accomplish a high accurate PL model representing the channel in the un-
derlying environment. However, wireless communication designers tend commonly
to approximate the characteristics of the wireless link and simplify the PL model
[6]. Therefore, many of them use the simplified PL model which has the following

equation:

P.(dBm) =P, (dBm) + K (dB) — 10n logi (g) , (2.4)

Such that d > dy, where d is the distance between the transmitter and the receiver, dy
is the reference distance for the far-field antenna, K is a constant which is determined
according to the average attenuation of the channel and the antenna characteristics

and sometimes is set to free space PL at distance dy, n is the path loss exponent
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Table 2.1: Typical path loss exponent, from [6].

Environment Range of n
Urban macrocells 3.7-6.5
Urban microcells 2.7-3.5
Office Building (same floor) 1.6-3.5
Office Building (multiple floors) 2-6
Store 1.8-2.2
Factory 1.6-3.3
Home 3

which has different values according to the environment [6]. Table reports the
typical PL exponents for this model.

2.2.2.4 Empirical Models

As mentioned previously, free space, two ray, and simplified PL models are not
accurate enough to predict total PL of the signal in a certain environment. On
the other hand, Empirical models, which are based on extensive measurements and
observations of the received signal with respect to other parameter like the TX-RX
distance and the signal frequency, can estimate more accurate models representing
the channel. Various experimental PL models are addressed in the literature and

some of them will be mentioned in the following:
1. Okumura Model: This model is widely used for [77]

e large urban areas up to 100 km.
e a range of frequencies form 150 MHz to 1920 MHz.
e a range of base station antenna heights h from 30 m to 1000 m.

e a range of mobile antenna heights h,.. up to 3 m.

Okumura chose a quasi-smooth terrain, fixed the h;. to 200 m, h,. to 3 m, cal-

culated the free-space propagation loss Lz and its relative median attenuation
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Ay as a function of frequency f and distance d, by developing a set of curves.

Consequently, the median of the path loss Lsy(dB)
L50<dB) = Lp +Amu(f, d) - G(hte> - G(hre) - GAREA; (25)

where G(h), G(hre) are the base station antenna and mobile height gain factor

respectively, and G srpa is the gain associated to the environment type.

2. Hata Model: This model formulates the Okumura model using the same pa-
rameters for a range of frequencies (150-1500) MHz in order to obtain a closed
form expression without resorting to empirical curves [77]. Consequently, the
median of the path loss Lso(dB)

Lso(dB) = 69.55 + 26.16logio(fc) — 13.8210g1o(hse)
— a(hye) + (44.9 — 6.5510g10(hee)) logio(d), (2.6)

a(hye) is a sort of correction factor for the effective height of the mobile antenna

which varies according to the underlying environment [77].

3. COST231 Extension to Hata Model: This model is widely used for the predic-
tion of the PL in mobile communication networks. It is an extension of Hata
model to 2 GHz developed by European cooperative for scientific and technical
research (EUROCOST). The main equation of this model is expressed as:

Lso.urban(dB) = 46.3 + 33.910g10(f.) — 13.8210g10(h:)
— a(hr) 4+ (44.9 — 6.5510g10(ht)) logio(d) + CM, (2.7)

where a(hy.) has the same value as in equation [2.6f CM = 0dB for suburban

or open environment, and 3dB in urban environments.

In our scenario the path loss, ¢, is modeled as in the standard [12, p. 274] for 2.4 GHz

by two segments equations which we will address later.

40.2 4+ 201ogo(d;) fd <8,
S(d;) = E10(ck) (2.8)
58.3 4 33log;o(%4) otherwise,
where d; is the distance between the transmitter (Tx) i and the reference receiver
(Rx).
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2.2.3 Shadow fading

Shadowing feature is a significant portion of wireless communication; therefore it is
important to incorporate this feature in our geometric stochastic model. It accounts
for the variation in the local mean power at a given distance due to blockage from
obstacles on the propagation path between the transmitter and the receiver. It
depends on the size, number, and the material of these obstacles. Many models
have been developed to try and predict this value. Some of these models are site-
dependent and require a huge deal of information about the environment near and
between the transmitter and receiver. An example of these models is the ray-tracing
technique for indoor and outdoor environment which requires a lot of information
including for example the positions of the transmitter and the receiver and the
materials of which the building are composed etc. Others are more statistically based
and try to predict the nature of the propagation loss from some small number of
parameters of the radio system and the type of environment in which it is operating
[78]. For example the class of slope-intercept models which treat the propagation
loss as a combination of deterministic and statistic components. The deterministic
component represents the previously mentioned path loss and it is a distance related

component which could be written as:
Ly(dB) = a+ Blogio(d), (2.9)

where d is the distance between the transmitter and the receiver and a, 8 are param-
eters determined from the empirical measurements as follows. First, the multipath
effects are averaged out at different locations in the channel by averaging the mea-
surements of the received signal power over several wavelength. Then, the power
measurements are plotted as a function of the log of the distance between the re-
ceiver and the transmitter. Then, a linear least squares fit is made to the data
where its slope determines 8 and its intercept with the transmit power and antenna
gains determines a. The statistical component is determined by removing the linear
least squares fit from the measured data then examining the residuals which follow
approximately a Gaussian distribution with a zero mean and a standard deviation
of about 8 dB[78]. Moreover, many empirical propagation models indicate that the

average received signal power, in outdoor or indoor propagation channels, decreases
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logarithmically with distance [79]. Hence, the shadow fading component follows a
log-normal distribution.

Therefore, the most common model for random variations due to blockage from
objects is log-normal shadowing [80], which has been investigated for indoor envi-
ronments in [81] 82]. Moreover, under the assumption of constant path loss (PL) the
shadow fading is proven to have lognormal distribution in [83]. The authors of [83]
presented an additive model as a physical basis of the shadow fading. The shad-
owing correlation properties can be modeled as in [84]. They are described with
correlation standard deviation, the typical decay distance, and the device speed.
Therefore, the speed of the movement of the system or some parts of it will affect
the channel model. Hence, this speed is considered as a joint parameter that has to
be set carefully by WNCSs designers.

On the other hand, some works like [85] models the shadow fading in satellite and
terrestrial channels by gamma distribution which facilitate the analytical computa-
tion of the average symbol error rate. Moreover, in [86] shadow fading is modeled
as a Gaussian random variable with zero mean and a certain standard deviation. It
is computed as the difference in dB between the data points obtain from 24 mea-
surements at a certain distance in different frequencies and predicted PL at the that
distance.

5G requirements of high reliability and low latency has imposed certain con-
straints on the model abstracting the channel. In particular, there is a need for
novel accurate models which are appropriate to the high spectrum bands used in
5G which could be up to 100 GHz. Therefore, the work [87] and references therein
presented an overview of shadow fading models in 5G urban macrocells networks.

Sometimes the shadow fading in indoor environments could be resulted from the
reflection of the human body. Hence, the work [88] investigated the shadowed fading
in indoor off body communications channels at 5.8 GHz. The authors assumed that
the power of the reflected and LOS components is affected by significant variations
that follow the gamma distribution.

Since we do not have any experimental settings we tend to use the common log-
normal shadowing model which has been proven to describe wireless phenomenon in
indoor scenario [78] and the results of the measurements in industrial environment

show that the shadow fading conforms to the lognormal distribution [89], [90].
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2.2.4 Multipath fading

Figure [2.3| shows the difference between path loss, shadow fading and small-scale
fading which is independent from the distance between the transmitter and the

receiver and occurs on a spatial scales A\/2.

Received Power
ecelv;d Ve Small Scale Fading
- (multipath)
(log scale) Shadowing

(obstruction)

(log scale)

Medium (meso) —scale fading

Figure 2.3: The degradation of the received signal because of different phenomena
[7.

Multipath fading occurs in any environment where there is a multipath propa-
gation and the paths change for some reason. Multipath fading changes not only
the strengths of involved signals but also their phases, as the path lengths change.
Therefore, when the system (or any of its parts) is moving, its velocity causes a
shift in the frequency of the signal transmitted along each signal path making the
so-called Doppler frequency. Thus, the Doppler frequency is also a collaborative
parameter that affects both channel and control dynamics. The general wireless
channel model must take into account the multipath fading that can be modeled
through Rician or Nakagami distribution based on the characteristics of the channel
that interconnect the network. In particular, when the signal arrives at the receiver
by several paths and at least one of these paths typically a Line of Sight (LOS) or

some strong reflection signal is much stronger than the others, the multipath fading
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is models as Rician fading [91]. The probability density function (pdf) is given by

_r24Am? xr

,
Pric(r) = S te I°<§) r>0, (2.10)

where r is the signal amplitude, o2 is the variance of the in phase and quadrature
phase components, I is the zero order modified Bessel function of the first kind
and Am is the LOS amplitude. Moreover, Rician distribution is often featured by
K parameter which represents the ratio between the strength of the LOS path and
the strength of other scattered paths and is given by

_Am2
2027

(2.11)

When K is zero meaning that there is no LOS path between the transmitter
and the receiver, we get a special case of Rician which is Rayleigh fading. The
received signal will be in this case the sum of the reflected and scattered multipath
components and the pdf will be written as follows

2

Pray(r) = % teir r >0, (2.12)

When K factor is huge, so the only existing component is the LOS and as a result
the channel is modeled as a AWGN channel.

Nakagami fading has been found to match up the measurements of signals in
several scenarios particularly in indoor ones. The pdf of Nakagami distribution is
given by

Prai(r) = 2 + (@)27"2’”_1 e m > 0.5 w >0, (2.13)
Lim) ‘w
where m is the shape parameter and w is the spread parameter. When m = 1 and
w = 20% Nakagami fading will be similar to Rayleigh fading and as we increase m
we will move away from Rayleigh case to Rician one.

It’s worth to remember that multipath fading can be subdivided into two types.
The first is based on the multipath delay spread which can be divided into two
other types of fading according to the relation between the time of the modulated
symbol T and the maximum excess time delay T}, of the multipath components or
the relation between the channel coherent bandwidth f; and the signal bandwidth

W. In particular, if the received multipath components exceed the symbol’s time
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ie Thpae > Ts or fo < W the fading is called frequency selective fading which
causes the Inter-Symbol Interference (ISI). On the other hand, the fading is non-
selective (flat) fading if the maximum excess delay time is less than the symbol
time i.e., all the received multipath components arrive within the symbol T},q: < T
or fo > W [9I]. For example, if we have WirelessHART as a Wireless Industrial
Control Protocol (WICP) used in a certain WNCS which is based on IEEE802.15.4,
the symbol duration is 0.5us. Thus, when the path difference is less than 150m
the channel exhibits non-selective (flat) fading while if it’s greater then the channel
induced ISI and the receiver experience selective fading. The second type of dividing
multipath fading is based on the doppler spread where it could be divided into two
other types according to the relation between channel coherence time T, and the
symbol period, Ts. If T,, < T i.e., the change rate of the channel is higher than the
symbol period then the channel experience fast fading. Whereas it is slow fading if
the T., > Ty meaning that the object inside the scenario is moving slowly [74].

In indoor environment the received signal is composed of much larger number of
rays than in outdoor environment. The reason for that is the horizontal rays undergo
multiple reflections which bounce off the walls and furniture and the vertical rays
could reflect off the ceiling and pavement too. In addition, it is worth saying that the
difference between small scale and large-scale fading is not that observable as in the
case of outdoor environment. For this reason, Doppler spectrum can be modeled as
flat. Moreover, since the velocity of the indoor devices is relatively slow comparing
with its velocity in outdoor some models are developed according to the location
whether it is shadowed to the transmitter or it is LOS [78]. Hence, log-normal fading
could be used, in this scenario, as an accepted model to describe the small scale fad-
ing. Furthermore, we underline that in some industrial settings typical for WNCSs
applications, multipath fading is not an issue since highly absorbing environments
often eliminate multipath propagation [92]. Thus, some channel models may neglect
it or they suppose to compensate the multipath fading by the power control when
it is available [80].
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2.2.5 Interference

In industrial applications there is a need of some kind of emergence between different
Wireless Industrial Control Protocols (WICPs) like WirelessHART and ISA-100.11a
[93]. This leads to the requirements of the coexistence of several wireless networks
which operates in proximity in a shared environment. We say that several devices
can coexist in one system if one system can achieve their objective in a shared
environment whether the other devices belonging to other systems use the same
standard or not [94]. Thus, as the useful signal travels along a channel between
its source and receiver, it might happen that unwanted signals, whether they are
generated by devices using the same communication standard or by coexistence
devices (i.e. using different standards), could be added to the useful signal and
modify it in a disruptive manner. Therefore, at any given instant, a channel occupied
by the signal of interest may or may not be interfered by one or more neighboring
devices belonging to other networks. These devices can affect the signal of interest
in different levels according to different characteristics regarding, for example, the
standard they are following, their output power, their distance from the transmitter
etc. To address the case of coexistence devices one might use a CCA (clear channel
assessment) mechanism, if available and appropriate. In particular, CCA provides
an optional coexistence feature targeting other protocols and modulation standards,
but it cannot address the case of users of different neighboring networks based
on the same protocol. In such a case, even frequency hopping spread spectrum
technique cannot provide immunity to interference (due to a limited number of
available channels).

Let’s assume that the transmitter uses IEEE 802.15.4 standard. This standard
and protocols which are built based on it are used for short range communication
as stated in chapter [II They provide reliable communication for limited power and
moderate throughput applications. Their output power is around 0 dB with 50m
range. [EEE 802.15.4 devices operate in an open ISM-band. The band 2.4 GHz is
used in the whole world which offer the large number of non-overlapping 16 channels.
Each of these channels has a large 2 MHz bandwidth which provides 250 kbps and
the separation between them is 5 MHz.

If we have, for instance, at the same environment devices belong to other sys-
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tems using IEEE 802.11 b/g. This standard provides the basis for wireless networks
products which use WiFi brands and uses unlicensed 2.4 GHz as one of the possible
operating frequencies. Therefore, it could affect the standard IEEE 802.15.4. How-
ever, it uses 14 channels with 22 bandwidth and a separation of 5 MHz between the
channels. The output power is around 20 dB operate within 100m range and it is
significantly larger than the output power of IEEE 802.15.4. Therefore, IEEE 802.11
b/g networks with their large duty cycle and high output power which operate in
the same environment and the same range of IEEE 802.15.4 networks can extremely
affect the latter networks especially if they use the same carrier frequency [94]. In
contrast, since IEEE 802.15.4 networks have low output power compared to IEEE
802.11 b/g, they have a small impact on the channels of IEEE 802.11 b/g. For a
satisfactory IEEE 802.15.4 performance, it is recommended to organize the channel
by providing radio gaps between them. For instance, there must be 7 MHz frequency
offset from IEEE 802.11 b/g channels [95]. In case of unavoidable overlapping of
operation at the same channels it is counseled to separate the IEEE 802.15.4 devices
from TEEE 802.11 devices by 8 to 10m.

Bluetooth standard is widely used for exchanging data between devices which
are located at short distance using different [ISM-band. One of these band is 2.4
GHz in which 79 channels are defined. Each channel has a 1 MHz bandwidth and 1
MHz is the separation between the channels. It uses slow frequency hopping scheme
to transmit each packet on one of the 79 channels. It performs 1600 hop per second
with adaptive frequency hopping (AFH). The output power varies according to the
devices’ classes. For example, class 1 has the maximum permitted power 20 dBm
while it is 4 dBm for class 2. Bluetooth devices can have some effect on IEEE
802.15.4 devices yet this effect is much less than IEEE 802.11 one. In order to cope
with it and achieve a good performance and thus a good Packet Reception Rate
(PRR), a separation of 2m can be applied between the devices [94].

Since the microwave ovens leak some of their microwaves which operate at the
same frequency as IEEE 802.15.4, it could be a source of an interference [94]. To
overcome this impact a separation of 1m is provided.

It is worth mentioning that IEEE 802.15.4 standard gets benefits of some of
its characteristics and applies some mechanisms in order to avoid the interference

and guarantee a high reliable communication. For instance, using Direct Sequence
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Spread Spectrum (DSSS) helps to guarantee a good PRR. Moreover, devices check
the channel state before it transmits to send the data on the least affected one.
Furthermore, if packets are lost because of different imperfections in the link, IEEE
802.15.4 provides a retransmission mechanism and thus increasing the PRR.

The presence of devices which interfere a certain link can be modeled in different
ways. In spread spectrum systems, it is possible to model the interference as an
additive value I;,; to the thermal noise Ny. In particular, in order to model the
Wireless Local Area Network (WLAN) interferer signal the work [96] modeled it as
a band limited AWGN. However, the work [97] modeled the Bluetooth signal as a
partial band jammer to Zigbee user.

Interference could also modeled as a binary random process that represents their
activity status (ON-OFF). This time-varying behavior is a distinctive characteristic
of the channel affected by multiple intermittent interferences. Such behavior can
be encompassed, as said previously, by the signal-to-interference-plus noise ratio
(SINR), which is the power of a certain signal of interest divided by the sum of the
interference power (from all the other interfering signals) and the power of some
background noise. Typically, the bit error rate (BER) is a function of SINR, so
following the basic characteristics of the underlying protocol (e.g., the frame length,
modulation, symbol rate), SINR and PER could be derived as a function of their
features. In particular, the PER is always a function of BER which is in turn a
function of SINR. The relation between PER and BER depends on whether any
forward error correction (FEC) method is implemented in a protocol or not. FEC
improves the reliability by making the transmitter send redundant data which allows
the receiver to recognize just the part of the data that contains no errors [98]. As
a result, the receiver has the ability to detect a limited number of errors that may
occur anywhere in the message, and often to correct these errors at the cost of a
fixed, higher forward channel bandwidth. In the case of no FEC, even one erroneous

bit leads to a corrupted data packet.
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2.3 Summary

In this chapter, we described the general block diagram of our proposed model and
explained the steps of the process in details. We listed the considered phenomena and
gave a brief background of the possible models considered in the literature of each
one of them. We stated the models considered in this thesis for each imperfection
and justified the reason behind that. In the next chapter, we will investigate the
first two steps of our model i.e., setting up the scenario and deriving explicitly the
analytic model of SINR to obtain a closed-form representation of the signal subject

to different possible imperfections in the link.
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Chapter

The Scenario and Explicit Analytic Model
for the Interfered WirelessHART' Link

As mentioned previously in chapter[2] the WNCSs used in industrial automation face

many challenges. The main challenge in designing WNCSs according to packets is
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Figure 3.1: Complex interaction between critical system variables [5]
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the joint design of communication and control systems. The challenges in co-design
and analysis of WNCSs are best explained by considering wireless industrial control
protocols. As a first step, we will start with WirelessHART protocol. Figure in
[5] presents the dependencies between different critical system variables. We focus
in our work on time-triggered sampling period and message dropouts caused by
shadow fading, interference, path loss and residual power control error and we get
Figure [3.2] [3].

The sampling period is determined by the number and type of the system state
variables and by the industrial communication standard. In [3] we have started with
WirelessHART standard. The WirelessHART network is composed of access points
connected to a plant automation host through gateways implemented or connected
to a network manager and security manager as it is shown in Figure [3.3] We use
a progressive modeling approach described in section [2| which is based on analytic
characterization of the channel including analyzing the plant geometry, the degree
of motion and the physical phenomena characterizing the channel. WirelessHART
standard has some constraints that reduce the degree of freedom of the model. The
network supports both stared and mesh network technology. The direct connection
to the access points is used by the devices with stringent requirements on latency

found in factory automation.

3.1 Scenario of the WirelessHART network

The first step in developing our model is to study and analyze the communication
scenario. The description of each radio link can be obtained from an extensive mea-
surement campaign in the existing industrial site, or it can be derived analytically
by considering the geometry of the (actual or possible) propagation environment,
the degree of motion around the communicating nodes and the relevant physical
phenomena involved. We follow the latter approach not only because it is not
restrained to any particular industrial site, enabling technological feasibility and
robustness analyses before committing to time-consuming expensive measurement
campaigns, but also because the empirical data obtained from any measurement

campaign can be used to calibrate the theoretical model. We consider a scenario
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where there are two adjacent wireless networks, and we focus on a single communi-
cation link between access point and the device that is interfered by a device from
another WirelessHART network. The underlying scenario is illustrated in Figure
In such a scenario the clear channel assessment (CCA) mode, provided in the
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Figure 3.4: The underlying scenario.

standard ([12, p. 66]), will not help since CCA mechanism is an optional co-existence
feature targeting protocols and modulation standards different from WirelessHART.
Therefore, it cannot address the case of users of different neighboring WirelessHART
networks characterized by the same channel hopping sequence (which is the worst
possible scenario that also accounts for malicious behaviors such as deliberate jam-
ming) [3].

In our theoretical analysis, we use the bottom-up modeling approach, where we
characterize the propagation environment starting from the physical layer (PHY)
of the OSI model. We assume that all the transmitted signals X'(t) use the off-
set quadrature phase-shift keying direct-sequence spread spectrum (OQPSK-DSSS)
modulation with half-sine pulse shaping filter [99]. This assumption is required by
[EEE 802.15.4 2450 MHz DSSS physical layer, which is common to all the consid-
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ered industrial wireless communication standards. The index ¢ represents the source
index. 7 = 0 indicates the desired signal or the reference generating the signal of
interest (Sol), while ¢ = 1 refers to the interference signal. Then the next step of our
modeling framework is to derive an explicit equation that represents the transmitted

signal subject to the aforesaid channel imperfections and interference.

3.2 Explicit Analytic Model of SINR

We discuss in this subsection the system model aiming to derive the analytic expres-
sion of SINR as a function of the physical phenomena, model parameters and the
design constraints. This expression enables technological feasibility and robustness
analysis before committing to time-consuming expensive measurement campaigns.

It describes the wide-sense stationary stochastic process.

3.2.1 Sender Model

We instantiate our model with the OQPSK modulation applied at the chip level as
described in IEEE 802.15.4 standard, being aware that OQPSK with sinusoidal pulse
shaping is equivalent to MSK, [100]. We follow the notation of Proakis and Salehi
in [100]: the OQPSK modulation with half sine pulse shaping is a two dimensional

signal with unit basis functions expressed as

or(t) = \/Tzccos(wct) (3.1)
Pg(t) = \/%sin(wct), (3.2)

where w./27 is the carrier frequency. The modulation has as an input a chip se-
quence a; ¢, where m € (0,1,....31) is the chip index, and ¢ € (0,1,ns; — 1) is the
position of 16-ary symbol, where n,; is the number of 16-ary MSK symbols in the
relevant PPDU transporting the data message of the i'" source. Each symbol S,
is encoded via one of 16 pseudo random noise (PN) sequences which are defined by
IEEE 802.15.4 standard. Even-indexed chips are modulated onto the in-phase (I)

carrier, while odd-indexed chips are modulated onto quadrature (Q) carrier, NRZ
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encoded chips are given as follows:

Z;I,i,ﬁ,m = 2a;09m — 1 (3.3)

Z;Q,i,f,m = 2a;09m+1 — 1, (3.4)

where m € (0,1,...15). We assume that the receiver is fully synchronized to the
signal of interest (Sol), i.e., the Sol is received without any time offset and all
possible interferers have relative offsets as in [48].

The signal that encodes the data of £** symbol of PHY protocol data unit (PPDU)

can be written as

Xojg(t) = b[’o(t) cos(wpt)gb[(t) - bQ}g(t) sin(wpt) ¢Q(t), (35)

where b;;(t) is the baseband data signal (BDS) on the I-phase (when j = I) or
quadrature j = @ component of the signal, and w, is the angular frequency of
baseband pulses. If we denote by n;, the PPDU size in bits, by n, the respective size
in octets (bytes), so that

ny

EN 2 o — 3.6
N, n 1 (3.6)
we can express any realization of a chip level BDS as
15 4 t—2(m + 320) T,
bri(t) = Zm:O brigmhr, ( 5T, ) ) (3.7)
B t—2(m+32)+1)T.
bai(t) =), boitmbhr. ( 5 , (3.8)

where BI,z‘,l,m, BQ’“M € +1Vi,l,m , T, is the inverse of the chip rate (which is nomi-

nally 2.0 Mchip/s), and hr,(¢) is unite pulse described as follows,

—_

ifo<t<1,
hr(t) = ift=0 or t=1, (3.9)

1
2
0 otherwise,

The encoding of the octet 00111100, or 3C in the hexadecimal notation, is illustrated
in Figure [3.6] as an example of a chip level BDS obtained from and [3.9 The
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o

signal in solid black line represents symbol C, while the signal in dashed blue line
encodes symbol 3 (the least significant bits are encoded and transmitted first). The
Q-phase chips are delayed by T, with respect to I-phase chips.

An asynchronized interferer is characterized by a constant (at least for the du-

ration of PPDU) time offset 7;, and carrier phase offset ¢.;. Thus, Vi > 0

X(t,7i, b0;) = \/TZ [bra(t = 73) cos(w,(t — 7)) cos(uwet — ;)

—bg.i(t — ;) sin(w,(t — 7)) sin(w.t — ¢,) |-

(3.10)

3.2.2 Channel Model

We use the additive collision channel whose output is the input of the receiver. The
radio propagation environment that affects the transmitted signals can be described
analytically as follows. We assume that all the transmitted signals X;(t) are, as it
is indicated in chapter [2] affected by path loss, shadow fading, random delays, and
residual power fluctuations left by power control. It is worth noting that, although
power control is not provided in all the considered standards, this functionality is
here modeled for the sake of generality. The effect of multipath fading is supposed
to be compensated by the aforementioned power control when available, or it is
neglected [80]. This last assumption is also justified by the fact that in industrial
setting highly absorbing environments may eliminate multipath propagation [101].
The path loss, ¢, is modeled as in the standard [12, p.274] for 2.4 GHz:

40.2 + 201ogyo(d;) ifd <8,
o(di) = B1o(%) (3.11)
58.3 4 33logyo(4) otherwise,
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where d; is the distance between the transmitter (Tx) of the signal X;(¢) and the

reference receiver (Rx). The path loss coefficient used in our model is:

a;=10"1", (3.12)

The shadowing is expressed by its log-normal model [80], which has been inves-
tigated for indoor environments in [81) [82]. According to this model, the shadow
fading contribution to the received signal Y;(t) is expressed by the term g;(t), that
has a normal distribution with zero mean, variance UZ’N and squared exponential

correlation function
’U,L'T 2
Ca, (T):aéi(f%(éii). (3.13)

where §; denotes the typical decorrelation decay distance and v; indicates the field
device speed, if it is mobile [I02], or the speed of the moving reflectors in the
propagation environment. The residual power control error (PCE) is also defined
by a log-normal process, so that the related term e;(t) has a zero-mean normal

distribution with variance o2

2 and autocovariance
2
Y
ce(T) = 0fe ” (5) : (3.14)
where 7¢, is the decorrelation time within which the PCE is significant [103], and

o= (M0 e

Therefore, the signal received by the reference user is then

V() =3 alt) () + W), (3.16)

where i = 0, 1 refers to the desired and interference signals as mentioned previously,
W(t) is the additive white Gaussian noise (AWGN) that has a two-sided power
spectral density (PSD) %, and ¢;(t) is a positive real-valued factor that accounts
for the signal amplification /E,; by the sender, where E.; is the chip energy of the
device, path loss, shadow fading introduced by the channel, and possible residual
power fluctuations left by power control. It’s worth mentioning that ¢;(¢) is modeled

as correlated random process whose realizations are constant for a duration of a
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signal that transports one PPDU. If we denote by T the inverse of the symbol rate
(which is 62.5 ksymbol/s), then the duration of the signals of interest is nsTs. Since
for the IEEE 802.15.4 2450 MHz DSSS PHY the maximal size of the PPDU is 133

octets, this duration lasts at most 4.256 ms. ¢;(t) can be expressed as

x4 (t)

ci(t) =\ E.; e 2

- éiﬂg, (317)

where y;(t) = &(t)+ B;(t) is the contribution of correlated shadow fading and power
control error (PCE) which are constant during the transmission interval and ¢, is
the value of ¢;(t) at the time ¢.

In order to understand the components of ) (¢) let’s have one example assuming
that Y;(t) = ¢;i(t) Xi(t) and, for the sake of clarity and following the proposed scenario,
we assume the existence of one interferer. This interferer starts the transmission at
71 = —42.66T, seconds before the reference user and the interferer PPDU is two bytes
larger i.e ng1 = ng, 44 as it is illustrated in Figure 3.7

In the lower part of the figure, we see that at the PPDU (frame) level there is
a misalignment of one symbol and at the symbol level there is a misalignment of 5
chips whereas at the chip level there is a misalignment of 7, = %Tc. Thus, we can

write
T =Ti,f + T, + 71, (3.18)

where 7 ¢, 71,5, 71 are the misalignments at the frame, symbol, and chip level respec-
tively.

This shows that at the symbol level Sy, is affected by two symbols Sy ¢ and
S ¢ 11> while at the chip level, each chip l;j70’g,m is affected by two chips on I and Q
components. From the Figure we see that a chip of the Sol may be affected by
chips belonging to two symbols. For example, br 110 is received at the same time
1317172,15 and 51717370 and as I;Q7172,15 and BQ717370 as it is depicted in Figure .

Even assuming that the symbols in the interfering signal are equiprobable, we
still need to account for every pair of symbols, all admissible misalignment 7; 5 at the
symbol level while taking the chip level time offset 7; as a parameter. Specifically,
under the equiprobable assumption, if the interferer is active for the whole frame

PPDU duration we consider:
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Figure 3.7: Example of the components of )(¢) and the time offset between them.
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e 71 €(0,2T,) is a chip level time offset.

e 715 = 2Tc.n, is a symbol time offset so that n, € (0,1,.....15) indicates mis-

alignment in chips thus

= 7_1,5 + 791, (319)

Notably 71 € (0,32T%) = (0,T}).

We also need to underline that 7, = 7* is a threshold for which there is a per-
fect alignment of the In-phase component of the interfering signal with its Q-phase
component of the Sol so that for n, =0 we have
if 7 < 7*, the interfering chips have the same indices on both I and Q components,
if 74 > 7* these indices will be misaligned by 1 (See Figure (3) in [48]). This concept
will be explained with more details in the following subsection.

Therefore, in order to obtain a stochastic characterization of a single interferer
there are (16 - 2) cases to consider for each couple of 16-ary symbols. It is worth
noting that there is an important property in IEEE 802.15.4 standard 2.45 GHz
band, PN sequences that

15 4

> o liiem =0V, 0 (3.20)
15 .

Zg_o bj7i7£7m - 0 vj? i? m7 (321)

where ¢ indicates distinct 16-ary symbols, i.e the sum of NRZ encoded chips with
the same position (m is fixed) over all 16 PN sequences is always zero. The second
fact ensures that the expected value of the contribution of the interferer is always
null when the symbols are equiprobable. We provide the stochastic analysis of the
cross-product of I and Q components with time offset of IEEE 802.15.4 2.45 GHz
band PN sequences in the next subsection (particularly in paragraph .

3.2.3 Receiver Model

We assume that the receiver has a good phase estimate of the carrier, so that a
coherent demodulator can decompose the received signal into its I and Q components
(see e.g. [104] for a detailed discussion of the OQPSK-DSSS demodulation, and [105]

as an example of the architecture of a dual mode IEEE 802.15.4 receiver that includes
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a QPSK demodulator chain). This is equivalent to using an optimal soft decision
decoding as in [100, p. 424-448] (section 7.4). The optimal receiver is realized by
the use of couple of filters (or cross correlations) matched to the OQPSK waveforms
used to transmit each pair of chips in the codeword, followed by the decoder that
forms the 16 decision variables corresponding to 16 codewords as in Figure (3.8 which
illustrates the structure of the matched filter receiver with 16 correlators. The basis
functions are ¢7(Ts — t),= cos(wyt) 1(t) and ¢5(Ts — t) = sin(wpt) ¢q(t) where the

output signal can be written as in [100]

= A
. Y7
91(Ts —1) Y. S,
—
Y.5
v Correlator ! .
Received : Select the S
signal | | Y.5, largest T
Y. Sy
Yo
¢y (T, — 1) . -
\/ SraSgn 811 8gpa 8115 Sgas

Figure 3.8: The structure of the matched filter receiver with 16 correlators.
S = argmaz Y. Sy, (3.22)
1<m<M=16

where

Sm(t) :Xﬁ,m(t) - bI,E,m<t) qb;(Ts - t) - bQ,Z,m(t) ¢Z)(Ts - t))

(3.23)
= by () cos (w11 (1) — b () sin(w,t) do(1),

where Ay, represents the transmitted symbol S,, which has the index ¢ in the
PPDU. It is worth saying that we assume the signals are equiprobable and have
equal energy.

From [3.16] by the linearity of integration, we have

1
Y, = Zi:O Y + W, (3.24)

where Y;(t), Y;i(t), and W;(t) are the in-phase or quadrature components of Y(t),
Yi(t), and W(t) , respectively. Without loss of generality, as we said above, we

assume a synchronized received signal of the useful reference 7y = 0. Following the
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approach similar to the one in [106], the outputs of the coherent correlation receiver

matched filter to a realization of BDS b;(¢) and sampled at T are

T. 15
° - t—2(m + 32]) 7T,
Yie= i V() gi(t) ﬂ;)bl,i,l,m hr, ( o, > cos(wyt)dt,  (3.25)
T, 15
’ - t—2m+320+1)T,\ .
Yo = / Y(t)do(t) D bgism hr, ( 2( o )+ 1) ) sin(w,t)dt,
0 m=0 c

(3.26)

Now after having the output lets derive SINR expression.

3.2.3.1 SINR derivation

We define the signal-to-interference-plus-noise ratio as the ratio between the ex-

pected value to the standard deviation of the received signal

_El)
v = R (3.27)

where Y = /Y7, + YQ2 ;- Therefore, we need to derive the explicit expressions of its
components. Thus, (3.25) can be written as

Yio = /0 " (co(t) Xo(t) + 1 (t) xl(t)+W(t))\/Tzc cos(w,t) -

15
" t — 2 320) T,
> bt (=20 costuy oy, B2
—~ 2T,
=Yr00+ Y10+ Wiy,
where we have
D) 15 T,
Yioe= T Z Coyt Xo(t) cos(wet) cos(wpt)-
¢ m=0 0 (3.29)
- t —2(m + 32)) 7T,
by osm b dt,
1,0,0,m N, ( ST, )
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Yiie=1\/= Z Cry Xl ) cos(w,t) cos(wpt) -

t —2(m + 320)T. n
2T,

Ts
Wi = N/ / W(t) cos(w,t) cos(wpyt) -

t—2(m + 320)T.
bI,O,l,m hT ( ( 5T ) )dt7

In the same manner equation (3.26|) can be expressed as

bI,o,l,m hr., (

Yor=Y_ /0 " (co(t) Xo(t) + c1(t) X1 (t) + W(t))\/% sin(wt) -

5 — (2 2 1)T,
bQiim I, (t 2(m ;TZ% V+1) c) sin(wyt)dt,

=Yg00+ Yo+ Wou,

Yoor=1/= Zc()t/ Xo(t) sin(w,t) sin(wpt) -

- t—(2(m+ 320)+1)T,
bQ,O,l,m.hTC< 2( 5T ) ) )dt,

Yoie=1/= cht/ X () sin(wt) sin(wpt) -

- t—2(m+ 320))+1)T.
bQ.0.1,m hTC< 2( 5T ) )dt,

D) 15 T . ‘
Woe= ‘/in;)/o W(t) sin(w,t) sin(w,t) -

“ t—(2(m + 320)+1)T.
bQ.0,1m hn( 2( 5T ) >dt,

where we have

(3.30)

(3.31)

(3.32)

(3.33)

(3.34)

(3.35)

Since W (t) is the AWGN with two sided power spectral density (PSD) 42, we have
E[W(t)] = 0= EWrem] = E[Wgem] = 0. After some algebra shown in appendix [A]
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we get

o’ (Wi = WI e] E? (Wi = [WI Y m}

_2 / / (t2)] cos(wet) cos(uwyty) -

Z bI,O,l,m COS(thQ) COS(U)pt2> dtldtQ
m=0

o NOTS
ATe’

In the same manner we compute the variance of the quadrature phase and we get
o*[Wo,l = EIW,) — B (W] = E[W3,,,]
Ty T,
= —/ / (t2)] sin(wety) sin(wyty) -

Z 0% 0.1.m Si(weta) sin(wyts) dtydts
m=0

N,
T AT

Therefore, the variance of the noise can be expressed as

o’ [Wy(t)] = o? (Wi + 0 [Wo,]
L NT NT, N,
T ATe ' 4Tc © 2Tc

=~ 16N0 y

Now let’s compute the received Sol components starting from the in-phase com-
ponent in (3.29) since the received signal is assumed to be synchronized with the

transmitted one so we obtain

15 2(m+320+1)T.
Yioe= VT —COt / Xo(t) cos(wet) cos(wyt) -
2 (m+321) T, (3.36)

t— 2(m + 320) 7T,
bI,o,z,m hr, ( ( 5T ) ) dt,
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We notice that within the interval [2 (m + 320)T,, 2(m + 1 + 32[) T.] we have that

/2 —2(m + 320) T
Xo (1) [Z broimhr, ( ( o7 ) > cos(wet) cos(wpyt)

— sin(w.t) sin(wyt) (ZbQOlthc (t — (2(m + 32)+ 1) Tc) (3.37)

2T,
= t— (2(m + 320) = 1) T.
+ > bgotm-1 hr, 7

m=0

Y

After substituting the right-hand-side of the Xy(¢) in Y7 o¢m, by linearity of integra-

tion and taking into account the definition of h(t) we obtain

15 2(m+320+1)T.
Y, —EAE A b2 2(wet) cos®(wyt)dt
Lot = Co,t 1,0,l,m €OS (wet) cos® (wpt)
c m—0 2 (m+320)Te

(2(m+32l) +1)Te R R
— / b1,0.1,mb0,0.1,m—1sin(w.t) cos(wt) sin(wyt) cos(wpyt)dt
2 (m+321) Te (3.38)

(m+32041)Te X
- / b1.0.1.mbQ.0.0m sin(wt) cos(w.t) sin(w,t) cos(w,t)dt,
(2 (m + 321) +1)T.

- ]_6 é(),t 5

The proof of the equations of this chapter can be found in appendix [A] Clearly,
this implies that E[Y; ] = 1694 and o?[Y70,] = 0. It is worth mentioning that for
m = 0& /¢ # 0 we have I;jy@g’mfl = Bj7i7€71715, and for m = 0& ¢ = 0 we state that
bj10,—1 =0

The quadrature part of the received Sol can be derived in the same way so we

can get

15 (m+ 321 +1)Te+T. .
Y000 = 4 / COt / Xo(t) sin(wt) sin(wyt) bg.0.0m-
(2 (m+320) +1)T, (3.39)

t— (2 2l) + 1T,
,m( 2 90 TUL),
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Xo,¢(t) can be expressed in the interval [(2 (m + 320) +1) T¢, 2(m +1 +320) T, +T,] as

Xoe(t) \/

— 2 320) T,
— cos(w,t) cos(wpt) <Z br.o1.m hr. ( (m + ) )

Z b0.0,1,mM1. <t - 2(m ;_TBQZ) +1) Tc) sin(w,t) sin(wpt)

2T,
15
- t—2(m+ 320+1)T,
+ > bgotmst b, ( ( T ) ) > dt,
m=0 ¢
(3.40)
Thus, we can write
9 15 2(m+320+1)Te+T, )
YQ.00 = 77Coyt / b 01.m SINZ(wet) sin®(w,t)dt
¢ T n;) emisaynT. OO g

2(m+3204+1)Te R
— / 00.0.1,mbr1,0.1,m sin(w.t) cos(wt) sin(wpyt) cos(w,t)dt
(2 (m +320)+1) T

2 (m+ 320 +1)TeAT. .
- / b0.0,1.mb1.0.1.m+1 sin(w.t) cos(w,t) sin(wyt) cos(wyt)dt, | =
2 (m+ 320 +1)T.

- 16 éO,t ;
(3.41)

Thus, the received Sol can be written as

Y \/}/}206—1_ QOZ 16 \/ECOt (342)

Now let’s compute the interferer’s components starting from equation (3.30) to get

the I-phase component and substituting the asynchronized interferer signal (3.10))
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in it and assuming that i = 1 to refer to the interferer, we obtain:

2 [2. [©
Viafnn = [yt [ [bralt = 7) costuy(t — m)) costunt = 6.,
c c 0

—boa(t — 1) sin(wy,(t — 1)) sin(w.t — ¢Cl)} cos(w.t) cos(wy(t)) -

" -2 20) T,
Z broimhr, (t (m + 320) c) dt =
m=0

2T,

2

Ts
= —C1y / [bm(t — 71) cos(wet) cos(wet — @, ) cos(w,(t))-
0

T, (3.43)

COS(wp(t - 7’1)) Z [;I,O,l,m th T

m=0

= (t — 2(m + 321) Tc)

— [bQ,l(t — 71) cos(wet) sin(wet — @, ) cos(w,(t)) sin(w,(t — 1)) .

ii’ " (t—2(m—|—321)Tc)
1,00,m T,
P 2T,

It is worth mentioning that the carrier phase offset is hard to control because of os-

dt,

cillators drifts and other phase changes during transmission, [79]. Thus, we consider
¢¢, 1.1.d. uniform which could be any value from the range [0, 27| for each packet un-
less stated otherwise. On the other hand, we consider the time offset 7, is constant
for all the packets because experimental work shows that this timing can be precisely
controlled. For instance, Elsas et all in [I07] use a setup which offers precise control
over the timing offset between the Sol and the interferer signal. Glossy [10§], which
is about a novel flooding architecture for wireless sensor networks, achieves a timing
precision of 500 ns over 8 hops with 96 probability, and Wang et al. [109] proposed
practical techniques to effectively compensate propagation and radio processing de-
lays.

The value of the integration in equation varies according to the value of
the time offset 71 as in . We will consider different values of n.; € {0,1,2...15}
and 7 € {0,...2Tc}. Figure shows the cases we consider for the value of 7; where

71 = 2T n. + 71 as mentioned previously.

80



Figure 3.9: Considered cases of the value of 7.

3.2.3.1.1 Casel 0< 7 <T. We will start with the first case having n,, =0
as it is illustrated in Figure [3.10. For the sake of simplicity of the computation,
we call the first part of equation (3.43), A;, and the second part By so Y7 14/n., =

T% ¢1:(A1 — By). Let’s first compute A;.

A = /O S [b,,l(t — 71) cos(wet) cos(wet — ) cos(wy(t)) cos(wp(t — 71))-

(3.44)
=N t—2(m+ 320 T,
C
Z br,0,1,m hr, dt,
2T,
m=0
After standard mathematical manipulations we can write
0 2T, 4T, 61 8T, 10T, t
m =10 m=1 m=2 m=3 m =4 m=>5
bro(t)
bri(t) <>
0<n <Tp

Figure 3.10: An illustration of the reception of the I-phase component of both the

Sol and the interferer when n,, =0, 0 <7 < Te.
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Ts
i [t Yot om0
0

15
3 ( cos(¢p) + cos(2w,t + ¢p)) ,,;) br,o,m hr. ( 5T, ) dt,
(3.45)

where ¢, = w, 11 is the pulse phase offset caused by 7. We apply perfect low-pass
filtering to filter out high-frequency components 2w.t as in [48] and assuming that
carrier phase, time delay and the data symbols are independent as in [106] so we

can write

Ay = lCOS(@%)/O s [ (cos(p) + cos(2wyt + @) bri(t — 71)-

4
15
1,0,l,m 1T, 2TC

(3.46)

dt,

m=0

If we consider the function f(¢t, )= [(cos(%) + cos(2wpt + ¢p)) bra(t—71) b0 brosm

hr, (%) , and divide the range of the integration, because of linearity,

to several ranges whose summation equals to one symbol so we obtain

# 27, 2Tc+71
A = }lcos(d)q)[/() f(t,ﬁ)dt+/ f(t,ﬁ)dﬂr/2 F(t, m)dt+

(3.47)
AT, AT +7, 32T
/ f(t,m)dt +/ flt,m)dt+ ... / f(t,mdt |,
o o7, 30T+
In order to analyze the product 32 bro1m hr. <%> bt
hr, (t—Tl—Qggj 321)TC> we need to consider the characteristics of the PN sequences

defined by IEEE 802.15.4 standard 2.45 GHz band, which can be summarized by
the Hamming distances between them. The next subsection will explain these char-

acteristics.

3.2.3.1.2 Stochastic Analysis of the cross-product of I and Q components
with time offset of IEEE 802.15.4 2.45 GHz band PN sequences . While
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Table 3.1: Chip sequences used in the 2.4 GHz PHY of IEEE 802.15.4 [12].

‘Symbol‘ Bits‘ PN sequences ‘
0 00001 1011001110000110101001000101110
1 000141 1101101110111000011010100100010
2 000)0 0101110110110011100001101010010
3 001140 01 0001011101101100111000011010°1
4 0100101 010010001011101101100111000071°1
5 0010 01 10101001000101110110110011100
6 0110)1100001101010010001011101101100°1
7 01111 0011100001101010010001011101101
8 10001 0001100100101 10000001110111101°1
9 1001{10111000110010010110000001110111
10 J1010/01111011100011001001011000000111
1 j1011j0111011110111000110010010110000°0
12 j1100/00000111011110111000110010010110
3 Jj1101j/0 11 0000001110111101110001100100°1
4 j1110/1 0010110000001 110111101110001100
5 11111 100100101 100000011101111011100°0

Wilhelm et all in [48] did not consider the behavior of the code, we take into account
the properties of the chipping (PN) sequences defined in IEEE 802.15.4 standard
2.45 GHz band [12]. This means that 4 bit groups are first spread to 32 chips
sequences before they are transmitted in b;0¢,, and b;1,,. The PN sequences are
given in Table 3.1] Then, the even-indexed chips (i.e. cg,co, etc.) are modulated
onto the I-phase (I) carrier and the odd-indexed chips (i.e. ¢1,c3, etc.) are modulated
onto the quadrature-phase (Q) carrier. In general, the misalignment with respect to
the Sol could be positive or negative so n,; € {—15,—-14,....,0,1,2,....15}. Clearly,
when it is positive so it indicates a delay while it indicates an anticipation when it
is negative. When n,; # 0 a 16 array symbol is always affected by two interfering
symbols, the first one is affecting the first ||n. || by its last chips, while the second
is affecting the remaining 16 —n,; by its first chips. For example, if we assume that
nr1 = —1 so the interferer is one chip ahead as it is illustrated in Figure while
when n,; =1 the scenario is symmetric to the previous one as it is shown in Figure
. Let’s consider that the symbol of the Sol is Spo and n, = 1, the value of

Hamming distance between the first n,, = 1 chip and the last chip of the previous
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Sol 1 (2|3 |4 |5 |6 7|89 |10|11 12|13 14|15 16 :----

Interferer
1 (2|3 |4 |56 |6 |7 8|9 |10(11(12 |13 |14 |15|16| 1 | 2 | 3

T T
Previous Next

Figure 3.11: An illustration of the time offset between the Sol and the interferer

when n,; = —1.

Sol 1 2 (3 (4|5 |6 | 7|89 1011121314 |15 |16
Interferer

----- 13 (14 (15 |16 | 1 2 3 4 5 6 7 8 9 |10 |11 (12|13 |14 |15 | 16

T T
Previous Next

Figure 3.12: An illustration of the time offset between the Sol and the interferer

when n,; =1 .
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Table 3.2: Hamming distances when n.; =0, 1.

ny1| HD Hamming distances

0O |[HDy| O 6 8 12 12 12 8 6 0 6 8 12 12 12 8 6
HD,j]O 00O 1 0 1 110011 0 1 11
HD;y|10 8 8 5 6 7 791088 5 6 7 79

interfering symbol, which could be any admissible sequence value j € (0, 15), equals

to
Hme,(nﬁ) = |dy (SD,Sprev(j,nﬁ)) for (j=0,...,15)| = HD», (3.48)

where dg (., .) is the Hamming distance between two sequences indicated between
brackets. Similarly, the Hamming distance between the last 16 — n,, of the Sol and

the first 16 — ||nr, || chips of the next interfering symbol is

HDnyewr(n,) = [dH (So, Sweat(i, s, )) for (i = o,...,15)] —HD,,  (3.49)
It is worth noting that we might obtain the same scenario when n,; = —15 and
likewise the scenario when n,; = —1 is similar to the one when n,; = 15. In this

case, when n,, = 1, the Hamming distance forms a 16 by 16 matrix HD,, (i,j) whose
elements are the summation of HD;, H D, for all the admissible value of (i, j). When
ny = 0, i.e when there is no misalignment between the symbols, the Hamming
distance is indicated with HDy. The values of these Hamming distances can be
summarized in the Table Therefore, all possible considered Hamming distances

have values within the range [0, 16] and are obtained as

16 16

(HDu(i,§)Iney) = > Y " [(HD:y(i)|nra) + (HDa(j)Inn)] (3.50)

i=1 j=1

where HD,(i,j)|n-1 is the matrix HD, knowing that the misalignment is n,. An
example for this matrix is the following matrix where n, = 1.

HD,(i,j)|1 =
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10 10 10 11 10 11 11 11 10 10 10 11 10 11 11 11 |
8 8 8 9 8 9 9 9 8 8 8 9 8 9 9 9
§ 8 8 9 8 9 9 9 8 8 8 9 8 9 9 9
5 5 5 6 5 6 6 6 5 5 5 6 5 6 6 6
6 6 6 7 6 v 7 7 6 6 6 7T 6 T T 7
T 7 v 8 7T 8 8 8 7 7 7T 8 7T 8 8 8
T 7 7 8§ 7 8§ &8 & 7 7T 7T 8 7T 8 8 8
19 9 9 10 9 10 1010 9 9 9 10 9 10 10 10
|10 10 10 11 10 11 11 11 10 10 10 11 10 11 11 11
8 8 8 9 8 9 9 9 8 8 8 9 8 9 9 9
§ 8 8 9 8 9 9 9 8 8 8 9 8 9 9 9
5 5 5 6 5 6 6 6 5 5 5 6 5 6 6 6
6 6 6 7 6 v 7 7 6 6 6 7T 6 T T 7
T 7 v 8 7 8 8 &8 7 7 7T 8 7T 8 8 8
T 7 7 8§ v 8§ 8 & 7 7T 7T 8 7T 8 8 8
9 9 9 10 9 10 10 10 9 9 9 10 9 10 10 10 |
The probability of this matrix is P(HDy,,) = 2;)—6 under the assumption that

interfering symbols are equiprobable. Considering the multiplicities of the values
HDs(j)|ns, HD:(i)|n,,, we obtain for n, = 1: Let v,, be a value of HD,(i,j)|n
for any admissible i,j and m,,,, be its multiplicity. Similarly, let vy, prev, Vnr Neats
Mupry Prevs Mnr Next ar€ the values and multiplicities of Hyreo(j)/nr,, HNeat (1) /17, Te-

spectively so we have

Vnn,PreU = {07 1} VnTl,Ne;L’t = {5a 67 77 87 9a 10}
Mur Prev = {87 8} M, Prev = {Qa 27 47 47 2a 2}

Vnn = {5,6,7,8,9,10,11}
mn, = {16,32,48,64,48,32,16}
The proof is reported in appendix [A]
We define a random variable called kj, j, n, , Which is a random variable that
depends on the symbols transmitted by the interferer at a given instant, where jy
is the (I) or (Q) component of the Sol and j; is the (I) or (Q) component of the
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interferer. This random variable is characterized by the following parameters

P(HD,,,) =

256
Vnr, = {5,6,7,8,9,10,11} (3.51)
Mgy = {16, 32,48, 64,48, 32, 16},

Since the product of the chips of the Sol and interfering chips b;0,.m-bj1.1m € {£1}

where
Aj70,l’m : Aj,l,l,m =+1 for (16 — v,,,,) cases, (3.52)
ZA)j,O,l,m . Aj717l,m =—1 for 16(v,,,, ) cases,
the value of the random variable kj, j, »,, can be defined as
kj07j17n71 = (16 - ]/7’7/7'1) - V’flTl (3.53)
=16 — 2vy,,,
Therefore, the expected values and the variances can be found accordingly
1 . :
Elkiysinn) = Y 555 (16 = 20 (0)) # 10, (), (3.54)

for our example E[k; 1] = Elkr,10] = 0 and we proof in appendix @ that Elkj, j n, =

0V jo,Jj1,nr. The variance can be written as
2 2 2
9 [ij:jl,n‘rl] = E[kjo,jl,n-,—l] - E I:ijajlynTl}

1 3.99

= 3 55518~ 2 (O a0 (359)
For our example o?[ky ;o] = 60, 02[kr,11] = 10.

Coming back to equation (3.47)), foﬁ f(t,71)dt = 0 since in the range of inte-

gral br1(t) = 0 so based on the stochastic analysis and noting that the unit pulses

t—2(m+320) T,
h, ( 2T, ) )
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hr, (t_n _2(m+32l)T°) are constant 1 in the integration intervals we can write

2T,
1 15 (m+1)2T.
A= geos(00) Y [kuna [ cos(s,) + cos(2ut — )dr+
4 — 2mTot71

2mT.+71
kroa / cos(p,) + cos(2wyt — ¢,)dt |,
2

mTe

= 1cos(gzﬁcl) [cos(gbp) (l{:[,LO(QTc —T1) + k1,1,1(ﬁ)> +M < —krro+ kl,l,l)]

4 Wp
(3.56)
The proof is available in the appendix [A]
The second part of (3.43)) is Bl
Ts
B, = / bo1(t — 1) cos(wet) sin(wet — @, ) cos(w,(t)) sin(w,(t — 1)) -
0
& t—2(m + 3207, (3.57)
~ — m —|- c
Z brogm hr, ( ST, ) dt
m=0
0 2T, 4T, 6T, 8T, 10T, t
m =10 m=1 m=2 m =3 m =4 m=>5

bro(t)

boi(t) €—>
71+ T

Figure 3.13: An illustration of the reception of the I-phase component of Sol and

Quadrature component of the interferer when n,, = 0,0 < 7, < Te.
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Following the same approach of deriving the value of A; we can write B; as

1 15 (m+1)2T
By = =sin(¢,,) Z kr.oo / sin(wpt — ¢p,) cos(wpt)dt+
2 — (2m41)Tot1

mT.

(2m4+1)Te+71
+kroa / sin(wyt — ¢p,) cos(wyt)dt |,
2
(3.58)

= lsin(qﬁcl) [ — sin(¢y) (kI,Q,O(Tc — 1)+ kioi(Te+ ﬁ)) +

4
+ M ( —krgo+ k},Q,l)] ;

Wp

After substituting the A1 and B1 equation (3.43]) we can write

Yi10/(0,0 < 7 < Tp) = <1

S | cos(@0,) ((cos(6,) (krro (2T, = 71) + krpa(f)) +

sin(¢y)

Wp

(—ﬂﬂ%ﬂh@dﬂ—ﬁ)+h@ﬂﬂ+ﬁﬂ+

N cos(¢p)

Wp

(—krro+krii) ) — sin(@, )-

(k1o + ko) >
(3.59)

Consequently, we generalize the last equation for all m values so we get

}/},I,Z/(n'rl; 0< < Tc) = 2; COS(¢01) < COS(¢p) <kl,l,n,—1 (2Tc - 7_1>+
. sin
+ k[,],nTl—l-l(Tl)) # <_kI,I,n.,1 + k[,[,nTl—i-l) >—
p

— Sin<¢c1)< - Sin(%) <k17Q7"T1 (Te = 7) + ) +
cosldy) (

+ kLQ,an (Tc + 721) +
Wp

—kI,Q,nrl + kLQ,“qH) )] .
(3.60)

The quadrature component of the interferer’s received signal (3.34]) after substituting
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the asynchronized interferer signal (3.10]) can be written as

Ts
Youe/(nn, 0 <7 <T.) = =\ \/ clt/ b“t—ﬁ ) cos(wy,(t — 1)) -

cos(wet — ¢e,) — b (t — 1) Slﬂ(wp(t—ﬁ))

sin(w.t — (bcl)} sin(w.t) sin(w, (¢ Z b0.0.1.m -

t—(2(m+ 320)+1)T.
h =
T. < 5T, dt
2 T
= Tél’t/ [bl,l(t — 71) sin(w.t) cos(wct — P, ) sin(w,(t)) - (3.61)
c 0
15
~ t— (2(m+ 320)+1)T,
cos(wp(t—ﬁ))ZbQ,o’l’m th< (2 T )+1) ) _
m=0 ¢

[bQ,l(t —71) sin(w.t) sin(wct — ¢, ) sin(w,(t)) -

15
sin(w,(t — 1)) Z bQ.0..m hr. ( = 2T, ) ) > .
m=0 ‘

Here we call the first part of the (3.61) as C; and the second as D;. Figure

represents C

Cy = / s [bm(t — 71) sin(wet) cos(wet — ¢e, ) sin(wy(t)) cos(wy(t = 1))
0 (3.62)

dt,

(2(m + 321) + 1)TC)

15 t .
> bgotm b, (
— 2T,

and could be computed in the same way Al and Bl was computed so we get
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bri(t) <>

0<n < T,

Figure 3.14: An illustration of the reception of the quadrature component of Sol

and in-phase component of the interferer when n, =0,0 <7 < T..

15

Cl = _71 Sin(gbm) Z

m=0

(m+1)2Te471
ko0 / sin(wyt) cos(wyt — ¢, )dt+
2m+1)T,

)

(2m+3)T.
+ ko1 / sin(wyt) cos(wyt — ¢, )dt
(m+1)2T+71

(3.63)
= _—1 sin(qbcl) [sin(ng) <]€Q7[7_1(Tc — 7A'1) + kQ,LO(Tc + 721)> +

4
cos(¢p)
+ w (kQ717_1 szl’(])] ?

p

The second part of (3.61]) is Dy which is illustrated in Figure [3.15]
Ts
D, = / bo.1(t — 1) sin(w.t) sin(wet — ¢, ) sin(w,(t)) sin(w,(t — 7)) -
0

. (3.64)
: t— (20m +320)+ )T,

Z bq.0,,m Ir,

m=0

dt,

27,

After some Algebra shown in appendix [A] we get
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bQ,U [:t) €

c

boi(t) «———»
7+ T,

Figure 3.15: An illustration of the reception of the Quadrature component of both
Sol and the interferer when n,, = 0,0 <7 < T..

. 15 (2m+3)T.
Dy = = cos(¢,,) Z k.00 / sin(wpt) sin(2w,t — ¢,)dt+
2 s (2m+1)T.+71

(2m+1)Tet71
ko.oq / sin(wyt) sin(2w,t — ¢, )dt |,
(2m+1)T.

(3.65)
= %cos(gzﬁcl) [COS(QZ%) (kQ’Q70(2TC — 7A'1) + kQ,Q’l(%1)> +

sin(¢p)

Wp

+ ( — kQ,Qyo + kQ,QJ)] .

Therefore (3.61]) can then be written

You.0/(0,0 < 7 < T,) = g;f

— sin(¢,, ) (sin((bp) (kQ,L—l(Tc —71)+

A oS
+koro(Te + T1)> + M <kQ,I,71 + kQ,I,o)) —

Wp

— cos(¢e, ) (COS(%) <’€Q,Q,0(2Tc —T)+

+ kQ,Q,l(ﬁ)) + sirii—gzﬁp) ( — kqqo + kQ,Q,l))] -

p

(3.66)
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By generalizing the previous procedure to cover all the values of n,, we obtain

~

~ (& . . ~
Yoie/(ns,0 <7 <T,)= 2; [— sin(¢, ) (sm(%) (kQ,I,nTI_l(Tc —T1)+

N COS
+ k.1, (T + 71)> + M (kQ Lns, 1 1 kg, Lnﬁ)) _

Wp

— cos(e,) (cos(@,) <kQ7Q,nT1 (2T, — 1)+

. sin(¢,)
+ kQ7Q7n71+1 (7—1)> + # < - kQ7Q7n71 + kQ7Q7n"'1+1>>] |

Wp

(3.67)

We can prove that E[Y;/n,] = 0 (see appendix |A]). Therefore, the variance of the

received interferer’s signal in this case would be:

o*(Vi/(nr,0 <7 <To) = E[YY/nn] = E*[Yi/n] = E[Y{/n,] =

= EY21,+ Y31, = E[Y2 ] + B[V ] (3.68)

A2

Clp .
:_7E[Z(¢ y 77-1)]7
AT7?2 e
where Z (e, 1,0 < 71 < T.) = (43 = 2418y + B} + C? — 2C1Dy + D}), which is a
function related to the phase offset and the time offset and because of linearity its

expected value can be obtain as

E[Z(peyns, 0<F <T.)|=E[A2|+E[-2A, B,]+ E[B?|+ E[C}]+ E[-20, D]+ E[D7],
(3.69)

We can prove, as in appendix [A| that E[cos?(¢.,)] = Elsin?(¢e,)] = 3,

the carrier phase ¢., is uniformly distributed over its respective range [0,27], as

assuming that

we said previously, and the time offset is a constant during the period of PPDU
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transmission. Thus, we can write

E[Z(¢Clan7170 <7 < TC)] -

11
3 ((cosz(@,) <(2Tc —7)° E[k%,l,nfl] +(71)*

K . sin?
E[k?,l7nrl+l] —+ 2 1 (QTC — 7’1) E[k?[JmTl kLI,n-rl-H])) -+ ( w<2¢p> <E[kf%,l,n7—1]+

p
Wp

sin(2 R
E[k?,lynrﬁrl] — 2E[k],l,n7—1k17],”71+1]>> -+ < ( ¢p) ((_QTC + Tl) .

E[k?,l,nq] + %1E[k%,l,nr1+l] +2(Te - %1)E[k‘7’1’"fl kl’f’"”*l]))) +

+

1 = i i
E Sln(2¢c1) <7 Sln(2¢p) <<2Tc - Tl)<Tc - TI)E[kIJ,nrl kLQ,nn]—i_

(2Tc - ,f_l)(Tc + 7A_1> E[kf,f,nrl kI,Q,nT1+1] + 7A_1 (TC o 721)E[k[7[7n71+1k1762,n71]+
cos?(,)

Wp

T1 (Tc + 7A'1)E[k’[7]7n71+1 k17Q7n71+1]> + ((_QTC + ,f-l)

E[kl,l,nfl kI,Q,?’LTl] + <2TC - %I)Elikl,],nfl kI’anTl+1:| - 721E[k1’[’n7.1+1 kI’Q’nTl]+
sin?(¢,,)

Wp

+ 7A'1E[]€[,[,n71+1 ]{Z[’Q7n71+1]> - <(_Tc + 7:1>E[k1,1,n71 kI,Q,nrl]_

- (Tc + %I)E[kl,l,nq kl,Q,an] + (TC - 7A_1)E[k1717"71+1k17Q7”71]+

sin(2¢,)
2w?

(Tc + 7:1>E [k1717n7'1 +1 kI,Q,TlT1 +1]> + (EIikI’LTLTl kl’Q’nTl ] -

— E[kI,I,’I’Lq—l kl;Q’nT1+l] — E[k[7[7n71+1k17Q’n71] + E[kl,I,TL71+1 kI,Qy”'q-!—l]) > +

11 ) N -
3 ((SW(%) (.= 72 B ) + (T + 2P ElK g+

2
p

A A cos?
+ 2 (Tc - Tl) (Tc + Tl) E[kI,Q,nfl kI,Q,nT1+1]>> + ( w(¢P> <E[k'?,Q7n‘r1]+

—sin(2¢ R
E[k%QﬂrlJrl] - QE[IC],QJ-LH kI,Q,nTl+1]>> + (— ( p) ((—Tc + 7'1) .

Wp

E[k%Q,nfl] + (Tc + 7:1>E[k%Q,n71+1] - 27/:1E[k[7Q7n71 kI’Q’nTl+1]>> ) T
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1

e
16 2

<(sin2(¢>p) ((TC —7)? E[k%,l’mrl} + (T.+ %1)2E[ké,1,nfl]+

. . cos?
+ 2 (Tc - 7—1) (Tc + Tl) E[kQ,I,nfl_le,I,nn])> + ( w(2¢p) <E|:k%717n71_1]+
p
sin(2 )
+ E[ké,l,nfl] — 2E[kQ’]7n711]{3Q’]7n71]>> —+ <¥ ((TC _ 7—1) .
p

+

Ewkaqu_J-—<7@%—%ﬁlﬂngmﬂ]—%2«%)fﬁkQJmﬂ_leJmn1)))

1 . 1. . .
+ | — sin(2¢,) (— sin(2¢,) ((TC — 1) (2T, — TI)E[k’Q,I,nTrlkQ,Q,nq]"‘

16 2

(Te = 71)(11) ElkQ 1., 1kQ.Qmnr, 1] + (Te + 71) (2T — 71) E[kQ.1.n,, kQ.Qnr, ]+
sin2(q§p)

Wp

71(Te + 71) ElkqQ,1.n,, kQ,Q,nTﬁl]) + ((—Tc + 7)) ElkQ.r.n., 1kQ.Qunr, |+

+ (T — 1) ElkQ.1.nr, -1 5Q.@mr 1] — (Te + T1) EkQ 1.0, kQ.Qm., |+
cosz(gbp)

Wp

(T +71) Elkq,rn., kQ,Q,nnH]) T <(2TC — 1) Eko 1, koo,

+ (") EkQ 10, 1kQQn. 1) — 2T — 1) EkQ 10, kQ.Qinr, |—

X sin(2¢,)
(Tl)E[kQ7[7nT1 kQ7Q7nT1+1}) + — ( - E[k:QJanﬂ*leannT1]+

2
2wp

+

+ EkQ.1n,, 15Q.Qunr 1] T ElkQ.rn., kQomn., | — ElkQ.1n., kQ,Q,nﬂﬂ]))

11 A 7
16 2 ((Cos2(¢p) (T = #1)? Bl .0, + (1) Elk g, )+

sin® (0p)

2
U)p

*ﬂﬁﬂ—ﬁﬂmEWmmﬁwwwD)+< (Bl g, 1+

sin(2¢ )
E[kg?,erlﬂ] - QE[kaQJLTl ka7Q,n71+1]>> + (M <(_2Tc + Tl) :

Wp

E[ké,Q,nrl] + (%1)E[ké7Q’nT1+1] + Q(Tc - %I)E[k(%Q,nTl kQ,Q,nT1+1]>>>] ’
(3.70)
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Let’s now discover how I and Q components of the received interfering signal change

if the T. < 71 < 2T..

3.2.3.1.3 Case 2 T, < 13 < 2T. We apply the same line of reasoning of the
previous case, i.e when 0 < 71 < T.. For the sake of distinction, we call the parts of
the I and Q components by As, Bs, Co, Dy. We start with A2 which is illustrated in

Figure [3.16] and its
0 2T, 4T, 6T, 8T, 107, t

bro(t)

bri(t) <—n
T, <7n < 2T,

Figure 3.16: An illustration of the reception of the I-phase component of both Sol

and the interferer when n,, =0,7. < 71 < 2T..

15

1 (m+1)2T
Ay = = cos(¢e, ) Z kr.10 / cos(wyt) cos(wyt — ¢, )dt+
2

2 m=0 mTc“l"f—l

2mTe+71
kria / cos(wpt) cos(wyt — ¢p)dt |,
2

mT.

sin(¢y)

Wp

1 ( —krro+ k‘l,[,l)]

= ECOS(QSQ) [COS(¢p) <k1,1,0(2T0 - ’f'l) + k17[71(7A'1)> +
(3.71)

We notice that it has the same value of A;. Figure [3.17] shows the second part of
the I-phase component of the received interfering signal B;. We realize that the
interferer’s chips misaligned the Sol chips by 1 or 2 chips. Thus, it is different form
the previous case B; where the misalignment is 0 or 1. I use the green color to

indicate no misalignment, yellow color to show a misalignment of 1, and a red color
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4T, 67, 8T, 107,

bro(t)

bos(t) «— ) I I I I I
7+ T

Figure 3.17: An illustration of the reception of the I-phase component of the Sol

and the quadrature component of the interferer when n, =0,7, < 71 < 2T..

to denote a misalignment of 2. The value of By could be written as

By = Ssin(0,) >

2
m=0

15 (m+1)2T.
kroa / sin(wpt — ¢p) cos(wyt)di+
(2m—1)Te+71

(2m71)TC+7A'1
+krg2 / sin(wyt — ¢p,) cos(wyt)dt |,
2mT,

(3.72)

= —gin

4 (¢C1) [ - Sin(¢p) (kI,Q,l(?)TC - 'fl) + kLQQ(_Tc + 'fl)> +

Wp
Therefore, in this case, the I phase component of the received interferer signal is

2 (A2 — BQ) SO

written as Y71, = =
c

~

Y11.0/(0,T, < 7 < 2T.) = ngt

c0s(60)  €08(6,) (r,ro(2T. = 1) + kg (7)) +

Sh;()fp) (—krro+krra) ) — sin(e, ) -
( — sin(¢,) (kr.o1(3T. — #1) + kroa(—T. + 1)) +

+ % (=krgq1 + kI,Q,2)>
(3.73)
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Therefore, Y71 ¢, can be written as

Yiae/ (g, To < 71 < 20) = 24 [ c03(60,) (€08(6) (k1 1, (2T = 1)+
sin(¢y) (

w _kI,I,TLTl + k1711n71+1) >_

 Ept (7)) +

= sin(6e,) (= sin(p) (1@neyea 3Te = 71) + krgnsy

p

R cos(¢p)
(—T. + n)) + = (kg + kg ) )] :
p
(3.74)
The Q component of the received interferer signal is written as Yy 1 = 2336"5 (Cy—Do),

where C5 is the part of Y 1 ¢, Wwhich represents the product of the Q component of
the received Sol and the I component of the received interferer signal and Dy is the
second part of Y 1 4, representing the product of the QQ component of both received
signal of the Sol and the interferer. Figure [3.18|shows how the Q-phase and I-phase
of the transmitter and the interferer respectively are correlated. Equation

reported the value of Cs.
0 T, 2T, 4T, 6T, 8T, 10T t

m =10 m=1 m=2 m=3 m=4 m=>5

Figure 3.18: An illustration of the reception of the Quadrature component of the

Sol and the I-phase component of the interferer when n,, = 0,7, < 11 < 2T,.
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1 15 (2m+3)T.
Cy = —-sin(d,) > koo / sin(wyt) cos(wpt — ¢p)dt+
—, 2mTe+71

Y

2mTe+71
+kgra / sin(wyt) cos(wyt — ¢,)dt
@mA1)T,

(3.75)

— _Tl Sin(¢c1) [Sin(¢p) (kQ,I,O(?)TC — 7A'1) + kQ,I,l(_Tc + 721)) +

Y

N cos(¢p) (kQJ’O B kQ,m)

Wp

Now Figure describes the reception of the Q component of both the Sol and

the interferer, and (3.76)) reports its value.
0 T 2T, 4T, 6T 8T, 107,

m =10 m=1 m=2 m=3 m=4

boo(t) <>

c

boa(t) €—m—u
7+ T

Figure 3.19: An illustration of the reception of the Quadrature component of both

Sol and the interferer when n,, =0,7. < 71 < 2T..

Dy = = cos(de,) Z ko.0.0 / sin(wyt) sin(w,t — ¢,)dt+
(

2 m=0 2m+1)Tc+ﬁ

(2mA1)Tot7y
koo / sin(wpyt) sin(wyt — ¢p,)dt |,
2m+1)T.

(3.76)

= icos(@l) [cos(%) (kQ,QO(QTC —7)+ kaQ,l(ﬁ)) +

+ sin(dy) ( — ko + k‘Q,Q,l)]

Wp
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Therefore, the Q component of the interferer’s received signal is

~

Cit

2T,

YQ:LK/((LTC < 7A_1 < QTC) =

— sin(¢, ) (sin(qbp) (kQ,z,o(?)Tc —71)+

Wp

X cos
+ ko (=T, + Tl)> + (95) </€Q,1,0 — kQ,I,l)) -

— cos(¢e,) (COS(%) (’fQ,Q,o(QTc — 1) + kg (7 1)) +

) (~ Faqo+ kQ,QJ))] .

Wp

(3.77)

Thus, for any value of n,, we obtain

~

YQJ’E/('NITI,TC < 7A'1 < QTC) = gljf

— Sin(¢cl) (sin(¢p) (kQ,I,nrl (3Tc — 721)4’
R COS
+ kQ,I,n.,-l +1(_TC + 7-1)> + ip) <kQ,I,n-,—1 - ka,I,n-rl—H)) -

Wp

~ cos(ge,) (cos<¢p> (K0, (272 = 70) + ko0 1(71)) +

sin(¢y)
+ w— < — kaQv"n + kQ,Q,nTﬁ-l))] .

p
(3.78)
The variance in this case is computed as in the previous case
2 G .
o (Yi/(n.,, T. <11 < 2Tp)) = —=5 E[Z(¢pey,nry, Te < 11 < 2T7)], (3.79)

_4_T02

where Z(¢e,,nn,To < 71 < 2T,) = (Ag — 243By + B2 + C2 — 2C5D5 + D%)With an

expected value obtained as

E[Z(pepns, T. <71 <2T,)|=E[A2]+ E[—2A,By]+ E[ B3]+ E[C2]+ E[—2C, Dy + E[ D3]
(3.80)
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E[Z((rbcl?nﬂ?Tc < 7A_l < 2TC)] - [% % ((COS2<¢};) ((QTC — 7:1)2 E[k%,l,nq—l] + (7A'1)2 .

R . sin®
E[k%,lmqﬂ] +27 (2T, — 1) E[kj,],nn k’[,],nfﬁl])) + <_ (¢p) (E[k%,l,nn]—*—
Wp

sin(2 .
B 1] — 2B, k])) v (M (2T +7)-

E[k?,f,n-,—l] + %1E[k%71,n7—1+1] + 2(TC - %1)E[k171:n7—1 k1717n71+1])>> +

+

-1 . -1 . R R
T sin(2¢., ) (7 sin(2¢,) ((QTC —71)3Te — 71)Elkr1n. k1.Qune ]+

(2T, — #1) (=T + 1) Elkrrm,, kr.0m o) + 7137 = 7) Elkr 1 i k1.gunn o]+
cos®(¢)

Wp

#(=T, + %1)E[k,,,,nﬁ+1k,,Q,an]) + ((—QTC + )

Elkr . k1.gn. 0] + QT — 1) Elkrrn, k1.0, 40l = 1Bk 100 0 k1G0T
B sin?(¢,,)

Wp

+ 7:1E[k1,1,n7—1+1kLQ,”-rlJrZ]) ((—STC + 7:1>E[kl,l,nfl kLQ,nTlJrl]—

- (_TC + ’f_l)E[kI,I,n.,—l kI,Q,nT1+2] + (3Tc - %1)E[kl,f,nfl+1 kI,Q,nTI+1]+

. sin(2
(_Tc + Tl)E[kI,I,nTI+1kI,Q,nTl +2]> + M (E[kl,l,n,-l kI,Q,n7—1+1]_

2
2wp

— Elk110,, k1.7, 12) = Elk1 100 1 K1Qney 0] T F [kI,I,nT1+1k1,Q,nT1+2])> +

11 : . -
E 5 ((San(Cbp) <(3Tc - 7-1)2 E[k?,Q,TLnnLI] + (_TC + Tl)QE[kin”ﬁH]_‘_

) ) cos” (¢p)
+2(3T, — 7)) (=T, + #1) E[kI,Q,nTIHkI,Q,W])) + ( 5 (E[k?,Q,WH

Wy

sin(2¢ R
+ E[k%,Q,n71+2] - QE[k:I7Q7n71+1k17Q7nr1+2]>> _< ( P) ((_3TC + Tl)E[k%Q,nnﬂ]—{—

Wp

+ (=T +T)Ek] g, o] +2 (2T — 1) E[kLQ,nTIHkLQ,nw]))) +
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11 . N -
+1153 <<81n2<¢p> (BT = 2 B 0] + (Tt 2B 1,

. . cos?
+ 2 (3Tc - 7_1) <_TC + 7_1> E[kaLnTl kQ717n71+1])) + ( w(;bp) (E[kg%[ynn]‘i‘
p

sin(2¢,)

Wp

+ E[kéJ,”rlJrl] - 2E[kQ’I’nTl kQ,I,n.,.lJrl])) + < (<3TC - %I)E[ké,l,nﬁ]_

+

— (—Tc + 7A_1)E[k22,1,n71+1] -2 (2Tc — 721) E[kQ,I,nTl kQ,I,nTﬁ_l])))

_|_

I I R .
TG n(200) (5 sin(2,) <<3Tc — )T, = ) Elkosn, ko [+

BTe = 71)(11) ElkQ.rns, kQQunr ] + (=Te + 71)(2Te — 1) Elkq.rm,, 1 FQ.uns, |1+
Sin2(¢p)

Wp

’f_l(_TC + 721)E[kQ’L”ﬁHkaQv"TlH]) + ((_BTC + 7A_1)E[kQ,I,nr1 kQ,Qﬂn]—i_

+ 8T, — 1) Elkg.1m,, k@0 11) — (=Te + 1) ElkQ 1.0, 1 kQ.Qr, |+
cos?(¢,)

Wp

<_Tc + 721) E[kQ,I,n.,.lJrl kQ’Q,nTlJrl]) + ((QTC - 7A'1>E[kQ,[’nTI ]{?Q’qu]

+ (’f_l)E[k.Q,I,n-rl kQ7Q7n71+1] - (2TC - 721)E[k‘iQ7I,n-rl+1kaQ7n-rl] - (721) '

sin(2¢,)

EI:kQ’I’nT1+1 kQ7Q’nTI+1]> + 2—Uj2 < - E[kalvnTl kQ7Q7nTl] + E[kQ,I,nrl kQ7Q7nrl+l]
p

_|_

+ ElkQ.rnm 1 kQn.,] — E [’fQ,LnTIHkQ,Q,nTlH]))

11 ) A
+ [E 2 ((COSQ(%) <(2Tc —%)? E[kéQ,nTl] + (Tl)QE[l{:éyQ,nnH]-q-

R sin?(¢,)
+ 2 (QTC - 7'1) (7'1) f?[]{ZQQ,n_F1 kQ7Q’”7'1+1])> + < — P <E[ké,Q,nT1]+
P
sin(26,) A
Elkdqm., 1] — 2EkQqmn., k‘Q,QmTlH])) + (w—p <(—2T L+ 7)) -
P

E[ké7Q,nq—1] + (7:1)E[ké,Q,n7—1+l] + 2 (Tc - %I)E[kQ’Qm,Tl kQ,Q:”Hle])) )] 9

(3.81)
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3.2.3.1.4 Case 37, =1, Following the same line of reasoning to get the I-phase
and the Q phase in this case and assuming that n, = 0 we get Figures [3.20]
which represent the illustration of the reception of both I components of Sol and
the interferer and the reception of I component of Sol and () component of the

interferer respectively. Thus, the I component of the received interferer signal is

YLLE = 276.‘1’15 (Ag — Bg), Where
0 T, 2T, 4T, 6T, 8T, 107, i
m =10 m=1 m =2 m=3 m=4 m=>5
bro(t)

bra(t) <«—>

=T

Figure 3.20: An illustration of the reception of the I-phase component of both Sol

and the interferer when n,, = 0,7 = T..

0 2T, 4T 61T, 8T, 107, t

Y

bro(t)

boa(t) €«——y
+ T

Figure 3.21: An illustration of the reception of the I-phase component of Sol and

Quadrature component of the interferer when n,, = 0,7 = T..

1
A3 - Z COS(¢CI) [COS((bP) (TC) <k1’17n71 + k1’17n71+1) +

(3.82)
sin(¢y,)

Wp

( —krrn,, + k[,[,n,ﬁl)]
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By = %Sin(gbm) [ - Sin(¢P) (QTC) k],[,nflJrl] ) (383)

Thus, we obtain

R ¢
YI,l,@/(n‘rlyTl = Tc) = 21?715

COS(¢C1) (COS(¢p) (kl,l,nTl + kI,I,nTI_H) +

sin
(¢p) ( — k110, + kf,f,nﬁH)) - (3.84)

Wp

— sin(¢., ) ( —sin(¢,) (27°¢) kI,I,an)] .

Figures [3.22), represent the illustration of the reception of ) component of Sol
and I component of the interferer and the reception of both Q components of Sol
and the interferer respectively. Thus, the Q component of the received interferer

signal is Y 10 = 201t (C5 — D3), where

Tec
0 T, 2T, 4T, 6T, 8T, 107, t
m =10 m=1 m=2 m=3 m=4 m=>5

=T

Figure 3.22: An illustration of the reception of the Quadrature component of Sol

and [-phase component of the interferer when n,, = 0,7 = T..

-1 .
Cs = e sin(¢e, ) [sm(gbp) (2T¢) kq.1m,, | » (3.85)
1
D3 = Z_l COS(¢01> [COS(¢p) (Tc) (kQ,Qv”n + kQ’Q:nn-H) +
(3.86)
sin(¢y,) B
w, ( kQ,Q,nTI + kQ,Q7n71+1>]
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bgo(t) <«—>
T,

boa(t) €«———>
T+ 1

Figure 3.23: An illustration of the reception of the Quadrature component of both

Sol and the interferer when n,, =0,7 = T..

~

Ci1t

YQ,l,z/(nmﬁ = Tc) = oT

~ sin(gs,) <sm<¢p> (27¢) kce) -

— cos(u,) (coswp) (T2) (Ko.0mn + ko, 1) +

sin(¢,)
— ( — kQQun., + kQ,Q,an))] :

Wp
(3.87)
Consequently, the variance in this case is computed as follows
Vi (07 = T2)) = A& B[ (01,7 = T, 55%)

AT?

where Z(¢p¢,,ns, 71 =T.) = (A% —2A3Bs + B2 + C3 — 2C3D3 + D%), and its expected

value, because of linearity can be expressed as

E[Z(¢e; 0y, 71 = T.)] = E[A3|+ E[-2A3 By + E[ B3]+ E[C3]+ E[-2C3 Ds) + E[Dj]
(3.89)
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E[Z((ﬁcwnﬁ?%l = TC)] = [

1
2
+2 Elkr ra, k])) T (B )+ B 1)

—2mm@mm@%HD>+(wf%ﬁﬂw(—E%%MJ+E%LmﬁJ»ﬂ+

-1 -1 .
6 sin(2¢., ) (7 sin(2¢,,) (277) (E [k rne K1,Qnr 0]t

sin2(¢p)
Wp
Elk k R (R AT*HE[k?
[ I,I,TL7—1+1 I,Q,TL7—1+1] + 16 2 S (¢p)( C) [ I,Q,n71+1:|
11

. (sm%bp) <4T3>E[ké,f,n4>

+

E[kI,I,n71+1kI,Q,nrl+1]> - (2Tc) ( - E[kI,I,n-r1 k[,Q,nfl_H]“‘

+

+

o sin(26,,) (% sin(26,) (272)-

<<COS (¢p) (T2) -

SlIl

(E[ké’Q’nT ] T E[kQ Qnr +1] +2 E[kQQn‘q kQQ”ThLl ) (

sin? (gb )
(E [kal,n‘rl kQ:Q’n‘I‘l ] + E[kQ717nTl kaQ)n‘rlJrl]) + (2T

( - E[kaLn‘rl kQ7Q7nT1] + E[kQJyn‘rl kaQyn‘rl +1]> )

[\:Jlr—l

16

kQ,Q,nfl]—i_

sin(2¢,)
Wp

+ E[ké,Q,n7—1+1] - QE[kQ7Q7n7'1 kQ:Q»n71+l]>) + (

Emgmhﬂg>>l

3.2.3.1.5 Case 4 7 = 27, For this last case we repeat the same steps with
the same assumptions so we get Figure [3.24] [3.25] [3.26] and [3.27] which are the
reception demonstration of the products of (I, I1), (1o, Q1), (Qo,I1) and (Qo, @1) of
the Sol and the interferer respectively. Therefore, the I-phase and the quadrature

(Te) ( Bk g, |+

(3.90)

106



2¢1¢
c

phase components of the interferer’s received signal would be Y7, = =7* (A4 — By)

and Yg 1,0 = 2;? (Cy — Dy) respectively.
1
Ay = 2 cos(oe, ) | cos(¢p) (2T¢) krrn,, i | (3.91)
0 T 2T, 4T, 6T, 8T, 107, t
m=10 m=1 m=2 m=3 m =4 m=2>5
bro(t)

bra(t) €———>
T = 21—:3

Figure 3.24: An illustration of the reception of the I-phase component of both Sol

and the interferer when n,, = 0,7 = 27T..

1 . .
By = 1 sin(¢e, ) [ — sin(¢,) (Te) </’<J1,Q,m1+1 + kLquH) +

(3.92)
cos(¢y)

Wp

< - k:I7Q7nTl+1 + kl7Q7n‘r1+2>]

~

C1,t
2T,

}/}71,5/(77’7'1 ) 7A_l = QTC) = COS(¢61) (COS(¢p) (QTC) k:I,I,n7-1+1> - Sin(¢c1)'

< — sin(¢y) (T¢) (k?LQ,nTlH + /fI,Q,nT1+2> (3.93)

cos(¢yp)

Wp

< - k17Q7n71+1 + kj[va”‘q-&-Q))

Cy= T Sln((bm) [Sln(¢p) (Tc) <kQ,I,nT1 + kalvnTl+l) +

(3.94)
n cos(¢yp)

Wp

(k:Q7Ln7—1 - k:Q,[,n7—1+1> ]
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0 2T, 4T, 6T, 8T, 107, i

m=0 m=1 m=2 m=3 m=4 m=>5
nn+ T, =31,

Figure 3.25: An illustration of the reception of the I-phase component of Sol and

Quadrature component of the interferer when n, = 0,7 = 27..

1
D, = 1 cos(¢e,) [cos(gbp) (2T'c) kQ.qmnry 41 | (3.95)
0 T, 2T, 4T, 6T, 8T, 10T, t
m=20 m=1 m=2 m=23 m=4 m=>5

bra(t) €«——>
=21,

Figure 3.26: An illustration of the reception of the Quadrature component of Sol

and [-phase component of the interferer when n., = 0,7 = 2T..

Yo,/ (ney, 71 =21¢) = 21,t sin(¢e, ) (sm(gbp) (T.) (k'Q,I,nTl + kQ,LnTlH) n
cos(¢
+ UE p) (k?Q,I,nTl - kQ,I,nT1+1>> — cos(¢, ). (3.96)
p

(COS(%) (2T°¢) kQ7Q7n7—1+1)] :

Consequently, the variance in this case is computed as follows

A2

CLt E[Z((bCl)nTl)%l - 2Tc>], (397)

21 /(ny,, 71 = 2T0)) = —L
9 ( 1/(77/ 177—1 )) 4T02
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m =10 m=1 m=2 m=3 m=4 m=>5
boo(t) <€—>
T.
boa(t) < >
n+ T, =3T,

Figure 3.27: An illustration of the reception of the Quadrature component of both

Sol and the interferer when n,, = 0,7, = 27..

where Z(¢e,,nry, 71 = 2T0) = (A?1 —2A4By+ B2 +C? — 204Dy + Dz) and assuming the

linearity its expected value can be written as

E[Z(¢¢,, 0y, 71 = 2T.)] = E[AY 4+ E[—2A4B,)+ E[B3]+ E[C3]+ E[-20,D,)+ E[D?]
(3.98)

+ -1 sin(2¢,, ) -

1 16

E[Z(chunﬂ?%l = 2Tc)] = [i % (COS2(¢P) <4TC2)E[I€?,I,’I’L7-1+1]>
cos®(¢p)

Wp

11
6 5((811& (op) -

COS
(TCQ) <E[k?,Q,n7—1+1] + E[k%,Q,nTH_Q] +2 E[kLQ,nrl-H k17Q7n7—1+2 (

_1‘
<7;sm@@»@13(EMUmWHmQ%ﬁJEwumWHhQ%ﬁA)+

_|_

(QTc)< — Elkrrng k1.0 + F [kl,f,nfﬁlkf,@,nfﬁz]))

sin(2¢

(E[k%,Q,n,-1+1] + E[k?,QynTlJrQ] - 2E[k]7Q7nT1+1 kI7Q7n7'1+2 > (

(—EW@WJ+ﬂﬁwwﬁ»

+ E[kjé717n71+1] + 2 E[kQ7I7nTl kQ,I7n71+1]>) +

Wp

+

11
) ((sm (6,) (T2) <E[kQ1nn]+
COSQ(¢p)

2
wp

(Bl 1, 1+
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sin(2¢,)
+ E[ké,l,nflJrl] - 2E[kQJ,nr1 kaL”nJrl])) + (_P (TC) ( E[ké,l,nﬂ]_

Wp
— E[k2 ]))) + lil <c052(¢ ) (4T2) E[I2 ])
Q.Inr 41 16 2 p c Q,Qnr +1

Now substituting the aforementioned values in SINR equation [3.27], and taking

(3.99)

into account that E[Y;1,] = 0 because Elkj, j,n., | = 0 ¥(jo,j1,17,) as it is proved in
appendix [A] and E[W;,] = 0 we obtain

E

\Yiet Yo,

’Y(tvgbcnn’rn’f—l) = =

2
C1t

\/16N0 + Tz E[Z(QScnnﬁﬂA—l)]

B Y 0, + Y50,
p— A2 e
= - 1
\/16N0 “‘leT’czE[Z(qbcwnanl)] (3 00)

B 16 V2 oy
\/16 Ny + ﬁ E[Z(peysnry, 71)]
512 &,

5)
1.t

16 No = 172 E[Z(¢cla Ny 7:1)]

Y

It is worth remarking that we assume that the symbol of the Sol is Sy i.e the
first sequence of the PN sequences. In addition, the importance of each parameter
affecting the explicit analytic model of SINR is going to be discussed in Chapter

where a rigorous parametric analysis will be performed on a specific test case.

3.3 Summary

In this chapter, we derive explicitly the expression which represents the received
signal subject to different channel imperfections, such as path loss, shadow fading
and power residual error as a function of the time and phase offset. We assume four
cases of the time offset and derived the corresponding interferer variance according

to each case. The closed-form analytic expression of SINR evolves at the symbol
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rate and encompasses the stochastic characteristics of the WirelessHART link for the
considered scenario. It allows us to define some important quality metrics describing
the lossy communication link, which will be explained in the next chapter. However,
to define these quality metrics formally, we need to pay attention to the control-
related data messages and not just to individual symbols.

In the next chapter, we will apply the last two steps of the proposed model
i.e we are going to find a tractable representation of equation and derive

the corresponding consistent finite-state Markov link abstraction.
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Chapter I

The Implicit Analytic and Finite-state
Markov Model for the Interfered
WirelessHART Link

In this chapter, we derive an easy handled representation of the analytic expression
we got in chapter 3] which we call it implicit analytic model. Moreover, we derive
the Finite-state Markov channel (FSMC), that is represented by the lower block of
the channel model in Figure to represent the behavior of the underlying protocol
link.

4.1 Implicit analytic model of SINR

The following step of our modeling process is finding a tractable representation of
the explicit analytic model of SINR To perform that, we can approximate
it with another random process, (e.g., log-normal process) and then apply moment
matching approach to get the signal statistics as follows.

The SINR equation (which will be denoted by T in logarithmic scale, and
by v when using the power value, T' £ 10log;, () [dB]) conditioned to PCEs and
shadowing. Following [I10], the expression derived is a logarithmic scale and it

is a square root of reciprocal weighted linear combination of correlated log-normal
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process as depicted in equation [4.1]

(L, ¢ey s nry s 71) = 10 10g10 (a e_XO(t)) + beXl(t)_XO(t)))_% , (4.1)
There is no explicit closed form expression of the distribution of the weighted lin-
ear combination. There are different techniques to approximate the distribution
as described in [I11I]. We use moment matching approximation described in [I10]
which extends Fenton-Wilkinsom approximation to the second order statistics and
provides good accuracy on the tails of the probability density function. Therefore,
we let T'(t, de,, sy, 71) = L™Y2(t, ¢, 1y, ,71), where due to the properties of the ran-
dom preesses involved, L=Y/2(t, ¢.,,ns,71) is seen as a weighted sum of randomly
correlated log-normal processes. This is valid also for L(¢, ¢, , ns,71), which could

be expressed as

L(t, ey Mry, T1) = De X0 +B(¢ey, nry, T1) X1 =xo0(®) (4.2)

— L Ec»l Oé% E[Z<¢Cla nT17 711)]
3202F, 2048 T2 E, o o2 '

So, we apply the moment matching technique [110] as follows. Let Z(t, ¢¢,, nr,, 71)

D

B<¢017 Nry s 721) = (43)

be a Gaussian process with mean 7y, variance 0%, and autocovariance cz(7), such
that L(t, ¢, sy, 71) & eZbPenm) - Let E{-} denote the mathematical expectation.
Then

( 2 1
M, = E{L(t, ¢¢,, nr,, 71)} = E{eZGPcrnnm)) = enz+3oy,
My(7) = E{L(t, ¢e,, Ny, T1)L(t + T, ey, ry, 71) } 2 E{ZO+20E4TY

— e2nztogtez(n)

(4.4)

I

MQ(O) = E{L(t7 QSCU Ny, %1)L(t7 ¢c1 » Tory s 721)} = 627]Z+2OQZ.

\

Solving the equations defining M;, My(7) and Ms(0) in 1z, 0% and cz(7) yields the

following expressions:

UZZQIHMl—%IHMQ(O),
02 =In My(0)—21n M, (4.5)
cz(T) =In (%@) :
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Since ¢;(t) and f;(t) are zero mean independent processes,

1.2 2 1.2 2 2 2
slog to A\ 5(0f 405 407 +o
Ml — DeQ( [0) BO) _|,_ B(¢Cly nT17 7-1)62( &1 B1 &0 [—30)7

Ma(7) = €% 00| D2 2DB (e, ey, 71 )%+ B2 (g, iy, 7)o 70 7

where ¢, (7)=c¢, (T)+cs,(7), Ufﬁ”?ﬁ“fw for i=0,1.
Given the relation between Z(t, ¢c,,nr,71) and L(¢t, ¢y, nry, 71), few manipulations
bring to

5

It C’Tl’A :Zt, c1 T1aA h =T A
(t, ey Mry s T1) =KL (ty ey Nry, 1) Where K 0

(4.6)

so that I'(t, ¢¢,, nry, 71) is @ Gaussian process with mean, variance and autocovariance

=Rz,
0% =202, (4.7)

cr(T)=r%cz(T).

In the rest of this thesis, we will denote it by T'(¢, ¢cy,nr,71) ~ N(nr, o), if the
relevant values of ¢p(7) will be given. The closed-form expression evolves at the
symbol rate and encompasses the stochastic characteristics of the WirelessHART
link for the considered scenario. It allows us to define some important quality
metrics describing the lossy communication link, which will be expounded in the
next subsection. However, to define these quality metrics formally, we need to pay
attention to the control-related data messages and not just to individual symbols.
In networks based on IEEE 802.15.4 compatible hardware the SINR estimation is
performed for each received packet during link quality indicator (LQI) measurement
[12, p. 65]. The standard IEEE 802.15.4 maps 4 data bits in one data symbol, ([12],
pag. 48), thus the number of symbols within a control-related frame is (¢z/4), given
that ¢p indicates the number of bits in the frame. Therefore, the estimated I'(t)
refers to a block of (¢p/4) symbols. WirelessHART-based WNCSs send data at a
rate that is inversely proportional to the update period of the dedicated Publish
data messages [9, p. 248]. Thus, between two control-related data transmissions the
presented link has approximately ¢g evolutions which could be expressed as

4T,
(g =round <€F£> : (4.8)
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In general, we need to
compute values of cp(7) for r=klg+1, k€N,

in order to evaluate the time correlations at the time scale of the control application.

4.1.1 Symbol Error Probability Computation

In order to properly characterize the channel model proposed so far in terms of link
quality metrics, the probability of wrongly receiving a data packet has to be defined.

This metric can be derived moving from the symbol error probability (Rs(z))
which is a function of x that is going to be described in the following. In particular,
recalling that in IEEE 802.15.4 PHY each symbol is composed by 4 bits, by calling

as {r the number of bits for each frame, then having 16-ary symbols implies:

4
Ry(z) =1— (1 - Ry(a))* (49)
The rest of this section will be devoted to the derivation of the expression of R,
assuming coherent detection.
Basing on [I00], performance characteristics of optimum receivers can be equiv-
alently obtained by exploiting a waveform channel model or a vector channel model.

This implies that the received signal can be expressed in one of the following ways:
y(t) =c(t)s,(t) +n(t) 1<p<M (4.10)

where M is the modulation dimension, or in vectorial terms
Yy=c-8,+n (4.11)

where all vectors are N dimensional real vectors, given that N is the dimension of
the orthonormal basis set {¢;(t),1 < j < N} depending on the specific modulation
used for transmission. For the specific PHY level considered in this thesis, assuming
an OQPSK modulation, N = 2. The equivalence of the two models is proved in
[100] for an AWGN channel, but it can be easily generalized for the current scenario.

The receiver observes the received vector and decides which message (or 4 bits

symbol in the specific case) was transmitted. Indicating as p the message that the
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receiver decided to have been transmitted and assuming equiprobable and equal

energy symbols, following the reasoning in [100] the optimal detection rule is:

p=arg max y- S, (4.12)
1<p<M

y-S,=<y,8S,>= Z Y-S, =Y, =Y, +Yg,
Je{l,Q}

where Y, , refers to the I or Q component of the gth transmitted symbol (.5,),
matched to S,.
The error probability for 16 equiprobable symbols can be written as:

16

1
P = T Z Ps, where
p=1
P,s, = Probly ¢ D,|S, sent] = Prob[Y, <Y}, for any p" # p] (4.13)

D, is the decision region associated to symbol S,, so in general:

Pes, = Z/ p(y[Sp)dy (4.14)

1<p’'<p
p'#p

Since decisions regions maybe complicated to define, the union bound for a general

channel is assumed:
1
P < o > Py (4.15)

In this case P, is called pairwise error probability and it is the reason of the
bound presence, as explained in [I00], section 4.2.

Referring to equation , an explicit expression is derived in the following for
p =0 and p’ = 1. The aim is thus to evaluate the Prob(Y; < Y;) whose argument

Yy < Y] can be written as:

Y700+ Yiinto + Wro+Y0,00 + Yo,nt0 + Woo <
Yro1 + Y1 + Wi+ Yg01 + Y nt1 +Woa
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where Y790 is the in-phase of the received Sol matched to Sy and Y7 i is the in-
phase of the received interferer signal matched to Sy and so on. We remark that we
use the notation int for the interferer instead of 1 to differentiate it from the notation
of the sequences of the matched filters. We call Y700+ Y900 — Y101 — Yg,01 = AYo1

which depends on the Hamming distance between Sy and Sp, thus we obtain:

Prob[Yy < V1] =
= Prob[Y7int,1 + Y0t — Y7,int,0 — Y0,int,0+ (4.16)
+ Wi+ Wo1—Wig— Wgo > AYy,]

We call the total contribution coming from a generic interferer int as: Y7in.1 +

YQint,1 — Yrint,0 — YQint,0 = Yinttot,(1,0)

4.1.2 Noise components

We focus now on the noise components, moving from the generic expression for the

noise at the output of the filter matched to s;, that are a generalization of equations

and (39)

15 T
2 s
Wiei = “Tcn;)/o W(t) cos(w,t) cos(wpt) -

: \ (4.17)
A t—2(m + 320) T,
briimhr, ( 5T ) dt,
D) 15 T
Woei =1/ iZ /0 W(t) sin(wet) sin(wyt) -
m=0 (418)

- t—(2(m+ 320)+1)T.
bQ,i1m hTC( 2( 5T )+ )dt,

Now, neglecting pedex ¢ for readability issue, W, ;, now represents the j-th noise
component at the receiver matched to s;, for j € I,Q and i = 0,...15. For the

specific case under analysis:
Wio = \/ Z/ W(t) cos(wt) cos(wyt )bmlth (+)dt
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Wi =4/ Z/ W(t) cos(wet) cos(wpt)br 1 1 mhi, (-)dt
5 15 T R

Woo = 4 /? > 0 W(t) sin(wt) sin(wyt)bg.o1m hr, (-)dt
¢ m=0

15 T.
2 ° . : 3
Wou = imzo/o W(t) sin(w.t) sin(w,t)bq.1,m hr. ()t

The noise terms in expression (4.16)) can be coupled as follows:

Wra— W] 0=
Ts
=1/ Z brigm — b; o,z,m> W(t) cos(w.t) cos(wyt)hr,(-)dt

Considering that 25:0 (31,1717"1 - 5170,l,m) # 0 only when chips of symbols 0 and 1

are different and assuming, without loss of generality, that NRZ encoded I or Q

(4.19)

components of symbols sg and s; differ on the first HD(j, 1,0) chips:

15 HD(I,1,0)
E (bl,l,l,m - b],O,l,m) - E <bl,1,l,m - b[,O,l,m)
m=0 m=0
HD(I,1,0)
Wi — Wi = E (bI,l,l,m — bl,o,z,m> - Wi
m=0

where Wy = /+ fo ° ) cos(wct) cos(wpt)hr,(-)dt, and coherently:

HD(Q,1,0)
Woi-Woo= ) (bQ,l,z,m - bQ,o,z,m) Wa

m=0

Thus the probability we are looking for becomes:

Prob[Yy < V1] =
HD(I,1,0)
= Prob[Yint ot + (z, - m)W
Hiso mZ::o fbbm S m ) (4.20)
HD(Q,1,0)
+ Z (bQ,l,l,m - bQ,o,z,m> Wq > AYp 1]
m=0
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4.1.3 Central limit theorem

In order to obtain a tractable distribution for the random variables involved in the right
hand side of (4.20]), the Central Limit Theorem is invoked. We recall that for independent
random variables with Gaussian distributions i.e. n; ~ N(u;, 02), their linear combination
>~ ain; + k can be approximated as N (Zl a;i; + k Ei(aiai)z).
Thus applying the central limit theorem to the combination of random variables given
b HD(1,1,0) (3 5 HD(Q,1,0) (3 5
Vi Yint tot(0,1) F 2 m—0 bragm —brogm) Wi+~ bQ1,1,m — bQ,00,m ) Wo, we

obtain a Gaussian distribution with mean p,); and variance O'gu given by:

prat = E{Yint tot(0,1)} because pw, = pw, =0

HD(1,1,0)
ooy = Var {Yiy to1(0,1) | + Var Z (bl,l,z,m - b[,o,l,m) Wi
m=0
HD(Q71’O)
+ Var (bQ,LLm - bQ,o,l,m) Wa
m=0
We can write that
HD(1,1,0)
Var Z (bl,l,hm - bl,o,l,m> Wi =
m=0
HD(1,1,0)
= Z Var { (bl,u,m - bl,o,z,m) WI} =
m=0
HD(1,1,0) )
= Z (bf,l,l,m - bl,o,l,m) -8Ng =
m=0
HD(1,1,0)
= ) 48Ny =
m=0

= HD(I,1,0)4 - 8N,

where (lA)LlJ,m — lA)LOJM)Q = 4 because we are dealing with NRZ digits which may assume
only values equal to +1 or —1. In the same manner, we get the variance of the quadrature

part:

HD(Q,1,0)
Vard 3" (boaim — booim) Wa p = HD(Q, 1,004 - 8Ny

m=0

Thus, we obtain
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Mall = E{}/int,tot((],l)}

(4.21)
Ugll = Var {Knt,tot(o,l)} + (HD(I7 17 O) + HD(Qv 17 0)) 4 8-N'O
PrOb[YO < Yl] = Prob[Nall > AYOJ] =
—0 AYb,l - E[}/int,tot(o,l)] (422)
v/ Var {Yiaroro.1)} + HD(Z,1,0) - 4 8Ny + HD(Q, 1,0) - 4 - 8No
since E{Yint,tot,(o,l)} =0:
AY(
Prob[Yy < V1] = Q 0.1 (4.23)
\/Var {Yint,tot(o,l)} + (HD(I7 17 O) + HD(Q; 17 0)) 4 8*Z\/TO
It is possible to show that:
AYp 1 = éoy (32 — (32 — 2(HD(Z,0,1) + HD(Q, 0,1))) w2
= 2(HD(Z,0,1) + HD(Q,0,1)), '
Thus,
PI‘Ob[Y < Y] Q 260,25 (HD(I,O,].) +HD(Q707 1))
0 1 pr— =
V/Var (Viursoro.) } + (HD(L, 1,0) + HD(Q, 1,0)) - 4 - 8No
—0 2¢0+ (HD(0,1))
\/VE%T {Yint,tot(O,l)} + (HD(1,0)) - 4 - 8N
(4.25)

where (HD(7,0,1) + HD(Q,0,1)) = (HD(0,1)) i.e (HD(0, 1)) accounts for the summation
between the Hamming distance between the in-phase parts of (Sp, S1) and the Hamming

distance of the quadrature parts of (Sp, S1). Now, let’s calculate the variance of Yy tot.

4.1.4 Variance of Yy tot(0,1)

The variance of the interferer might be written as follows
Var [Yint,tot(O,l)} = Var {Yl,mt,l +YQint,0 — (Yrint0 + YQ,int,0) } : (4.26)
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where Y7 i1, Y0,int,1 are the in-phase and quadrature phase of the received signal of the
interferer matched to S respectively, and Y7 ;n:,0+ Y0, int,0 are the in-phase and quadrature
phase of the received signal of the interferer matched to Sy respectively. If we divide the
received interferer signal to 4 parts as we have done in chapter |3} (A,, By, Cy, Dy), where

v € (1,2,3,4) according to its case i.e according to the value 7, we can write

¢
Var | Vi sor(o) | = Var |5 ((AufS1 = BulS1) + (Cul$1 = DylS1) =

(4.27)
~ (AulSo = Bu|So) = (CulSo = Dul0) ).

where A,|S; is the first part of the In-phase received signal which corresponds to the
integration of the product of the in-phase part of the interferer and the in-phase of the
sequence Sp, By|Sy is the second part of the received signal which corresponds to the
integration of the product of in-phase part of the sequence S; and the Q-phase part of the
interferer, C,|S; is the first part of the Q-phase received signal which corresponds to the
integration of the product of the Q-phase of the sequence S; with the in-phase part of the
interferer, D,|S; is the second part of the Q-phase received signal which corresponds to
the integration of the product of the Q-phase of the sequence S7 and the Q-phase part of

the interferer. We know that the variance can be written as

Var [Yint,tot(o,l)} = E[(Knt,tot([),l))z} - (E[Yint,tot(o,l)])Qv (4.28)

However, E[Yiy tot(0,1)] = 0 s0

Var{ o080, 1)} = E[ (Yvint,tot(ﬂ,l))2} -
i (4.29)

Cl
=172 {E[Yﬁmm] + E[ch,int,l] - E[Yf,mt,o] + E[YQQ,mt,o]}
Cc

iy
AT

Var |V sorto)| = 75 | (BIAZIS1) — 2 B[AIS) - B|Si] + EIB|S1)+

+ E[C2181] — 2 E[C,]S1 - Dy|S1] +ED2|81) (4.30)
— (EL42IS0] — 2 E[4,[S0 - By|So] + E[B2|So]+
+ E[C2|So] — 2 E[Cy|So - Dy So] +EDQ\SO)}

which could be written as

Var | Yintort0,1) | = ng [(BIZ(6er nes 2)IS1] = EIZ(Gesmr, A)ISO])| (431)
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Therefore, if we want to generalize the equation to all other possible sequencesi =1,...,15

we can write

A2
_ Crg
= 2

AT

Var [Yine ot(0, | (BI2(6er,nm, RIS = EIZ(be, e, A)ISO)| (432)

Thus,

ProblYs < Y] = 260, (HD(0, 1)) _

VVar {Vinggor( } + 32N6HD(0, 1)

2%, (HD(0.))

=qQ
52
¢32N0HD<o,z'> + 1% | (BIZ (e, nry, 7)IS1) = BIZ (00, m0,A)IS )|
(4.33)
Basing on section equation (4.33)) is given by:
_1
Prob[Yg < Yi] = Q| (F(dey, nry 7)) 2 |, (4.34)
where
F(¢ey,nry,71) = D' X0 4 B (¢, iy, 71) X1 (7000, (4.35)
D* - 32 NQ HD(O,i)
- 2 0
322 a2 B, 200
N 256 256
~ 32a}FE.o Hp(0,5)  Hp(0,4)’
* A _EC71 a%E[Z(qSCUnTlv%l)’Sl] Ec,l a%E[Z<¢617nT177A-1)|S0] o
B (¢Cl ’ nTl ’ Tl) o 2 2 2 }ID(O’Z')2 N 2 2 2 HD(O»i)2 o
32 Tc EQ()OJO . 162 32 Tc anao . 162
_ (Ecvl a%E[Z(¢C17nT1)%1)|SO] . E[Z(¢017n7'17721)|31] )_
= - - -
204812 E. o of 2 E[Z(he,, niry, 71)|S0] - HDl(Gozﬂ)
(ECJ a%E[Z(QZ)CUnnﬂﬁl)] ) 1 > _
2048 T2 E o o} 2. Hp(0)"
A E[Z((ﬁc , N 7%1)’51] 1
= B(dey, Ny, T1) o N ‘2}
2- E[Z(gbm s M7y s 721)“5’0] : HD1(6O271) 2. HD1(6027Z)
(4.36)
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where Thus, we could write D*, B* as a function of D, B, the values of equation which
are the SNR component and the SIR component respectively. Therefore, assuming that
the symbol sent is Sy so the matching is done with respect to Sy and we are computing the

error probability of matching the received signal to other sequences, (4.13|) can be written

as
15 15 B
Pys, =Y Prob[Yp <Yj]=>_ Q[ (ai D e X0® 4 b B(de,, niry, 71) €x1<t>_X0(t)) 2 }
=1 i=1
(4.37)
where a;, b; are real constants for each selected scenario and have the following expressions
256
a; = ———,
Hp(0,1)
E[Z((;SclanTl;i—l)‘Si] ]_
. 7 07 )2 4.38
2 E[Z(¢eys 1y T1)|S0] - HDl(a% ) 2- HDl((goz7 ) ( )

_ 128 - (E[Z(gbcunna%l)ls’i] - E[Z(gbclvnﬁ’%l”‘sob
HD(Ovi)2 -E[Z(gf)cl,nﬁ,ﬁ)wo] ’

Therefore, since the matching is being done at the symbol level, the expression for the
symbol error rate as a function of the received SINR 7(t, ¢¢,, 17y, 71) 1S

15 _1
Posy = > Q| (@i D™ 4 by B(gey,nry, 71) e O700) 2 | = R (o (), xa (1)),
i=1

(4.39)

where Rs(xo0(t), x1(t)) is the symbol error rate (SER, Rs) assuming that the useful trans-
mitted symbol is Sp. Thus, the packet error rate (PER, R;,) is related to SINR through
SER, where xo(t), x1(t) € (—00,00). Rp(x0(t), x1(t)) €[0,1] can be expressed as

Rp(xo(t), x1()) =1 — (1 — Ra(xo(®)xa(®) (4.40)

We can write (4.39) as

N

} -

15 ) _
Re(o(t):xa(8) = 3 Q| (ulty bersnry, 1) (DO 4By, mry 7)) )
i=1

E

[N

15
= ZQ (Qz‘(tﬂ/)cunmﬁ)L(t, ¢017nT177A—1)>
=1 )

~ 12562 (djz(t’ Pers Ty T1) T (t’gbcl’nn’ﬁ))}’
i=1

(4.41)
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where T (¢, ¢¢,, nry, 71) is a Gaussian process with mean 7p, variance 01% and autocovariance

cr (7). ity deyynry, 71) = (Quilt, qbcl,nﬁ,%l))fé can be seen as a function of interferer to

B(¢c1 sTry s
D

noise ratio ) eX1(®) and once we find D it becomes a function of the interferer

and can be expressed as

1+ M exi(t)

= fi(xa(t)), (4.42)

a; + b,L . B(¢c1717;7177:1) eXl(t) o

1/%'(@ ¢c1an717%1) =

B(¢c1 Bz 1721)
D

with ,a;,b; are know parameters Vi. xi(t) is a Gaussian process with mean

2 B(¢c1 T 77A'1)
X1 D

Vi and eX1() is defined in the range (0, 400), both nominator and denominator of t; are

Ly, = 0, variance 0% and autocovariance ¢y, (7). Since ,a;, b; are positive for

positive and the denominator can not be zero in that range. Consequently, ©;(t, d¢,, ry, T1)

is a continuous function Vi with a probability density function expressed as
2
pnf P:0=aiv2)
B-(b;97-1) ) "1

2¢e 2%, (ai — b)) (4.43)
f(l/h')—\/; 1—a, 42 it —1)2°
(8] G

b -1

The proof of this equation can be found in appendix [A]

From and we can say that Rs(xo(t), x1(¢)) can be also considered as a function
of both I'(t, ¢¢,, 7y, 71) and x1(¢) and written as

Ry (xo(), x1(8)) = 95 (x1(0), Tt 6y, 7)) (444)

Therefore, the PER could be expressed as

~

F
4

Ry (61 (), T (t Bers iy 7)) =1 = (1 = 95 (a0, Tt s, 7)) ) =

(4.45)
=U3dp (Xl (t)v F(t’ ¢C1 s Ny 721)) s

4.1.5 Link Quality Metrics

An unreliable communication link can be characterized by the likelihood of the informa-
tion losses and by the maximum number of consecutive dropouts [31], which in stochastic
framework have a non-negligible probability of occurrence. The PER defined on the pre-
sented implicit analytic model of SINR encompasses this information, since the probability

density function fr (-) of the SINR is known and both x1(t), I'(¢, ¢c,, nr,, 71) are continuous
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functions in the range (—o0, +00), meaning that both g (Xl (t),T(t, gécl,nﬁ,f'l)) €[0,0.5],

9p (Xl(t),F(t, gﬁcl,nn,ﬁ)) € [0,1] are continuous monotonically non-increasing. There-
fore, by the law of the unconscious statistician and following the reasoning of [100], p. 847]
the expected value of the PER, denoted by na, can be obtained as a double integral over

two ranges as follows

+oo +o00
na = / / 9p (Xl(t)yr<t7 ¢c1,nﬁ,ﬁ)>thr(x,y) dx dy =

+00 +00 (4'46)
= / / gp(Xl(t)7F<t7 @bcwnna%l))fl“\m(y’w) frxa (z)dz dy,
where fy, r(z,y) refers to the joint pdf of I'(¢, ¢c,, nr, 71) and x1(t)
The variance of PER, indicated by ai, can be computed as:
2 oo e 2
O = / / gp(Xl(t)vr(t) ¢C1)n717721)>fX1,F($7y) dx dy —TA- (447)

In practical applications, the PER is considered negligible when it is smaller than a spec-
ified threshold ep,, which may be as small as the machine epsilon. Since Ry(-) is a contin-
uous monotonically non-increasing function of I'(¢), any value v, of the SINR such that

v >v%(gp), where
vl (ep) Emin Ry (v) =¢p, (4.48)

almost surely has PER equal to zero. The value of v (ep,) can be easily computed by one of
the standard root-finding algorithms, and the probability of having a non-negligible PER
is given by the value of the cumulative distribution function F-(-) of the I'(¢, ¢¢,, 1ry, T1)
in vfi(ep). When there is a time correlation, i.e., when cr(kfg+1) #0 for all k€N, the
formal definition of the probability of having a packet error burst of length fg relies on

the notion of the multivariate normal cumulative distribution function [112]

1 v=nr [U—nr o1
FF1---FeB(U1)é€/ / 052’3 “dzy - - dzgy,
|3|(2m)8 7 mo0 oo
where 1 denotes the column vector of the appropriate length with all entries being equal
to the scalar 1, |-| indicates the determinant, ’ symbolizes the operation of transposition,
while ¥ is a symmetric, positive definite covariance matrix, whose entry in position (i, j)
is the value of cp(7), for 7 = (i —j)¢g+1, if i # j, and 7 = 0 otherwise. We observe that X
is banded [I12], i.e., it satisfies the condition cp(7) =0 whenever 7> [ for some [ >0. This

special correlation structure of 3 allows efficient computation [113] of FF1“Te (Ul’j (z—:p)l).
B
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Since the probability of a packet error burst is negligible when it is smaller than a
specified threshold ep, the largest number of consecutive dropouts with a non-negligible

probability of occurrence ¢f;(eg, €p) can be computed iteratively:

05 (e, ep) = I%gxﬂl»-QB(U;(gP)l) subject to

) (4.49)
F1"‘1..412B(UF (5p)1) 2 £€B-

When [ </g, we have that F}lu,F[B(vlf(sp)l) :FF(U;(%))KB, so it is easy to verify that

In(ep)
m@ (1+erf<”?i?\)/;”))) ’

where ceil(-) and erf(-) are the ceiling and error functions, respectively. The presented

U5 (eB, ep) =ceil (4.50)

closed form expression of ¢ (eB, ep) provides a useful lower bound on its true value
(14.49)).

In summary, the LQMs characterizing the analytic model of the WirelessHART link
are listed in Table They will be compared with the LQMs of finite-state abstractions
of the analytic model in order to validate these abstractions and provide guidelines on the
choice of parameters defining the aforementioned abstractions.

Table 4.1: Analytic LQMs.

Link quality metric Notation
The packet error probability (PEP) nA
The PER’s variance o3
The maximum number of consecutive dropouts | ¢5(e, ep)

4.1.6 Finite-state Markov model

The analytic model of a communication link presented in the previous subsections is de-
fined on a continuous state-space, where the SINR is defined on the set of all ordinary real
numbers, namely I'(¢, ¢¢,, nry , T1) € (—00, +00). Nevertheless, there are several application
scenarios (e.g. decoding in channels with memory, adaptive transmission, as well as mod-
eling of lossy communication link’s error bursts) where using a finite number of channel

states can be more advantageous [3§].
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The coarsest abstraction of the analytic model collapses the infinite-dimensional state-
space into one state with a representative PEP (given by 74 ), which may be seen as a
probability of the packet loss event in the Bernoulli distribution. If random variables are
jointly normal and uncorrelated, then they are independent: if the autocovariance of the
Gaussian process representing the evolution of I'(¢, ¢, , nr,, 71) has ep(7) =0 for all 7>/,
then the i.i.d. Bernoulli model introduces no conservatism.

In a more accurate finite-state Markov channel abstraction the range of SINR is divided
into several consecutive regions, to each of which is associated a certain representative PEP.
A region i of the values of SINR is mapped into a state s; of the related Markov chain
and is delimited by two thresholds (; and (;11 belonging to the set of extended reals.
The steady state probability p; of a state s; is the probability that the SINR is between
thresholds of the region, which is given by

Git1
pi= fr(¢)dc, (4.51)

Gi
while the PEP associated to the same state is given by the expected value of the PER

within the respective region, i.e.

. Ci+1  ptoo
W= /< / (00T b)) frpa0/o) Fuleddady. (@52

The TPM of the Markov channel may be obtained from the level crossing rate (LCR)
analysis [38]. This analysis considers the number of times per second the SINR crosses
each threshold (with the obvious exception of the two thresholds having the values equal
to +00) in a downward direction, divided by the average number of symbols per second
the SINR falls in the interval associated to state of interest (i.e. (p;/Ts) = 62500p; for
the WirelessHART, [12, p.49]). In particular, the well known expressions for the LCR
analysis of a Gaussian process [114] may be used as follows. Let R. denote the rate of

crossing a certain threshold. Then

1 cr (O) — (%7721(;))2 . . A ClQCF (T)
(i) =— ¢ , h = =
Re(G) 27\ (o) e 2r with ¢p(0)

dr?  lr=0
We remark that since cp(7) is examined only for 7 =0, the LCR analysis may introduce
non-negligible approximation errors and should be used with care. When evolving at the
symbol rate, the transition probabilities between the Markov channel’s states are denoted
by IL;sj, 4,7 <N. In the LCR approach they are approximated as
Hz’m’—i—lxw V1<i<N-1,

(4.53)

Hipi—1~ L%ﬁ.)TS, V2<i<N,
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where N here is the number of channel’s states. Such an approximation is valid under
assumptions that the LCR at the chosen thresholds is much smaller than (P;/T) and that
the values of SINR during symbol duration time T either stay in the same region i or
transit to their immediate neighboring regions i+1. When satisfied, the stated assumptions

allow to derive the remaining nonzero transition probabilities as

My =1-1Il1p2
Oypy=1-NpN-1, (4.54)
Mip;=1-Tlip 1 =11 for 2<i<N-—1.

When the aforementioned assumptions are not satisfied, the channel state transition prob-

abilities should be derived from integrating the joint PDF of the SINR over two consecutive
symbol time intervals and over the desired regions [38] as
fii“ fiﬁl fF(ZtA, Zt) dzi—1dz

I . — , 4.55
i>] Dl (4.55)

where, from the definition of the autocovariance, the two-dimensional PDF of the Gaussian

process I'(t) is

1

f( -1 ): ’
reeeE 2my/op — cA(1)

10 (e—1 ) +oR (e —nr) 2 ~2er (1) (e—1—nr) (e —r)

e 2 ‘714**012—‘(1)

Thus, thanks to the closed-form expression of fr(2:—1, 2¢), any transition probability II;;
can be computed numerically. The associated TPM is denoted by II. It is computed by
taking into account the symbol rate, and it is defined as a stochastic N x N matrix with
entries 1I;;;.

Since the values of II;;; depend heavily on the choice of the thresholds delimiting
the regions of SINR associated to each state of the Markov chain, in the literature on
finite-state Markov channel abstractions there are different methods of partitioning the
range of SINR, see e.g. [38, [I15]. In this thesis we consider two well known approaches
for doing such methods of partitioning. The first one consists in choosing v (ep), that
can be computed via , as the only threshold, obtaining a Markov channel with two
modes, namely “good” and “bad”. When the channel is in “good” mode of operation, the
transmissions occur without any errors, i.e. "71(\/%) ~0 (since its exact value is by construction

<ep), while in “bad” operational mode the channel has a probability 771(\/]?) >0 of presenting
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Table 4.2: Characterization of an N-state Markov channel abstraction.

Parameter Notation

The steady state probability Pi

The associated PEP 771(\?
The thresholds G
TPM P

a failure. This model is known as Gilbert channel, see e.g. [38],[39]. In the second approach
of partitioning the range of SINR, the thresholds are selected in such a way that the steady
state probabilities of being in any state are equal [38],[115], i.e. Vi,j <N, p;=p;=(1/N).

As in case of analytic model of the WirelessHART link, also its finite-state abstraction
should evolve at the timescale of the control-related data transmissions, and not at the
timescale of individual symbols. Fortunately, the transition probabilities of channel’s states
in between two control-related data transmissions can be computed simply as ¢g-th power
of I, since the considered Markov channel is time-homogeneous and has a finite number
of states. We define this new TPM as

[Pl P =TI, (4.56)

The values of p;; may also be computed directly by integrating the joint PDF of the SNIR

over two consecutive packet transmissions and over the desired regions, so we could write

fé”lféﬁl fF(Zt—fE—la Zt) dZt—eE—let
b: '

In summary, the N-state Markov channel abstraction of the wireless link is character-
ized by the parameters illustrated in Table knowing that the first and last thresholds

are by construction (1 =—o00 and (1 =+00.

pij = (457)

These parameters are used to define the related Markovian link quality metrics:

the long-run mean PEP of the Markov channel, 1y, is by construction equal to na since

N N Cit1 o0
=Y nipi=Y / / 9 (X1 (0, Tt 6y 7y, 71) ) fra (0/2) o (@) dy,
i=1 i=17Gi —00
(4.58)

while its long-run variance, 01%/[, is given by
N .
=>_ () pi—mi. (4.59)
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To find the maximal number of consecutive packet dropouts with a non-negligible prob-
ability of occurrence, denoted by £, we rely on the notion of a sojourn time in a given
subset of states of a discrete-time Markov process (see [116]). It is defined on a proper
subset of all IV states of the Markov channel, indicated by Sy, where the packets have
a non-negligible error probability, i.e. So = {s; : 7]1(\? > ept. We denote by S; the com-
plementary subset of Sg. S; should contain at least one element. If all the states of the
Markov channel have non-negligible PEP, then the analysis of the sojourn time is possible
only after splitting the N-th state into two, where the new last state, denoted by sy41,
has nl(\/INH) < ep. Since £y is related to the worst-case analysis, the initial state of the
channel is considered to be a state in Sg with the largest value of the PEP. Therefore, by
construction the initial probability distribution vector vy has 1 in correspondence of si,
and 0 everywhere else. The partition {Sp,S;} of the state space of the Markov channel

induces a decomposition of its TPM P into four submatrices:

P

P :
o 01] , with P, = [pij]i,j:ieSA,jeSB , (4.60)
P, P,

where A, B€{0,1}. Accordingly, the probability of having ¢p consecutive dropouts during
k-th visit of partition Py is

A(lp, k)=vo ((H—POO)_1 Py (]I_Pll)_1 PlO)k_l ' (4.61)

P! (TPyo) 1,

where I is the identity matrix of the appropriate size. Then, /7, is obtained as the solution

of the optimization problem
max(/p), subject to A(lp,k)>ep, k>0. (4.62)

In summary, the Markovian LQMs listed in Table [£.3] can be compared with the LQMs
characterizing the analytic model of the radio link (see Table, permitting us to evaluate
and validate this finite-state model of the WirelessHART in straightforward manner.

It is worth mentioning that the wireless needs for industrial applications are signifi-
cantly different from those required for residential, commercial, or military applications
[10]. Many constraints could be taken into consideration such as device cost, system cost,
life-cycle cost, reliability, maintainability, consistency, robustness, extensibility, security,
coexistence, regulatory restrictions, interconnectability, etc. One method for categorizing

the communication needs of industrial applications is classes based on the usage like in
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Table 4.3: Markovian LQMs.

Link quality metric Notation
The long-run mean PEP M
The long-run variance of PER o3
The maximal number of consecutive dropouts D

[10]. Therefore, according to safety, control and monitoring constraints, there are different
classes of communication needs. The ideal link in our plants should satisfy closed loop
regulatory control needs so it belongs to ”often critical” class. An example of these com-
munication needs is that the average packet reception rate should be at least 0.9999 and

the maximum fading length < 500ms [10].

4.2 Summary

In this chapter, we found a tractable representation of the explicit analytic model derived
in chapter To this aim, we approximated it with another random process (e.g. log-
normal process) and then applied moment matching approach to get the signal statistics.
We derived the probability of incorrect received packets taking into account both the
noise and the interference effect. Then, we introduce the LQMs which allow us to enable
accurate representation of the radio link’s average and its extreme behavior. By embracing
these LQMs, we handle a consistent finite-state Markov link. In the next chapter, we will
show on a case study from the automatic control domain how the quality metrics permit
to find a high fidelity finite-state abstraction of the analytic channel useful for solving

networked control problems.
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Chapter
Applying the model

In this chapter, we will apply our model in WNCSs to prove its applicability on different
protocols in different scenarios and how it could allow us to improve the stability and thus
the overall control performance of a closed loop system. We base on some assumptions
to get a simplified yet realistic version of our model [3] and choose WirelessHART as a
wireless industrial control protocol subject to different imperfections. Then, we apply this
model and examine its relevancy on an inverted pendulum on a cart and we get the results
published in [3]. Moreover, we generalize the application to cover other protocols including
ISA-100.11a, IEEE 802.15.4e and present a thorough parametric analysis of the wireless
link model subject to the effect of a persistent interferer with the variation of different

parameters.

5.1 Numerical results

We simplify the model by considering some assumptions. First, we assume the transmit-
ted signal of interest is a quadrature phase shift keying (QPSK) direct sequence spread
spectrum (DSSS) signal with rectangular pulse. Moreover, we assume that the received
signal arrives at the receiver with negligible time offset and phase offset. In particular, for

the same scenario of chapter [3| we have the signal received by the reference user

1 Bi(t)

y(t)=) . aie = si(t) +uwl(t), (5.1)
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—s(dy)
where «; =107 10 is the path loss coefficient, s;(¢) is the quadrature phase shift keying
(QPSK) direct sequence spread spectrum (DSSS) signal, that could be written as

5i(t)=\/2P,a;(t)[br4(t) cos(2m fot) —bg i (t) sin(2m fot)] ,

with P; being the transmitted (Tx) power over the i-th link, a;(¢) the spreading signal,
b;i(t) the baseband data signal on the in-phase (j=1I) or quadrature (j=() component,
fc the center frequency. Notably,

+oo
a;(t)= lefoo aipi.(t — 1), (5.2)

+oo -
b.]ﬂ(t) :Zm:_oo b],l,mp'l,Ts (t_st)’ (5'3)

where {@;;} denotes the spreading sequences for the i-th link and {b;;,,} the binary
data sequence for the i-th link on the I or Q component. Moreover, p; 7. and p; 7, are
rectangular pulses with chip duration 7, and symbol duration 7T;. We assume also a
coherent demodulation, allowing y(¢) to be decomposed into its I and () components,
Y (t) and Yp(t).

Then the next step of our simplified modeling framework is to derive an explicit analytic
model od SINR

5.1.1 Explicit analytic model of SINR

In this case and following [106], the output of the correlation receiver matched to the user

signal is given by

V() =" Yia(t)+W;(0), (5.4)

where Y ;(t) and Wj(t) are the components of y;(t) and w(t),

(@ BT,
Y;i(t) Zaie%\/ #um (5.5)

with u;; being the I or @) component of the transmitted complex symbol w;, while x;(t)
is the same value as in equation

Thus, the SINR (which will be denoted by T in logarithmic scale, and by v when using
the power value, I' = 10log;, (7) [dB]) conditioned to PCEs and shadowing, assuming

A /uai + u%l =1, and after some algebra is
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\/}/]%O(t) +Y35 (1)
\/N(fs —}—Var{ Y12,1(t)+YQ2,1(t) }

t) A2
POeXO( )ao
N 8 27
L tggPrexla

v(t) =

(5.6)

where the expectations are taken with respect to carrier phases, time delays, data symbols
but not with respect to random processes vectors &€(t) = (£o(t),&1(¢)), B(t) = (Bo(t), S1(t))
[106]. No denotes the noise spectral density, G = WTy is the processing gain, W is the
bandwidth, 1/T5 is the symbol rate.

The following step of our modeling process is approximating the SINR function with
another random process, (e.g. log-normal process) and then apply moment matching

approach to get the signal statistics.

5.1.2 Implicit analytic model of SINR

Following the same approach of [I10] and since the time and phase offsets are negligible
so the SINR will be function of just one factor which is the time i.e I'(t). By letting
I'(t)=L~1/2(t), where L(t) can be expressed as

L(t)=De Xo(*) £ Bex1(H)=xo(®) (5.7)
NO 8P1CE%

D= , — . 5.8

402 Py 3GPyo3 58)

So, we apply the moment matching technique [I10] as follows. Let Z(t) be a Gaussian
process with mean 7z, variance O‘%, and autocovariance cz(7), such that L(t)~e?®). Let

E{-} denote the mathematical expectation. Then

Ml = E{L(t)} £ E{ez(t)} = enz-i-%cr% ’
My (1) =E{L(t)L(t+7)} 2 E{ZO+2(t+7)}

=2z tog+ez ()

M, (0) =277 +20%.

134



Solving the equations defining Mj, My(7) and M(0) in nz, 0% and cz(7) yields the
following expressions:
nz=2InM; — 3 InMy(0),
02 =InM(0)—21n Mj, (5.10)
cz(T) =In (Mf/[i(g)> .
Since &;(t) and B;(t) are zero mean independent processes,
M; = DE%(G§0+U§0) + Beé(ogl +G§1 +U§0+0§0)7
M; (T) _ e”)?o+cX0 (T)|:D2+2DB6%O'>?1 +B260>?1 +exq (1) :

where ¢y, (T7)=c¢, (T)+cg, (), O')?i :Ué—i—agi, for i=0,1.

Given the relation between Z(t) and L(t), few manipulations bring to

5

I't)=xkZ(t h =—— 5.11
()=r7(t) where r=—r ", (5.11)
so that I'(t) is a Gaussian process with mean, variance and autocovariance

nr=~RKnNz,

ot =k202, (5.12)

cr (1) =r2cz(1).

In the rest of this chapter, we will denote it by T'(t) ~N (nr, 02), if the relevant values of

cr(7) will be given.

5.1.3 Link quality metrics of the analytic model

We follow the same procedure to derive the LQMs with the assumption that the bit
error ratio (BER, Ry), according to the IEEE 802.15.4-2006 standard [12] which provides
the physical layer of WirelessHART, depends only on the power value v of SINR [12]
p. 268]. Therefore, the packet error rate (PER, Ry) is related to SINR through BER,
where v € (0,00), and both Ry(y) € [0,0.5], Rp(v) € [0,1] are continuous monotonically

non-increasing

Ri(7) = 1Zi2(—1)i<1§> e(2075), (5.13)



Therefore, the expected value of PER and its variance become

+0o0
na= / R, (10%9) f(¢) d, (5.14)
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Figure 5.1: Packet error rate as a function of SINR.

+oo
Ui=/_ R2(1010) fr () d¢ — 13 (5.15)

o0

As we said previously, the PER can be considered negligible when it is smaller than a
specified threshold ep,. In particular, let v be the threshold value of SINR for which PER
= ¢p. The packet error rate is negligible for all values of SINR > v. The probability
of having a non-negligible PER is given by univrite comulative distribution function at
the threshold v i.e. Fr(v). Figure shows an example of this value where s is the
size of a PSDU which determines the packet error probability. This holds true for a
single control-related data transmission. For multiple consecutive transmissions, as we
said previously, we need to consider multivariate CDF which defines the probability of
packet error burst of a certain length. In other words, the probability of a non-negligible

PER over multiple consecutive transmissions depends on the time correlation of the link.
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Between two consecutive control-related data transmissions the link performs a certain
number of evolutions expressed in equation In addition, the maximum number of
consecutive dropouts will be derived as in equation and

5.1.4 Finite-state Markov model

The finit-state Markov abstraction is derived following the exact steps of our model. The
steady state probability p; of a state s; is given as in equation [£.51] However, considering
the assumptions of the simplified version of the model the PEP associated to the same
state is given by the expected value of the PER within the respective region, i.e.
@) 1 [Ci+1 <
=5 ) Ry (1070) fr () dC. (5.16)
The TPM of the Markov channel may be obtained using the same LCR analysis under
the same assumptions indicated in {4] or by integrating the joint PDF of SINR over two
consecutive symbol time intervals and over the required regions as in equation [4.51
The Markovian link quality metrics become: the long-run mean PEP of the

Markov channel, 7, is by construction equal to na in
N . N Gi+1 <

while its long-run variance, 01%/[, is given by

N oG
o=y (N P (5.18)

The maximal number of consecutive packet dropouts with a non-negligible probability of
occurrence, denoted by £f;, can be derived as in chapter [ to get equationfd.62]

5.2 Optimal control over a WirelessHART link

To show the importance of the accurate Markov channel model for the WNCSs, we examine
the inverted pendulum (on a cart) described in [I17], which is controlled remotely over a
WirelessHART link presented in the previous section. We model it as a linear stochastic

system with intermittent control packets due to the lossy communication channel [33]:

Tp41=Azp+Buj+w,  with  uf=vgug, (5.19)
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where, x, is a system state, uf is the control input to the actuator, A and B are state and
input matrices of appropriate size, respectively, uf, is the desired control input computed
by the controller, wy is Gaussian white process noise (with zero mean and covariance
matrix X,,) assumed to be independent from the initial state z¢ and from the stochastic
variable vy, which models the packet loss between the controller and the actuator: if the
packet is correctly delivered then uf = uf, otherwise if it is lost then the actuator does
nothing, i.e., uf =0. We assume full state observation with no measurement noise, and no
observation packet loss, so the optimal control must necessarily be a static state feedback
and no filter is necessary.

In such a setting we compare the performance of two state feedback optimal controllers,
both designed to minimize a cost function, which can be described by

. 1 t * *
J=lim sup EE[ZkZO(kuxk—i—u% Ruf)|, (5.20)

t—o00

where @@ >0 and R >0 are the state and control weighting matrices, respectively. In other
words, () is a positive semi-definite matrix where its eigenvalues could be 0 or positive and
R is a positive definite matrix where its eigenvalues are only positive.

The first state-feedback controller is derived in [33], treating v as i.i.d. Bernoulli
random variables. The obtained state-independent controller and the value of the related
performance index will be denoted respectively as K?.J°.

The second controller is the optimal linear quadratic regulator for a MJLS in the
presence of one time-step delayed mode observations [40]. It considers v; as a random
variable governed by the Markov channel, where the probability of the successful packet
delivery is conditioned to the state of the communication link, i.e., Pr(vy =1 | Oy =s;) =14,
while the probability of the packet loss is Pr(v, =0 | 0 =s;) = 1-7;. The operational modes
are observed by the controller via ACKs that are available only after the current decision
on the controller gain to apply has been made and sent through the channel, since the
actual success of the transmission is not known in advance. We assume that ACKs, and
also the communication channel states (measured through SINR), are not received at the
controller instantaneously, but become available before the next decision on the control to

apply. This means that the state-space representation of the MJLS in closed-loop becomes
Tp1=(A+ve, BKg, | )rp+wg (5.21)

where ng_l is a mode-dependent state-feedback controller, computed as in [40]. The

value of the related performance index will be denoted as Jy.
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To be of any practical use, the system should remain always stable in closed-loop. To
check whether the controlled system is actually stable, we adopt the techniques from the
theory of discrete-time MJLSs [I18]. In particular, we rely on [41], which shows that a
MJLS with one time-step delayed mode observations is mean square stable if and only if

the spectral radius p of the characteristic matrix A is smaller than 1, being

N
(D))o (Dse1) o Do)
7=1 7j=1 7j=1
<CD (((BKj)®(BKj))+<(BKj)®A)+<A®(3Kj)>)) ;
j=1
where, as before, p;; is the probability of transition between the Markov channel’s states,
® indicates the Kronecker product, @ the direct sum, and @ the horizontal concatenation
of two matrices with the same number of rows.

In Section we will check the stability of the closed-loop system through the

computation of p(A), and verify it via a statistical analysis.

L

S
Center of mass

Figure 5.2: The inverted pendulum on a cart.

First, we applied the model on the pendulum on a cart and obtained results published

in [3]. In particular, we investigated the following case study.
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Table 5.1: parameters of the inverted pendulum on a cart.

Parameter Notation
The cart mass 0.5kg
The pendulum mass 0.2kg

The inertia about the pendulum mass center 0.006 kg

The distance from the pivot to the mass center 0.3m
The friction coefficient of the cart 0.1N-s/m

5.3 Numerical case study applied on the first model

The parameters of our inverted pendulum shown in Figure[5.2|are summarized in Table[5.1}
The state variables are the cart position coordinate x and pendulum’s angle from vertical
¢, together with respective first derivatives. We are interested in designing a controller that
stabilizes the pendulum in up-right position, corresponding to unstable equilibrium point
x*=0m, ¢*=0 rad, so the system state is defined by = = [5){, 0%, 00, (5&)},, where x(t) =
x(t)—=x*, d¢(t) = ¢p(t)—¢*. This determines the frame length of the control-related messages:
{r =208 bits. It is assumed that the initial state z¢ equals [0, 0, 75 0}, The process noise
is characterized by the covariance matrix ¥, = vv/, with v = [0.030,0.100,0.010, 0.150]"
To prioritize the goal of maintaining the inverted pendulum in the upright position, we
use the following weighting matrices for all the control schemes being compared: @ =
@(1,0.1,100,0.1) and R=1, so that the weight associated to d¢(t) is much larger than all
other weights. The inverted pendulum on a cart moves in a direction orthogonal to both its
remote controller and the transmitter that creates interference. We set the noise figure F,
of the receiver to 23.8dB (so that its sensitivity is just above —85dBm as required by the
standard [9]). Thus, the noise spectral density No=kpTyF,,, where kp is the Boltzmann’s
constant and Ty is standard noise temperature. The values of other channel parameters
used in this case study are summarized in Table where €1 denotes the machine epsilon,
and e}, is the probability of one data packet loss in a century of continuous operation with

the sampling time of T;, (measured in seconds).
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5.3.1 Case 1

The first case describes the scenario, where the minimum update period of the Wire-
lessHART standard is considered for the control application, i.e., T;, = 0.1s. The distance
between the transmitter-receiver pair of interest, dy, and the distance between the inter-
fering Tx and the reference user, di, have the values shown in Table According to
these values, we have fg = 60, and the implicit analytic model of the channel is character-
ized by the Gaussian process described in Table We underline that 0p1(61) =0. This
means that at the packet level two consecutive data transmissions are independent, so the
i.i.d. Bernoulli distribution is appropriate to model packet losses. The analytic LQMs are
also outlined in Table 5.3l

To show the usefulness of the derived link quality metrics, we first construct a three-
state Markov model with equiprobable partitioning of the range of SINR, as introduced
in Section [I.1.6] Specifically, the range of SINR is partitioned in such a way that the
steady state probabilities of being in any state are equal. The related TPM is derived

from either LCR analysis via (4.53|) and (4.54)), or by integrating fr(z:—1,2:). We have
for both approaches that

(Pi)i_,=(1/3,1/3,1/3),
(Ci)i_y = (—00,3.522,9.139, 00) (5.22)
()2, =(0.339,4.4-1079,0)..

Therefore, from (5.17) and (5.18) we get respectively my=0.113 and o3; =0.026. TPMs
describing the evolution of the Markov channel at the symbol rate, denoted by II;, and
TPMs of the Markov channel evolving at the packet rate, P;, (with ¢ = L. when the

transition probabilities are obtained from the LCR analysis, and ¢ =1 when the integration

of fr(zi—1,2¢) is used) are

0.997 0.003 0 0.532 0.315 0.153
I, ={0.003 0.994 0.003|, IIy=[0.3146 0.371 0.3146 ;
0 0.003 0.997 0.153 0.315 0.532
0.846 0.141 0.013 1/3 1/3 1/3
PL=|0.141 0.717 0.141|, P;=|1/3 1/3 1/3|.
0.013 0.141 0.846 1/3 1/3 1/3

Importantly, the values of P1 show that at the packet level two consecutive data trans-

missions are independent, while the structure of Py, erroneously indicates the correlation
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Table 5.2: Parameter values for case study.

. Value .
Parameter Notation Unit | Reference
Case 1| Case 2| Case 8
Symbol rate 1/T; 62.5 ksymb/s | [119]
Chip rate 1/T. 2 Mchip/s | [119]
h |
Channe W 2 MHz | [12]
bandwidth
Users speed Vo, V1 5.37 m/s | Pendulum
Shadowing
: degs dey 9 m [80]
decay dist.
hadowi td.
Shadowing s 080504 2 dB [120]
dev
PCE std. dev. Oeqs ey 1.5 dB [110]
PCE }
CE decorr Teor ey 1.52- 1073 s [L10]
time
Ref. user Tx
power
Interf. Tx power P 10 dBm [9]
Dist. ref. Tx-R :
18 re ' X-hx dO 6 6 10 m IHdOOI‘.
pair 1-
Dist. interf. p 10 10 1
m
Tx-Rx pair ! 10m
Publish data [80]
message update T, 100 5 5 ms [9]
period
Negligible PER 1 .
threshold “p (1/T.)-360024-36525 scalar | Design
Negligible choice
packet error €B 100e4 scalar
burst threshold
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Table 5.3: Results of case study.

Parameter Case 1 Case 2 Case 3
1 6.331 6.331 -9.061
] o? 42.504 42.504 42.505
Gaussian
2 60 3 3
process
cr(1) 19.825 19.825 19.826
cr(lg+1) 0 1.373 1.373
. A 0.113 0.113 0.871
Analytic 2 0.087 0.087 0.098
LQMs ox ) ) )
U5 (e, €p) 36 40 2270
Pi (0.413,0.587) | (0.437,0.563) | (0.986,0.014)
Gilbert 7}1(\? (0.274,0) (0.258,0) (0.883,0)
channel (o :v;(sp) 4.889 5.302 5.302
abstraction p 0.4130.587 0.454 0.546 0.986 0.014
0.4130.587 0.4246 0.575 0.9846 0.015
0.113 0.113 0.871
Markovian 2 0.018 0.016 0.011
LQMs oy ) ) )
o 36 40 2011
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between the channel states. Fortunately, the difference in the maximal number of consec-
utive dropouts helps to discover this mistake, since (for the same values of eg, ) we have
that (1, =441, {5 =77, while from the application of either , or , we have
that £ =36. This discrepancy in the values of /1, and {3 also indicates that the simple
equiprobable partitioning of the range of SINR is not the best choice, since it does not
consider the value of Ulfl(ep) in deriving the thresholds (;.

Consequently, we consider also a Gilbert model of the WirelessHART link. Henceforth,
we will use only the integration of the joint PDF of the SINR over two consecutive packet
transmissions to compute exact values of TPMs P directly, via (4.57)). The characteristics
of the obtained Gilbert channel abstraction of the radio link and its LQMs are reported
in Table Notably, we have that ¢, = 36, and also {3 = (5(eB,,ep) = 36. There-
fore, as expected, the Gilbert channel is well suited for studying the maximal number of
consecutive dropouts.

It is worth mentioning that the update period used in this case i.e T, = 0.1s is a
bit long to ensure the stability of the real inverted pendulum on a cart. However, we
could stabilize it because, as we said before, we approximated the non linear model of
the pendulum by the linear one as in [41]. Advanced control methods, such as the model
predictive ones or the adaptive methods, could be used to get a better representation of

the non linear model.

5.3.2 Case 2

The minimum update period T = 0.1s of the WirelessHART standard is too slow for
several control applications and it makes the wireless link uncorrelated at the packet
level. Thus, in view of the continuous development of mobile network technologies that
support much higher update rates, we consider T,, = 0.005s, i.e. Case 2 in Table
The characteristics of the implicit analytic model of the radio link and of its finite-state
abstraction via Gilbert model are reported in Table We notice that the higher update
rate does not change the values of nr, o2, and cr(7), which are computed via .
Accordingly, also the values of na and Ui, that are obtained respectively through
and , remain the same as before. However, with /g being equal to 3, we have
cr, (4) = 1.373: there is a correlation between the control-related transmissions. Since a
smaller value of €}, is used in this case, then U;Q(Ep) =5.302. Therefore, the lower bound of
E*B2 computed via becomes 39 while its exact value obtained from is 40. The
associated Gilbert channel, with characteristics and LQMs shown in Table is still able
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Figure 5.3: Traces of the system’s state that are generated under the Markovian

control law over the analytic WirelessHART channel.

to closely track the behavior of the analytic model, which is evident from the comparison

of the respective LQMs.

5.3.3 Case 3

This case shows the real utility of the accurate finite-state Markov channel models in
networked control applications. This scenario describes the situation with a sustained
jamming activity. The analytic and Gilbert channel abstraction have the values depicted
in Table where f’;g =2270 is computed via , while its lower bound from is
2263. The discrepancy with K*DB =2011 is due to the numerical precision of the operations
involved in computing .

We consider the networked control application implemented over this link, and analyze
the performance of both the optimal linear quadratic regulation with Bernoulli and Gilbert
abstractions of the analytic wireless channel. The state space representation of the

controlled system linearized about the unstable equilibrium point and discretized with
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sampling period T, =0.005s is defined by

1 0.005 0 0 0
0 0999 0.013 0 .
A B- 0.009 .
0 0 1 0.005 0
0 —-0.002 0.156 1 0.023

The matrix A is unstable, since its eigenvalues are eig(A) = (1.028,1.000,0.999,0.972).
It is easy to verify that R >0, @ = 0, and the pairs (A, B) and (A, Q) are controllable,
so the closed-loop system is asymptotically stable, when v, =1 for all k. The critical
probability v, for the networked control over Bernulli channel [33] for this system is 0.053,
so that maximal length of the fading sequence with the probability of occurrence larger
than ep is 573, i.e. it is much smaller then 2270. Still, since 7 =1— na, > v, we may
try to apply the controller K as in [33]. We obtain K°=[0.024, —3.252, 255.665, 45.958],
J? =1.25-10% By checking the stability of this controller when applied to a Gilbert
channel case, we find out that p(Ab) = 1.000065 > 1, so the system is unstable. If we
exploit the information available from the Gilbert channel to construct a MJLS with
one time-step delayed mode observations presented at the beginning of this section, we
obtain K{ = [—0.754, —3.668,114.502,20.698], K§ = [—0.764, —3.713,115.912,20.953], so
that J¢=451.124. This controller stabilizes the system, since p(A€)=0.997<1.

It is crucial to highlight that since p(A€) is very close to 1 thus it will converge very
slowly and if the link condition is worsen, the spectral radius will become greater than
1 and it will not converge. Nevertheless, it can be more robust if we have access to the
parameters of the link. Specifically, if we have, for example, higher power thus we have
less packet loss and the value of the spectral radius will be further from 1.

To validate the presented results, we have simulated the behavior of the inverted pen-
dulum on a cart, with a remote controller implementing either the Bernoulli, or Markovian
control law, and sending the data over the analytic WirelessHART channel. Specifically, we
randomly generated 10000 admissible evolutions (each one with 4000 samples accounting
for 20s of operation) of the analytic channel, and used them for both control strategies.
Since both Bernoulli and Markovian controllers do not consider any constraints on the
system states or control inputs, all the physics-related constraints were neglected in our
simulations. Figures and depict statistical results of our simulations: it is evident
that Figure shows a stable system behavior of the linearized inverted pendulum on a
cart when it is governed by the remote Markovian controller, while the behavior of the

pendulum controlled remotely by a Bernoulli strategy, that is reported in Figure [5.4] is
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Figure 5.5: Traces of the system’s state that are generated under the Bernoulli

control law over the same analytic WirelessHART link (special case).

clearly unstable, as it was expected from our analysis of stability conditions based on the
spectral radius of the characteristic matrices.

It is worth mentioning that using the sampling period of IEEE 802.15.4e LLDN su-
perframe which is T,, = 0.01s with shorter overhead of LLDN specification thus the size
of PSDU is 33 bytes, we have no information loss and with 12 states Markov channel we
abstract perfectly the analytic model. Figures and show for this special case how
the inverted pendulum is still stabilizable with accurate Markov control law based on one
time step delayed channel state observations while it is unstable using Bernoulli law in

such harsh propagation environment.

5.4 Parametric analysis of the ideal wireless link

and choosing the scenarios for the standards

In order to choose the ideal scenario for industrial standards before the existence in the
environment, we set the constraints of the average packet reception rate and the maximum

fading length as mentioned in chapter After generalizing the derived model to cover
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Table 5.4: The parameters of the ideal scenario of each standard.

Standards
Parameter | unit | IEEE 802.15.4e | WirelessHART | ISA-100.11a
T, s 0.01 0.1 1/32
lr octet 62 102 63
P dBm 0 1 0
do m 10 10 10
o¢, dB 10015 10015 10015
T4 dB 2 2 2
Teo dB | 152%107° 15251078 | 1.52% 1073
dcy m 6.5 [3-30] [3-19]
Vo m/s 5.37 5.37 5.37
NA dB | 0.092 %1073 0.075%10=* | 0.093 x 1073
042 dB 0.06 x 1073 0.05 % 1073 0.06 * 1073
S ms 40 400 125
nr dB 16.4 16.9 16.4
or dB 4.61 4.61 4.61
cr(lg) dB 2e—3 0 le—15

more standards other than WirelessHART, for example IEEE802.15.4e and ISA-100.11a,
we apply a parametric analysis to discuss the effect of different parameters on the stochastic
characteristics of the link and the link quality metrics. In order to choose the ideal scenario
for each standard we will discuss the effect of the following parameters on the packet error
probability and the maximum fading length. These parameters are the power of the device,
the distance between the device (transmitter) and the receiver, the logarithmic residual
power control error standard deviation, the shadowing correlation standard deviation,
the decorrelation time, the device velocity and the decorrelation decay distance. After
choosing the following update period and using 6 variables in the plants for each standard
ie. (T, =0.01,0.1,1/32) s, ({r = 62,102,63) octets for IEEE802.15.4e, WirelessHART
and ISA-100.11a respectively, we apply a parametric analysis to show the effect of each
aforementioned parameter on the chosen constraints.

Table [5.4]shows the selected parameters for the ideal scenario for each standard before
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Figure 5.10: The effect of the standard deviation of power control error on the PEP.

the existence of the interferer. In the discussion below, we explain why we choose these
parameters.

Power: from equation[5.12|we can analyze the effect of each parameter on the stochastic
characteristics of the link by substituting explicitly each variable by its value. If we increase
the power of the device the mean of the corresponding Gaussian process will increase.
However, the variance and the autocovariance will remain almost constant. The PEP, the
PER’s variance and the maximum fading length will decrease. Figure shows the effect
of the power on the link for all the standards. As we see the values of the power in Table
[£.4] for each standard fulfill the aforementioned constraints.

Distance: Increasing the distance between the transmitter and the receiver will de-
crease the mean of the Gaussian process and without any significant effect on its variance
and autocovariance. Moreover, increasing the distance, according to will decrease
the pathloss and as a result it will increase the PEP, PER’s variance and the maximum
fading length. Figure describes the distance effect on PEP. As it is shown the farther
the device from the receiver, the greater the PEP and the worse the link. Figure [5.9shows
the effect of the path loss squared per power on the PEP. We notice that the higher this
parameter the smaller the PEP.
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decay distance for IEEE 802.15.4e.
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Figure 5.16: The autocovariance vector as a function of velocity per decorrelation
decay distance for WirelessHART.
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The logarithmic residual power control error standard deviation has a logarithmic
impact on the stochastic characteristics of the link. Increasing its value will increase the
standard deviation of the Gaussian process without any significant change of the mean
and the autocovariance. Moreover, it will worsen the whole LQMs. From Table[5.4] Figure
[5.10| we ensure that the selected values satisfy our constraints.

The shadowing correlation standard deviation has also a logarithmic effect on the
stochastic characteristics of the link where it affects the variance of the Gaussian process
and the autocovariance without any significant change of the mean. It will also lower the
quality of the LQMs. Figure shows the effect of this parameter on the PEP which
increases by increasing this parameter.

The decorrelation time will just affect the autocovariance of the Gaussian process,
where increasing this time will augment the autocovariance vector, which is a vector
containing cr(nfg) non zero values, where n is an integer number. Figures and
[b.14]illustrate the effect of this parameter, i.e decorrelation time, on the autocovariance for
IEEE802.15.4e, WirelessHART and ISA-100.11a respectively. As we can see from Figure
that when the decorrelation time is smaller than 1.5s the autocovariance is almost
constant and when it becomes greater than 1.5s then the higher the decorrelation time,
the greater the autocovariance. Whereas, the autocovariance vector of WirelessHART and
ISA-100.11a in Figures and for the same value of decorrelation time, for instance
Teo = 45, has just two values comparing to the case of IEEE 802.15.4e. In other words,
the packets are less correlated in Figures and comparing to the parameters of
Figure [5.12]

The decorrelation decay distance: This distance is used to describe the correlation
properties where a short decorrelation distance indicates that the shadow component varies
quickly as the object moves and a longer decorrelation distance refers to a slowly shad-
owing. The decorrelation distance is defined as the distance to which the correlation
coefficient has dropped to e~!, which is a commonly used value in the literature [81]. It is
on the order of the size of the blocking object or cluster of these objects [12I]. Therefore,
having different scenarios and applications might result in different decorrelation distances.
Moreover, increasing the decorrelation decay distance will increase the correlation proper-
ties and the autcovariance as it is shown in Figure for IEEE802.15.4e which illustrates
the autocovariance as a function of velocity per decorrelation decay distance Vj/dq . The
same result idea is obtained for the other two standards as in Figures and
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5.5 Parametric analysis of the wireless link mod-

els

This section presents the parametric analysis of the wireless link model subject to the
effect of a persistent interferer with the variation of its different parameters including the
decay decorrelation distance, the sampling time, the power of the interferer, the distance
between the interferer-receiver pair, the length of the message, the number of the Markov
chain states, the standard deviation of residual power error, the standard deviation of the

shadowing correlation, and the decorrelation time.

5.5.1 Decay decorrelation distance

We apply a Monte Carlo simulation of the analytic model, the moment matching model
and the Markov chain one. The minimum sampling rate of IEEE802.15.4e standard (
T, = 0.01s) [5] is chosen together with other parameters of this standard in Table The
interferer has the same nature of the useful device and it is 14m farther from the receiver.
Table shows the impact of changing the decorrrelation distance on the characteristics
of the channel. The bigger the blocking object, i.e. the longer the decorrelation distance,
the longer the autocovariance vector. This imposes an upper bound of the decorrelation
decay distance, i.e. the maximum value of this parameter for which the first order Markov
chain is able to perfectly represent the stochastic characteristics of the link. Therefore, as
shown in Table using a value of the shadowing decay distance ( de; = 9m), [80], the
first order Markov chain is not able to perfectly abstract the stochastic behavior of the link
where cp(20p) = 2% 10~2dB, whereas as long as d.; <= 6.8m, a first order Markov chain
is sufficient to abstract the behavior of the link. Figure displays the autocovariance
vector as a function of the decorrelation distance, and therefore it shows the effect of this
parameter on choosing the memory of the Markov chain abstraction. We notice from the
figure that as long as d.; <= d.g the autocovarince remains almost constant. Moreover,
It is clear from this figure that having a large obstructing object that causes dc >= 14m
will result in a longer autocovariance vector and thus will require at least a fourth order
Markov chain abstraction.

In Table nr, or, MMM, OMM, NMyvc, oymce refer to the mean and the standard
deviation of the stochastic process representing the SINR obtained through each of the

previously described methods: analytic, moment matching and Markov chain, respectively.
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The values of the aforementioned variables obtained through Monte Carlo simulation are
reported in Table The mean of each solution is thus evaluated and results show
that the mean of the moment matching matches the mean of the Gaussian process with
an absolute error equals to 2 % 10™%, and the mean of the Markov chain matches the
one of the moment matching with an absolute error of 2.5 x 10~4, whereas the standard
deviation error of the moment matching with respect to the one of the stochastic process
is 1.45 % 1073. The error of the standard deviation of the Markov chain with respect to
its corresponding value of the moment matching is 0.276. We notice that the last error is
larger than the previous errors and this is due to the fact that we have used only four states
in this analysis for the Markov chain: increasing the number of states will diminish the
error but at the expense of computational complexity. It is worth mentioning that having
a slower sampling rate will increase the upper bound of the decorrelation decay distance
at which the first order Markov chain is sufficient to perfectly represent the wireless link.
For instance, when the update rate is 0.02s this upper bound becomes 13.6m, whereas
it is 20.4m when the sampling rate is 0.03s etc. Moreover, it should be pointed out that
changing the decorrelation decay distance will change the quantization levels of SINR
values. Moreover, having this interferer at 14m far from the receiver will change the
LQMs. In particular, the PEP, the PER’s variance and the maximum fading length will
be increased to 0.5 % 1073, 0.12 x 1073, 220ms respectively. Therefore, the communication
needs are not perfectly satisfied as it was in the ideal scenario without the interferer,
especially the PEP. It should be pointed out that if we have the same scenario with the
other two standards the first order Markov chain can perfectly abstract the channel for all
the values of d.; = [3 — 20] since the probability of the future state depends only on the

current state, in other words, the autocovariance vector just contains one value.

5.5.2 The interferer power

Different devices in the industrial environment might produce different power. Various
effects on the studied link arise while assuming a scenario where the interferer could have
different power and at the same distance as in the previous analysis i.e., d;; = 14m.
First, the higher the power of the interferer, the smaller the mean of the Gaussian process
and the smaller the second quantization level after (—oo) as depicted in Table for
IEEER02.15.4e. Second, the PEP and the maximum dropouts increase if the power of the
interferer increases. Moreover, it is noteworthy that the variance and the autocovariance

vector for this scenario will not have a crucial change when changing the power.
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Table

5.5:
IEEER02.15.4e.

The parametric analysis of the decay decorrelation distance for

da | Nr or [ Mumm [ Oum | Tvc | Omc cr(lg) cr(20g) cr(30g) cr(40g)
©ase | ;] [dB] | [dB] | [dB] | [dB] | [dB] | [dB] | [dB] [dB] (4B (4B
1 3 | 5.204 | 1.726 | 5.205 | 1.727 | 5.206 | 1.601 | 3.9 % 107° 0 0 0
2 4 |5.203 | 1.724 | 5.203 | 1.725 | 5.204 | 1.601 | 3.9%10~° 0 0 0
3 5 | 5.204 | 1.726 | 5.205 | 1.727 | 5.205 | 1.602 | 3.91 % 107© 0 0 0
4 6 | 5.204 | 1.725 | 5.205 | 1.728 | 5.205 | 1.601 | 4.36 % 10~© 0 0 0
5 |6.5|5.204 | 1.724 | 5.205 | 1.727 | 5.204 | 1.601 | 7.79 % 106 0 0 0
6 [6.8]5.204 | 1.725 | 5.204 | 1.727 | 5.204 | 1.602 | 0.015 * 103 0 0 0
7 7 | 5.203 | 1.724 | 5.206 | 1.729 | 5.205 | 1.601 | 0.025% 1073 | 110~ 0 0
8 8 | 5.203 | 1.725 | 5.203 | 1.728 | 5.203 | 1.602 0.0003 0.96 x 10712 0 0
9 9 | 5.203 | 1.726 | 5.204 | 1.728 | 5.204 | 1.601 0.0015 0.32% 1079 0 0
10 | 10 | 5.207 | 1.727 | 5.206 | 1.728 | 5.203 | 1.602 0.005 0.02 %1076 0 0
11 |11 |5.203 | 1.727 | 5.204 | 1.728 | 5.205 | 1.601 0.0128 0.44 %1076 0 0
12 |12 5.206 | 1.726 | 5.206 | 1.727 | 5.203 | 1.602 0.026 4.5 %1076 0 0
13 | 13 | 5.207 | 1.724 | 5.205 | 1.728 | 5.204 | 1.601 0.044 0.03 %1073 0 0
14 |14 | 5.204 | 1.727 | 5.204 | 1.726 | 5.204 | 1.601 0.067 0.0001 4.9% 1079 4%1071°
15 | 15 | 5.204 | 1.727 | 5.204 | 1.730 | 5.204 | 1.602 0.095 0.379 % 1073 { 0.058 + 1076 | 0.34 x 10~12
16 | 16 | 5.204 | 1.727 | 5.205 | 1.727 | 5.204 | 1.602 0.127 0.983 %1073 | 0.435 %« 107% | 0.011%107°
17 |17 | 5.207 | 1.727 | 5.204 | 1.725 | 5.205 | 1.603 0.16 0.0022 2.3%107% | 0.196 % 10~
18 | 18 | 5.203 | 1.725 | 5.204 | 1.727 | 5.205 | 1.601 0.195 0.0042  |0.009 %1073 | 2.19%107°
19 | 19| 5.206 | 1.727 | 5.203 | 1.728 | 5.203 | 1.602 0.23 0.0073  0.031%1073|0.0169 + 1076
20 |20 |6.322 | 1.727 | 5.204 | 1.725 | 5.204 | 1.601 0.266 0.012 0.08 %1073 | 0.097 % 105

5.5.3 Interferer-receiver distance

The impact of the interferer-receiver distance is significant when the interferer is at a closer

distance from the receiver with respect to the reference transmitter. The closer the inter-
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Table 5.6: The parametric analysis of the interferer power.

P (o | cr(Ce) . i b Thresholds
[dB]|[dB]| [dB] [dB] [dB] | [ms]

2 (9.133(1.709(0.015 * 1073]0.043 + 1075]0.021 « 1076 40 |7.981,9.133,10.286

4 18.194(1.717/0.015 % 1073|0.064 * 1076]0.052 «+ 107 60 |7.006,8.164,9.322

6 [7.184]1.722(0.015% 1073 7.4%107% [0.93%107%| 80 |6.022,7.184,8.346

8 16.195[1.725|0.015 * 1073]0.067 * 1073|0.012 * 1073| 130 | 5.033,6.19, 7.360

10/5.204|1.728(0.015 * 1073 0.47 x 1073 | 0.12 x 1073 | 220 |4.039,5.204, 6.369

ferer to the receiver, the longer the maximum dropouts and the higher the PEP. Moreover,

we find out that changing the distance of the interferer-receiver pair will change the mean
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of the Gaussian process that describes the link. However, the variance and the autocovari-
ance will slightly change. Furthermore, the quantization levels of the states of the Markov
chain which describes the channel will change. Fixing the shadowing decorrelation dis-
tance to its upper bound, i.e. d.; = 6.8m for IEEE 802.15.4e, and using the transmitter
ideal parameters, Table demonstrates the influence of changing this distance on the
link. As it is reported, the greater the distance between the interferer-receiver pair with
respect to the reference transmitter-receiver distance, clearly the less its impact on the
channel, so the better the LQMs and the larger the second threshold after —co. Since the
upper bound value of the decorrelation decay distance is exploited, the first order Markov
chain is perfectly able to represent the channel: cp(2¢g) =0 for all values of d; and the
first value of the autocovariance vector will not greatly change.

Table 5.7: The parametric analysis of the interferer-receiver distance.

nvm [Omm | cr(lg) nA oA 153

dy [dB] | [dB] (dB] [dB] [dB] s] Thresholds

6 |—5.539/1.731/0.015 x 1073|  0.992 0.0038 |121172331.04|—-6.706, —5.539, —4.371

8 | —3.04[1.731]0.015 % 1073  0.856 0.077 52257.95 |—4.208, —3.041, —1.873
10| 0.394 [1.731]0.015 %« 1073  0.217 0.106 31.75 —0.773,0.394, 1.562
12| 3 [1.730]0.015% 1073 0.0155 | 6.7¢ —3 1.16 1.837,3,4.171

14| 5.204 |1.7280.015 * 1073/0.47 * 1073/0.12 % 103 0.22 4.039,5.204, 6.369

5.5.4 Sampling rates

The selection of sampling rates is an important issue. It is a joint parameter that affects
both channel and control dynamics [1], and as a consequence, needs to be set carefully. In
industrial applications, for economic reasons, sampling rates are kept as low as possible,
therefore there is more time available for the control algorithm execution. However, the
wireless standard used in the WNCS has some limitations on the update rate. In our work
[3], we used the WirelessHART standard, which is too slow for several control applications:
the packets of the wireless link are always uncorrelated and a Bernoulli abstraction is

sufficient to represent the stochastic characteristics of the link. However, several control
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applications require a faster sampling rate to meet the growing demands of high reliability
and low latency constrains of industrial applications. The IEEE 802.15.4e standard has
been released to address the aforementioned issues and support a short update rate T, =
10 ms [122], which is more convenient for fast dynamic applications like the inverted
pendulum on a cart. Moreover, ISA-10.11a has update periods starting from 1/32 ms
increments up to 3600 s [10]. Table shows the effect of changing the sampling rate
on the stochastic characteristics. Changing the sampling period will not have a major
effect on the stochastic characteristics of the wireless link but it has a notable impact
on the autocovariance vector as shown in Table [5.8, The shorter the update period,
the more correlated the packets are, thus the autocovariance vector would be longer. In
particular, choosing the shortest update period of ISA-100.11a would make the packets
very correlated and the autocovariance vector would be 128 elements length. Moreover,
if we fix the length of the message for this standard and use a longer update period, the
maximum fading length will be decreased. Furthermore, from Table [5.8] although the first
case satisfies the maximum fading length constraint, it doesn’t fulfill the PEP limitation
because of the imperfections caused by the interferer. It is worth noting that when the
sampling rate is too slow, for instance for our plant is greater or equal to 2s, the plant is

not controllable anymore.

5.5.5 The length of the message

There is an argument that the message size should be small to achieve reliable wireless
delivery [60, p.74]. The contention is that, on one hand, the shorter the message, the
quicker it will be transmitted hence the less chance that it will be corrupted by noise. On
the other hand, it is preferable to combine several commands in one message to enhance
throughput. This likewise could improve reliability as sending commands individually will
expose each of them to interference. Therefore, the message length ought to be chosen as
a trade-off between the reliability and throughput. In addition, the physical frame in each
standard is specified. For example, most IEEE 802.15.4 physical layer only support frames
of up to 127 bytes (adaptation layer protocols such as 6LoWPAN provide fragmentation
schemes to support larger network layer packets). Table shows how changing the
length of the message would affect the link stochastic characteristics and the LQMs for
IEEE 802.15.4e. By changing the command number, which is the key attribute assigned
to the variable to be written [13], and changing the number of the variables the mean and

variance of the corresponding channel model will not be affected. However, increasing the
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Table 5.8: The parametric analysis of the sampling rate.

%1 [oeciets] reference n[gg] 0[2{113%] cr[c(g]) FJ‘B] ([T&AB] [%S]
0.01| 62 | [I3] |5.204(1.727]0.015 % 1073]0.47 + 1073]0.12 + 1073|220
1/32| 63 | [10] |5.204[1.727| 1x1071 | 0.0005 | 0.00012 625
0.1 | 102 | [13] [5.204|1.727| 11071 | 0.0007 | 0.00021 1900
0.25| 102 | [13] |5.204|1.727| 1% 10~ | 0.0007 | 0.00021 1700
0.5 | 102 | [13] [5.204|1.727| 1%10~1 | 0.0007 | 0.00021 1600

1 | 102 | [13] |5.204(1.727| 1%1071° | 0.0007 | 0.00021 1500

2 | 102 | [13] |The described plant sampled at T's = 2 s is uncontrolable

number of the variables would render the packets more correlated. Moreover, the LQMs

get slightly worse by increasing the length of the message.

5.5.6 The number of Markov chain states

Increasing the number of states of the Markov chain will increase the abstraction accuracy.
In particular, the mean and variance of the Markov chain will match more precisely the
ones of the analytic model. However, at a certain number of Markov chain states, increas-
ing their number will barely improve the model precision at the expense of increasing the
complexity. Thus, the number of the Markov chain states has to be chosen as a trade off
among the degree of accuracy and complexity. Therefore, according to Table if we
use 50 Markov chain states we can tolerate (4 * 1073) of an absolute error between the
Markov chain stage and the analytic one. Moreover, the number of states that makes the
standard deviation of the Markov chain perfectly match the one of the moment matching

for the same scenario used in the previous analysis ends up to be 120 states.
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Table 5.9: The parametric analysis of the length of the message.

Comm. lr nMM | oMM er(¢e) er(20g) na oA o
Number |[octets]| [dB] | [dB] [dB] [dB] [dB] [dB] [ms]
1 14 |5.204|1.727| 11071 0 0.13 % 1073]0.015 % 1073| 190
3 18 |5.204(1.727| 11071 0 0.16 * 1073]0.023 * 1073| 200
3 23 |5.204|1.727| 1%1071° 0 0.2 1073 ]0.033 * 1073| 200
3 28 [5.204(1.727| 1x1071° 0 0.23 % 1073]0.043 x 1073| 210
3 33 |5.204(1.727| 1x1071° 0 0.28 * 1073]0.054  1073| 210
9 62 |5.204(1.727| 0.15e — 3 0 0.47 %1073/ 0.12 % 1073 | 220
9 70 |5.204[1.727/0.127 * 1073(0.047 * 10~ '2/0.52 % 1073 0.13 % 1073 | 220
9 78 15.204|1.727]0.59 % 1073 |1.081 % 1072|057 + 1073 0.16 + 1073 | 230

5.5.7 The logarithmic residual power control error standard
deviation and the shadowing correlation standard de-
viation

As we saw the effect of these two parameters on the link and the LQMs, the interferer’s
parameters affect the channel in the same manner. Thus, the standard deviation of the
power control error affects mainly the variance of the Gaussian process and decrease the
quality of LQMs. The standard deviation of the shadowing correlation affects the variance,
autocovariance and worsen LQMs too as it is depicted in Table and Table

5.5.8 The decorrelation time

As mentioned before, this parameter affects mostly the autocovariance of the Gaussian
process where by increasing this time, the packets will be more correlated and a higher
order Markov chain model is needed to better abstract the analytic model as shown in
Figure [5.19
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Figure 5.19: The autocovariance vector as a function of decorrelation time of the
interferer for IEEE 802.15.4e.
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Table 5.10: The parametric analysis of the number of the Markov chain states.

States Ui or TIMM |OMM | TTMC | OMC
Number | [dB] | [dB] | [dB] |[dB]| [dB] | [dB]
2 5.202 | 1.724 | 5.205 |1.727| 5.206 | 1.357

4 5.203 | 1.725 | 5.204 |1.726| 5.204 | 1.603

10 5.202 | 1.725 | 5.202 |1.728]| 5.206 | 1.692

20 5.204 | 1.727 | 5.204 |1.728| 5.205 | 1.713

50 5.203 | 1.725 | 5.204 |1.727| 5.204 | 1.723

100 5.204 | 1.725 | 5.206 |1.727| 5.202 | 1.726
120 5.204 | 1.727 | 5.204 |1.727| 5.204 | 1.727

Table 5.11: The parametric analysis of the standard deviation of the residual power

control error

o, Ny [0y | cr(Cg) nA oA 143
[dB] |[dB]| [dB] [dB] [dB] | [ms]
10%14 | 5.204 [1.721/0.05 % 1073/0.46 * 1073 0.11 %+ 1073 | 220
10%17 | 5.204 |1.741/0.05 % 1073/0.51 * 1073 0.13 + 1073 | 220
1092 | 5204 |{1.764|0.05% 1073 0.5 1073 | 0.16 * 1073 | 220
1093 | 5.204 |1.865|0.05 % 1072|0.95 * 1073/0.306 * 1073| 230
1094 | 5.204 {2.015/0.05% 1073 0.0018 0.0007 | 230

It is interesting to mention that the autocovariance vector plays an important role

in stability of the system. In particular, when it is all zero we can apply the Bernoulli
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Table 5.12: The parametric analysis of the standard deviation of the shadowing

correlation.

MM |OMM Cp(gE) C[‘(QKE) na gA K’é
[dB] |[dB]| [dB] [dB] | [dB] [dB] | [ms]

e

1.5 | 5.204 |1.597/0.01 %1073 0 0.22 %1073/ 0.11 x 1073 | 220

2 | 5.204 |1.727(0.015 % 103 0 0.47 %1073/ 0.12% 1073 | 220

2.5 | 5204 [1.882]0.022 % 10731 « 10~%|  0.001 |0.16 %1073 | 230

3 | 5.204 [2.056(0.029 x 10731 % 10| 0.0021 [0.306 * 10~3| 230

4 | 5204 |2.445(0.049 * 10~3|2 %« 10~2| 0.0071 0.0007 | 240

controller to control the plant since all packets are independent. However, when it becomes
significant at the packet level, so it is not zero, and all the other elements of the vector are
zeros then we have to use the first order Markov chain representation which works until
a certain point. For a longer autocovariance vector we need a higher order Markov chain

or a more complicated ones.

5.6 Discussion

As we have seen, our proposed model in this thesis allows us to abstract the link behaviour
subject to several imperfections. It permits us to design a controller that guarantees
stability and thus improving the control performance of the overall closed loop control
system. However, the findings of this study have to be seen in light of some limitations.
In particular, our research methodology were based fundamentally on the PHY layer thus
network characteristics mainly related to data link layer (e.g. reliability, latency, jitter
etc) and mechanisms including scheduling, routing etc, were not taken into account in this
study. In other words, our model can abstract the real model under certain conditions in
specific scenarios in which these mechanisms could be neglected. For instance, assuming
that we use the same frequency we could neglect the need for scheduling. Another example

is when the latency of the network is relatively small, i.e in the order of 107% and we
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reason that the update period is T}, = 0.01 s therefore, the latency could be neglected. On
the other hand, if the latency is comparable with T, so the model is not valid because we
are not in the scenario of 1 time step delay anymore. Therefore, the cross-layer view is not
considered in our proposed model, and this creates the main limitation which prevents us
from implementing the proposed work in real embedded systems. Thus, I have included
this further research in my future plan so we can have a more thorough model abstracting
the stochastic characteristics of the link and considering several mechanisms.

Moreover, during the derivation of our model we adopted the highly absorbing envi-
ronments which often eliminate the effect of multipath propagation [92]. Thus, log-normal
fading is able to abstract the multipath fading and it is considered as an accepted model to
describe the small scale fading in such environments. However, for a more precise model
which represent more general industry plants where multipath fading cannot be neglected,
our model should be generalised to capture the effect of this fading. Furthermore, the ef-
fects of several devices which are existed in the same environment and using different
standards than the one used by our network are not taken into account in this model. In
addition, since it is a challenge to access real industrial environments our model is not

implemented and validated in such environments.

5.7 Summary

In this chapter, we used WNCSs to demonstrate our model’s applicability to various
protocols in various scenarios, as well as how it can help us boosting the reliability and
thus the overall control efficiency of a closed loop system. To get a simplified version of
our model [3], we made some basic assumptions and chose WirelessHART as a wireless
industrial control protocol that is subject to various imperfections. Then we tested the
relevance of this simplified model on an inverted pendulum on a cart and publish the
findings in [3]. Furthermore, after generalizing the model to include different standards
including ISA-100.11a and IEEE 802.15.4e, we presented a detailed parametric study of
the wireless link model with the effect of a persistent interferer and various parameter

variations. Finally, a discussion on the limitations of our proposed model was carried out.
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Chapter

Conclusion and Future work

6.1 Conclusion

In this thesis, first, we worked on a systematic derivation of an accurate Markov link
model suitable to represent any industrial communication protocol. This model accounts
for both channel and control dynamics. The proposed analytic model is derived by taking
into account multiple interferers and physical phenomena characterizing a communication
link. It matches both average packet error probability and worst case bursty behavior of
the accurate analytic model of the link.

We described the late developments of our research on cyber-physical systems co-
design for industrial applications. To this aim, we derived the accurate Markov link model
simultaneously accounting for path loss, shadow fading, multipath fading, interference
and power residual control and test its applicability on different protocols. The presented
framework may be useful for the emerging scenarios e.g. URLLC (ultra-reliable and low
latency communications). In particular, since the challenges in analysis and co-design of
wireless networked control systems are well highlighted by considering wireless industrial
control protocols. In this perspective, we presented a mathematical framework for deriving
an accurate Markov channel model of a WirelessHART radio link affected by path loss,
shadowing, power residual control and persistent interference.

A new contribution was the derivation of SINR according to IEEE 802.15.4 PHY
layer standard using a symbol-level matching followed by decoding, and considering the
characteristics of the PN sequences, which can be summarized by the Hamming distances

between them. After having SINR equation we have found a tractable representation of
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the explicit analytic model of SINR. To perform that, we can approximate it with another
random process, (e.g. log-normal process) and then apply moment matching approach to
get the signal statistics.

We have derived the equation of the symbol error rate taking into account the signal
to interference plus noise ratio which is, to the best of our knowledge, a new contribution
and no other work has addressed this issue before.

We also introduced link quality metrics that permit us to assess how good a finite-state
representation of the radio link is. We have shown on a numerical case study how these
metrics are essential for an easy discovering of some pitfalls related to both the choice of the
method of partitioning of the range of SINR and the computation of transition probabilities
between operational modes of the Markov channel. We have also demonstrated in a formal
setting that an accurate Markov model of the WirelessHART link allows us to design a
controller that guarantees stability and improves control performance of the closed-loop
system, where other approaches based on a simplified channel model fail.

We generalize the work to cover all the following wireless standards (IEEE 802.15.4,
WirelessHART, ISA-100.11a and IEEE 804.15.4¢). We show that our model is able to
abstract the wireless standard radio link subject to channel impairments and interference.

We did a rigorous parametric analysis on the model with the variation of different
parameters including the decay decorrelation distance, the sampling time, the power of
the interferer, the distance between the interferer-receiver pair, the decorrelaion time, the
length of the message, the logarithmic residual power control error standard deviation and

the shadowing correlation standard deviation and the number of the Markov chain states.

6.2 Future work

Future work concerns generalizing the proposed model to take into account, on one hand,
all the physical phenomena mentioned in chapter |3} On the other hand, deriving the model
for a more general communication scenario including multiple devices belonging to the
same network or to different networks. Therefore, we will model the presence of devices
which interfere a certain link as a binary random process that represents their activity
status (ON-OFF) as in [106]. Moreover, we aim to compare different SINR partitioning
methods for improving the wireless link model.

Furthermore, we are planning to apply the forward error correction (FEC) which

improves the reliability by making the transmitter send redundant data which allows the

171



receiver to recognize just the part of the data that contains no errors. Other data link
layer functionalities can be also investigated based on the proposed physical model to
check how the model behaves when we include these functionalities. In addition, it could
be interesting to analyze the impact of the quantization method used in dividing the range
of SINR on the LQMs that are indicators of the channel performance.

Another interesting future work could be trying to improve reliability, latency, jitter
and overall control performance by considering scheduling, routing and other mechanisms
when we derive model thus, a cross-layer view will be taken into account. Moreover,
handling coexistence issues in the ISM unlicensed frequency bands, which are mainly used

in industrial automation is also an appealing concern which can be studied later.
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Appendix

Appendix A

Proofs of chapter 3

Derivation of the received signal components

In following we compute each of the terms Let’s start with the noise components From

[3.31] we obtain
Ts
\/ / W(t) cos(wet) cos(wp(t Z bro,,m dt, (A.1)

Since W (t) is the AWGN with two sided power spectral density Psd 22, we have E[W (t)] =
0=

[2 [T
EWr ] = T/ EDWV(t)] cos(wet) cos(wp(t Z bromdt =0, (A.2)
cJo

We know that
Wi = EW} ] — B (W] = EW7,,,]

Ts pTs
- 1%6/0 /0 Elw(ty)w(ts)] cos(wety) cos(wptl) .

Z (A)%O’Lm cos(wety) cos(wpte) dt1dty

m=0
2 N
== 5(751 — tg) cos(wetr) cos(wpt).
“T.2 )
15
Z b%O,l,m cos(weta) cos(wpta) dtydta,

m=0
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since B%O,l,m = 1 and using the trigonometric identities where cos?(6) = 1 (1 + cos(26))
and cos(0) cos(¢) = 3 (cos(d — ¢) + cos(0 + ¢)) =

Ny
o [Wr 4 ? / cos?(w.t) cos? (wpt)dt

(14 cos(2wet)) (1 4 cos(2wpt)) dt

4T (1 + cos(2wct) + cos(2wpt) + cos(2wpt) cos(2wct)>dt
C

4T, 4T,

NoT N, Ts 1
— 025, 10 /0 cos(2w,t) 4 cos(2wpt) + 5 €08 (2(wp — we)t)
1

2

os (2(wp + we)t) dt

T T,
_ NoTs | No (sin(cht) sin(2wpt) sin (2(wp — we)t) N
© ATe AT\ 2w, 2wy, 2wy —we) |,
T,
sin (2(wyp + we)t) ) _ NoTs 3
2(wp + we) T 4Te - Y

where T = 32T, we = 27 fe, wp = T , sin(2((27 fe) = (57))Ts) = 0 because sin(0+2km) =
sin(0)Vk € Z.
The quadrature component of the noise is computed in the same manner i.e starting

from [3.35| we get

Ts
Waoue =1/ / W(t) sin(wet) sin(wp(t Z bg.0.1,m dt, (A.3)

Since E[W(t)] =0 =

T, R
EWqim) =1/ 7 / EW(t)] sin(wet) sin(wp(t))bg,0,1,m dt =0, (A.4)
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We know that

[WQ L’] E[WQ 14 - E? [WQ d E[WQ 2, m}
Ts T
— / / n(t1)n(t2)] sin(wetq) sin(wpty) .

Z prvl’m sin(wet2) sin(wpta) dt1dts

m=0
2 N
== 5( 1 — t2) sin(wety) sin(wpty).
T T2
15
Z bz),o,l,m sin(weta) sin(wpta) dt1dts,
m=0

since I;%,O,l,m = 1 and using the trigonometric identities where sin?(6) = 3 (1 — cos(26))
and sin(0) sin(¢) = £ (sin(6 — ¢) + sin(6 + ¢)) =

2 No [T . 2
o [Wa,l = T/o sin®(wet) sin”(wpt)dt

AT,
No

Ts
/0 (1 —sin(2wet)) (1 — sin(2wyt)) dt

Ts
/ (1 — sin(2w.t) — sin(2wpt) + sin(2wpt) sin(2wct)>dt
0

~ 4T,
NoT. Ny [Ts 1
- 4?1’68 4196 /0 —sin(2wct) — sin(2wpt) + 3 sin (2(w, — we)t)
1
+ 3 sin (2(wp + we)t) dt
T, -
NoTs Ny (cos(2wct) cos(2wpt) cos (2(wp — we)t)
- AT AT 2we 2wy, 2(wp — we) 0
Ts
cos (2(wp + we)t) NoTs
- )~ St~ 8N,
2(wp + wc) 4Tc

The second term equals to 7.6447 * 10720 so we could neglect it. Therefore, the variance

of the noise can be expressed as

?[Wi(t)] = o*[Wr] + o [Wo,]
~8Ny+ 8Ny~ 16Ny,

Now let’s compute the received Sol components starting from the I-phase component in

[3:38 knowing that the received signal is assumed to be synchronized with the transmitted
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one so we obtain

9 15 (2(m+320+1)T.
Yioe= ?éo,t E /2 b%&hm cos?(w.t) cos® (wyt)dt
(&

o (m+320) T.
(2 (m+320) +1)Te .
- / b1.0,1,mbQ,0,,m—1 sin(wt) cos(wet) sin(wpt) cos(wpt)dt  (A.5)
2 (m 4 321) T.

2 (m+ 320 +1)T. .
— / b1.0,1mbQ.0,1,m sin(wet) cos(wet) sin(wpt) cos(wpt)dt,
(2 (m +320) +1)T.

Let’s examine the three terms separately. The first term and since lA)% oLm = 1 always we
can write

9 15 2 (m+3204+1)T.

p 72 2 2
7 ot / b7 0,1,m €08” (wct) cos™(wpt)dt =
¢ Tol2(m+32)T.

32 & [T
= Eéo’t Z /0 (14 cos(2wet)) (1 + cos(2wpt)) dt =
¢ m=0

2T..
= Téo’t/ (1 + cos(2wet) 4 cos(2wpt) + cos(2wpt) cos(2wct)>dt =
c 0

_ 1T, 8
=T 0,

2T,
e 1
¢o t/ cos(2wet) + cos(2wpt) + = cos (2(wp, — we)t)
. 7 Jo 2

1
+ 5 cos (2(wp + we)t) dt =

8 in(2w.t) ?
. . sin(2w,
=16 + —

co,t I, cot ( 2w,

2T,
+

2T,
sin(2wpt)
2wy,

sin (2(wp — we)t)
2(wp — we)

0
2T,

) = 16¢oy ,
0

Now let’s compute the following integral using trigonometric functions.

sin (2(wp + we)t)
2(wp + we)

Te
/ sin(wct) cos(w,t) sin(wpt) cos(wpt)dt
0

Te
= 4/ sin(2wt) sin(2wpt)dt
0

1

Te 1 [T (A.6)
=3 /0 cos (2(wp — we)t) dt — 8/0 cos (2(wp + we)t)

T Te
sin (2(wp + we)t)

16(wp + we)

_ sin (2(wp — we)t)
16(wp — we)

= 0 3
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Similarly, we get
2T,
/ sin(wet) cos(wet) sin(wpt) cos(wpt)dt = 0, (A.7)

Then V¢, m € N € 0 we have that k = m + 32¢ € N € 0, so by following the same steps

as before for t € {2kT¢, (2k + 1)1, 2(k + 1)1} we obtain sin(2((27f) £+ (377))t) = 0.

Thus, Véot = 51,0737m, 8@70,g7m, I;Q70,g,m_1 € {£1} we have that

9 15 (2(m+320) +1)Te .
/ b1,0,1,mbQ.0,1,m—1 sin(wct) cos(wet) sin(wyt) cos(wpt)dt = 0
02 (m+320) T,

9 15 (2(m+320) +1)Te )
/ b1.0,1,mbQ,0,1,m sin(wet) cos(wet) sin(wpt) cos(wpt)dt = 0,
072 (m+320) T.

Therefore, we finally conclude that
Y106m = 16¢04 , (A.8)

We follow the same steps for computing the quadrature part of the received Sol signal

so starting from [3.41] so we obtain

Te ™ = \J@(m+320)+1) T,

9 15 2 (m+ 321 +1)TC+T92 ) )
YQ00 = 7Cot Z /( b0 .0.4.m Sin(wet) sin®(wpt)
2(m+320+1)T. .
— / bQ,0,1,mb1,0,1,m sin(wet) cos(w,t) sin(wpt) cos(wpt)dt (A.9)
(2 (m +320)+1) T

/2 (m+320+1)Te+Te
2

bQ,O,l,mZ’I,O,l,mH sin(wct) cos(wet) sin(wpt) cos(wpt)dt |,
(m+320+1)T

According to and [A77) we get

9 15 2(m+320+1)T. )
/ bQ,0,1,mb1,0,1,m sin(wet) cos(wet) sin(wpyt) cos(wpt)dt = 0
(

0/ (2 (m+320)+1) T,

9 15 2 (m+3204+1)Te+T, A
/ 0Q,0,.mb1,0,1m+1 80 (wet) cos(wet) sin(wpt) cos(wyt)dt = 0,
=02 (m+ 32+ )T

(A.10)

The first term since l% 0.e.m = 1 always we obtain
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9 15 2(m+320+1)Te+Te
?éo,t g / 62Q707l,m sin?(wet) sin? (wpt)dt =
c m—0 " (2(m+320)+1) Tc

32

27,
=—20 t/ (1 — cos(2wet)) (1 — cos(2wpt)) dt =
4Tc t

2T
= —co t/ (1 — cos(2wet) — cos(2wpt) + cos(2wpt) cos(2wct)>dt =

16Tc . 8

2T,
¢ 1
= Cot + = Co t/ — cos(2wct) — cos(2wpt) + = cos (2(wp — we)t)
T. T.°% |, 2

1
+ 5 c08 (2(wp + we)t) dt

(— sin(2w,t)

2w,

2T, 2T, 2T,

— sin(2wyt) N

sin (2(wp — we)t)
2(wp — we)

8
—16¢ —¢
Co,t + cho,t

2w,

0 0

2T,
) = 16¢coy ,
0

Thus, assuming that the received Sol can be written as
Yo = /Y7, + Y30, =16V2¢,. (A.11)

Computing the interferer’s I-phase and Q-phase components

sin (2(wp + we)t)
2(wp + we)

in four cases

1- O0< 7y < T

In this case we have Y71 ,/n.; = T% ¢1+(A1 — B1). Now starting with the A; and after

filtering out 2w.t, applying the stochastic analysis and the trigonometric analysis we get
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1 (m—+1)2T,
A=~ cos((;SCl) Z kI,LO / COS(Qf)p) + COS(QU)pt — qbp)dt—f-

4 m=0 2mT.+71

2mT.+71
krra / cos(¢p) + cos(2wpt — ¢p)dt |,
2

mT,
= — cos(¢¢,) Z krro| cos(op)(2Te —71) + / (cos(2wpt) cos(¢p)+
4 m=0 2mT.+71
2mT6+7A'1
sin(2wpt) sin( qbp + k1| cos(ép) (1) (cos(2wpt).
mTc
cos(pp) + sin(2wpt) sin(¢py,) )
. cos )
=1 cos(¢e,) Z [kI,LO <cos(¢p)(2Tc —71)+ ” L2 sin(2wpt) -
m=0 p omT.+71
_ (m+1)2T.
- 81121(¢P) cos(2wpt) >+ ki <cos(¢p)(ﬁ)+
wp 2mT o471
2mT.+71 . 2mT.+71
cos(Jy) sin(2wpt) _ sin(éy) cos(2wpt) >] =
2w 2w
P 2mT, P 2mT,
cos(¢p)

= | cos(d) [kl,f,o <cos<¢p><2Tc —h)+ (— sin(26,))—

2wy
B sin(¢p)

2wy

COS(¢I3) (SIH(2¢p)) € ( p)

2wy 2wy,

S
sin

(1-— Cos(2¢p))>+ krra (Cos(qbp)(ﬁ)—i—
¢

(1-— cos(2¢p))>] =

sin(¢yp)

= { cos(6) [cos<¢p> (hrro(@Te =70+ kra () + =0

( —kro+ k1,1,1)

(A.12)

181



The second part of is B1
15

1 (m+1)2T,
By = Ssin(de,) Y |kr.go / sin(wpt — ¢p) cos(wyt)dt+
(

2 0 2m+1)To+71

)

(2m41)Te+71
+ k1o / sin(wpt — ¢p) cos(wpt)dt
2

mTe

15

1 (m+1)2T.
= —sin(¢g, ) Z [kI,Q,O / sin(—¢p) + sin(2wyt — ¢,)dt+
(

4 m=0 2m+1)Tc+71

(2mA1) Tt
kroa / sin(—¢p) + sin(2wyt — ¢p)dt |,
2

mT.
15

= isin(ﬁﬁcl) > [kI,Q,o ( — sin(¢p)(Te — 71) + /(

0 2m+1)Te+71

(m+1)2T.
( sin(2wpt) cos(pp)—

cos(2wpt) Sin(Cbp))) +kroa ( —sin(¢p)(Te + 1)+

mT.

(2m+1) T4+
4 /2 (sin(2upt) cos(6,) — cos(2uyt) sin(%))) ] =

15 (m+1)2Te

1.
= Z Sln(¢c1) Z

m=0

_ sin(¢p)

2wy,

b0 ( —sin(g,)(T. — 1) + — o)

(cos(2wpt))

Wp R
2m+1)Te+71

(m+1)2T.
sin(2wpt) )—i— kron (— sin(¢p)(Te + 1)+

2m+1)T.+71
2mT,

(2m+1)Tc+7A'1
(1 + cos(2¢p))—

—cos(¢p)

2wy

B sin(¢p)

2wy

—cos(¢p)
2wy,

cos(2wpt) sin(2wpt)

2mT,

_ i sin(ee,) [kLQ,O < — sin(¢,)(Ts — 1) +

B Si;l(W(Sin(2¢p))>+ kr.oa (‘ sin(¢p)(Te + 71)+

) (—cos(20y) 1) - Mﬁ(—sin<2¢p>>) -

= % sin(oe, ) [ — Sin(d)p) (kl,Q,O(Tc —T1) + k[,QJ(TC + %1)) +

n cos(¢p)

w, ( —krgo+ k‘],Q,1)] ;
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The quadrature component of the interferer’s received signal can be written as
Yoie/nm = T% ¢1,4(C1— D1). Now starting with the C and after performing the previous
steps i.e. filtering out 2w.t, applying the stochastic analysis and using trigonometric

analysis we get

1 15 (m+1)2T 471
C1 = — sin(¢e,) Z ko.1.0 / sin(wpt) cos(wpt — ¢p)dt+
2 o (2m+1)T.

Y

(2m+3)T.
+ ko1 / sin(wpt) cos(wpt — ¢p)dt
(m+1)2Te+%1

15

-1 .
= —sinoa) Y

m=0

(2m+3)T.
kg.r,—1 / sin(¢p) + sin(2wpt — ¢p)dt |,
(

(m+1)2Tc+7A'1
k.10 / sin(¢p) + sin(2wpt — ¢p)dt+
2m+1)T.

m+1)2TC+7A'1

15

= _Tl sin(¢e, ) Z [kQJ,O <Sin(¢p)(Tc +71)+ /(

0 2m+1)T.

(m+1)2Te+71
(sin(2wpt) cos(¢p)—

cos(2wpt) Sin(¢p)>> + kQ,1,—1 (Sin(qbp)(Tc —71)+

i /((2m+3)Tc (sin(2wpt) cos(pp) — cos(2wpt) Sin(¢p)) ) ] -

m+1)2T .47
1 15 (¢ ) (m~+1)2T.+71
-1 ) . — cos
= sin(¢c, ) Z [k’Q,LO <Sm(¢p)(Tc +71) + TP(COS@U’M)) -
m=0 P (2m+1)T.
. (m+1)2TC+7A'1
_ 51121(¢p) sin(2wpt) )—i— kg.1,—1 (sin(cbp)(Tc —T1)+
Wp (2m+1)T.
(2m+3)T (2m+3)T.
= cos(ép) cos(2wpt) _ sin(éy) sin(2wpt) )] =
2w, X 2wy, X
(m+1)2T.+71 (m~+1)2T.+71
— cos(¢pp)

— _Tl Sin(¢c1) [kQ,LO (Sin(¢p)(TC + 7A'1) + 5 (1 + COS(2¢p))—

Wp

a Si;q(u(ip) (Sin(2¢p))>+ kQ.r-1 (Sin(¢p)(Tc —71)-
—cos(¢p) sin(¢p) —
W(_l — cos(2¢p)) — Twp(— Sln(2¢p))>] =
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= sin(da) [sinwp) (ko1 (Te = 72) + kool Te + 7)) +

(A.13)
+ cos(dp) (kQ,I,—l - kQ,I,o)] ;

Wp

The second part of is D1 and the proof of equation

1 15 (2m+3)Te
D, = 3 cos(¢ey ) Z kg0 / sin(wpt) sin(wpt — ¢p)dt+
m=0 (2m+1)TC+7A'1
(2m+1)Tc+7A'1
kg.on / sin(wpt) sin(wpyt — ¢p)dt |,
2m+1)T,
1 15 (2m+3)Te.
= — cos( ¢, kg.q, / cos(—@,) — cos(2wyt — ¢y,) | dt+
1eon00) 3 kaqo | (cost6y) —con(zm, )
(2m+1)To471
kg.oa / (cos(—qSP) — cos(2wpt — qbp))dt =
2m+1)T,

0 (2m4+1)T.+#

. 15 (2m+3)T.
=1 cos( e, ) Z [k‘Q,Qp (cos(gbp)(QTc —7) — / (cos(prt) cos(¢p)+

2m+1)T.+71
sin(2wpt) sin(gf)p))dt) +kg.01 (cos(gf)p)(ﬁ) - /(2 o (COS(prt).
cos(¢p) + sin(2wpt) sin(¢p))dt>] =
. 15 () (2m+3)Te
= Joos(éa) Y [kQ,Q@(cos(%)@Tc — 7)) — 2200 i (2w, ) _
m=0 r @m+1)To+51
( N Sin(¢p)> (2m+3)T.
— cos(2wpt) )—i— kg1 <cos(¢p)(f'1)—
p (2mA+1)Te+71
2m+1)T.+7 o 2m+1)Te+71
_ cos(d) sin(2wpt) - Lﬂ((ﬁp)) cos(2wpt) )] =
2wy, 2wy,
2m+1)T, (2m+1)Te
1 ) cos(¢p) , .
=1 cos(¢e,) | kQ@0| cos(¢p)(2Te — 71) — T(Sm@%))—
P
- Sl - cos<2¢p>>>+ Foa (cos(qbp)(fl)—
~ cos(¢p) sin(¢yp)

(—sin(2¢p)) + W(l — cos(2¢p))>] =

2w,
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sin(¢yp)

—k koa1)
w, ( Q0T Q,QJ]

(A.14)

= i cos(¢e,) [COS(%) (kQ,Q,o(QTc —71)+ kQ,Q,l(ﬁ)) +

2- T, <71 <2T,: The inphase a quadrature components are respectively Y71 ¢/n, =
T% ¢14(As— Bo), Yo 14/n7 = T% ¢1+(Cy — Dg). Az, Dy have the same structure of A, D;.
We derive Bs, Cy as follows. After we filter out 2w.t, applying the stochastic analysis and

the trigonometric analysis we get

1 15 (m+1)2T,
By = —sin(¢,) Z kr.oa / sin(wpt — ¢p) cos(wpt)dt+
2 = (2m—1)Tet#1
(2m—1)Te+#1
+ k1,02 / sin(wpt — ¢p) cos(wpt)dt |,
2mT,
1 15 (m+41)2T.
=1 sin(¢¢, ) Z kroa / ) sin(—¢p) + sin(2wpt — ¢p)dt+
m=0 2m—1)Te+71
2m—1)Te+#
krope / sin(—¢p) + sin(2wpt — ¢p)dt |,
2mT,
1 15 (m~+1)2T.
= Tsin(9) Y [krgn [ —sin(@) (BT~ 71) + / (sin(2upt) cos(s,) -
oo 2m—1)Te+#
cos(2wpt) sin(gbp))) +krge ( —sin(¢p)(—Te + 71)+
(2m—1 TC+7'1
/ sm(2wpt) cos(¢p) — cos(2wpt) sin(tbp)) =
— cos
- sm (¢ey) Z [kl Q.1 ( — sin(¢p) (3T — 71) + Tp(cos(prt)) —
m=0 P (2m—1)Te+71
' (m+1)2T.
~ ) i ) >+ k1o (— sin(6p) (—To + 71)+
Wp (2m—1)T.+71
@m-1)Tet7 (2m—1)To+#1
—cos(ép) cos(2wpt) _ sin(éy) sin(2wpt) =
2wp 2mT. 2wy 2mT,
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— cos(¢p)

Wp

= % Sin(d’m) [kl,Q,l ( - Sin(¢p)(3Tc - 721) +

sin(¢p)

2wy

(Sin(2¢p))>+ k1,Q.2 (‘ sin(¢p) (=T + 71)+

M(— cos(2¢p) — 1) — ey (= sin@%)))] )

2wp 2wp
1. . . .
=1 sin(ee, ) | — sin(¢p) (kLQ,l(?’Tc —71) + krgo(—Tc + n)) +

N cos(¢p)

Wp

( —kro1+ kI,Q,Q)] ,

15

Cr = 5 sin(9) Y

m=0

(2m+3)T.
kg.1,0 / sin(wpt) cos(wpt — ¢p)dt+
2mT.+71

)

2mT.+71
+ ko1 / sin(wpt) cos(wpt — ¢p)dt
2m+1)T.

15

-1
= T Sln(¢c1) Z

m=0

(2m+3)T.
kg.r0 / sin(¢p) + sin(2wpt — ¢p)dt+
2mT.+71

2mTe.+71
kg1 / sin(¢p) + sin(2wpt — ¢p)dt |,
(2m+1)T.

(2m+3)T.

15
= _Tl Sin(d)q) Z [kQ,I,O (Sln(¢p)(3Tc _ 7:1) +/

m=0 2mTe+71

cos(2wpt) Sin(Cbp))dt) + kg, (Siﬂ(¢p)(—Tc +71)+

. /(2mTc+?1 (Sin(2wpt) cos(¢p) — cos(2wpt) Sin(g[)p))dt) ] =

2m~+1)Te

15

= _Tl Sin(¢61) Z [kQ,I,O (Sln(gbp)(?)Tc _ 721) +

m=0

— cos(¢p)

0, (cos(2wpt))

. (2m+3)T.
_ sin(¢p)

2wy
2mTe+71
2mT.+71

B sin(¢yp)

2wy,

— cos(¢p)

2wy,

cos(2wpt) sin(2wpt)

(2m+1)Te.
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(14 cos(2¢p))—

sin(2wpt) )—i— ko1 (sin(gzﬁp)(—TC +71)+

2mT.+71

(2m+1)Te.

(A.15)

( sin(2uwpt) cos(¢,)—

(2m+3)Te

2mT.+71



— _Tl Sin(d)m) [kQ,I,O <Sln(¢p)(3Tc — 721) + _C;j}(ﬁbp)(_l o COS(QQSP))—
p
sy o
5 (—sin(2¢p)) |+ kg,r.1 | sin(¢p)(—=Te + 71)+
Wp

_C;if”)a + cos(26,)) — Slgiip) (51n(2¢p))> _ (A.16)
= _T sin(@e, ) | sin(dp) (kQ,I,0(3Tc — 1) + ko (—T. + 711)) 4

+ Coi()fp) (kQ,I,o - kQ,m) :

3- 11 =1.:

In this case Y7 1¢/n. = T% ¢14(As — Bs), Yo10/nr = T% ¢14(Cs — D3). We follow the
same approach to derive Ag, B3, C3, Ds.

1 15 (m+1)2T,
Ag = 7 cos(¢e,) > (ko / cos(p) + cos(2wpt — ¢p)di+
m—0 2m+1)T.
2m+1)T.
krra / cos(¢p) + cos(2wpt — ¢p)dt |,
2mT,

m—0 2m+1)T.

1 15 (m+1)2T,
=7 cos (e, ) Z [kI,I,O (cos(d)p)Tc +/ (cos(2wpt) cos(¢p)+

2m+1)T.

sin(2wpt) sin(qﬁp))) + k111 <cos(¢p) T. + /2 (cos(prt).

mT,

cos(¢p) + sin(2wpt) sin(gbp)))] =

= %COS(%J Z [kI,I,O (cos(d)p)Tc +

m=0

sin(2wpt)

cos(¢p)
2

Wp

2m+1)T.
. (m+1)2T,
_ sin(¢p)

2w

cos(2wpt)
P

>+ k[,[,l (COS(Q%) T.+

2m+1)T.
2mT, ) ]

(2m+1)Te
2m+1)T.

B sin(¢p)

2wy

cos(¢p)

2wy

sin(2wpt) cos(2wpt)

2mT,
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— i COS(chl) [kLLO (COS(qbp) T. + M(O)—

2wy,

)y 1>>>+ kra <cos<<z>p> Tot
| ),, ’ (A.17)
cos(¢ sin(¢
2wpp (0) - 2wpp (_1 - 1)>] B

Wp

= iCOS(%l) [cos(qﬁp) T, (ku,o + kl,Ll) + sin(dp) ( —kro+ k],Ll)]

1

1 (m+1)2T,
B3 = 3 sin(¢e, ) kron / sin(wpt — ¢p) cos(wpt)dt | =
oL 2mT,

ot

3

1 15 (m+1)2T
=1 sin(¢c, ) Z kroa / sin(—¢p) + sin(2wpt — ¢p)dt | =
m=0 L 2mT,
1 15 (m+41)2T.
=1 sin(¢e, ) kroi| —sin(¢p)27, + / (Sin(2wpt) cos(¢p)—
m=0 2mT,
cos(2wpt) sin(¢p))> ] =
. ) —cos
=1 sin(¢e, ) mzzo [kl,Q,l ( — sin(¢p) 2T¢ + 2, P2 (cos(2wpt)) . _
] (m+1)2T.
_ sin(dy) sin(2wpt) )] =
2wy
2mT,

- %sin(gbcl) [km,l ( — sin(¢)2 Ty + — cos(¢y) (0) — Sin(@bﬁ(o)ﬂ

2wp 2wp
_Tc . .
=5 krqu sin(ée, ) sin(dy),
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15 (2m+3)T, =
. t) cos(wyt — Cbp)dt] -
B k: sin wp p
15 (2m+3)T =
1 (¢p) + sin(2wpt — %)dt] B
B Z k sin D
— T Sln(¢cl) m=0 @10 /2m+1)Tc

15 @m+3)Te
_ sin(2wpt) cos(¢p)—
= Tsin(gbcl) 3 kQ 1,0 (sm (¢p) 2T + (2m+1)T < i
cos(2wpt) Sin(¢p)>>] - (A.19)
(2m+3)T.
15 - COS(¢p)
B . ————"P2 (cos(2wpt))
= sin(¢c, ) z:o [kQ,I,o <31n(¢p) 2T, + 2w, ( P p——
" (2m+3)T.
B Sln(¢p) sin(2wpt) )] =
Wp 2m+1)T.
= _Tl sin(¢cl) [kQJp (SID(¢p)2 1.+ 2wp (0) 2U)p ( )
— _TT‘C kQ,LO Sin(¢c1) Sin(¢p)’
15 (2m+3)T.
1 sin(wpt) sin(wpyt — ¢p)dt+
= 2coS(¢c1)mZ::0 [kQ,Q,o /(m+1)2Tc p
m+1)2Tc
kQ.q.1 / | sin(wpt) sin(wyt — ¢p)dt]’
e 2m+1)Te.
15 (2m+3)Tc dt+
1 cos(—¢p) — cos(2wpt — qbp))
- 4cos(¢>cl)mzzzO [kQ,Q,O /(mmm (
m+1)2Tc —
ko.0.1 /( (coS(_¢p) — cos(2uwpt — %))dt] B
e 2m+1)T,
1 . _ cos(2wpt) cos(¢p)+
=1 cos (¢, ) Z [kQ,Q,o (cos(@f)p) Te /(m+1)2Tc ( p
m=0 (m+1)2TC( (2 t)
' 1) — cos(2wpt).
sin(2wpt) Sm(ébp))dt) +hoqn (COS(%)(T) /(2m+1)Tc

cos(¢p) + sin(2wpt) sin(gbp))dt)] =
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(2m+3)T.

= i cos (e, ) Z [kQ,Qg (cos(d)p)Tc — M sin(2wpt)

2w
m=0 p

(m+1)2Ts
(2m—+3)T.

_ 7( ~ S;:i¢p)) cos(2wpt)

>+ kQ7Q,1 <COS(¢p) T.—
(m+1)2T,

(2m+1)T.

2wy,

B cos(¢p)

2wy

sin(2wpt) cos(2wpt)

(2m+1)Te

= < cos(0n) [kQ,Q,o (cos(%) T, - 2fj’) (0)+ ‘;ff) (-1- 1>>+

2wy 2wy,

+ ko <C°S<¢p> 7, — <) ) @) ”)

sin(¢p)

p

1
= 1 COS<¢C1) [COS((bp) T. </€Q,Q70 + kQ,QJ) + < — kQQ,o + kQQJ)]

(A.20)

4- 7A'1 = QTC:

In this case Y7 ¢/n; = T% ¢14(As — Ba), Yo u/nr = T% ¢14(Cy — Dyg). We follow the
same approach to derive Ay, By, Cy, Dy.

1 15 (m+1)2T,
Ay = 5 cos(e, k — pp)t| =
1= cos(¢ )mZ::O 11 /2mTc cos(¢pp) + cos(2wpt — ¢p) t]
15 (m+1)2Te
= % cos( e, ) 7;) [kI,Ll (cos(%) 2T, + /ZmTj (cos(2wpt) cos(¢p)+
sin(2wpt) sin(qbp))dt) =
1 15 (m+1)2Te
= —cos(¢¢, ) Z krri| cos(op) 2T, + cos(¢p) sin(2wpt) —
4 ot 2wy -
. (m+1)2T
_ sin(éy) cos(2wpt) )] =
2wp — (A.21)
= icos((ﬁcl) [kl,l,l (COS(qbp) 2TC + CO;(IZP)(O) — 81121(11?(1 — 1))] =
= kra cos(de,) cos(6),
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15

By = —sin(¢¢,) Z kronq / sin(wpt — ¢p) cos(wpt)dt+
(

2 m—0 2m+1)Te

mT,

2m+1)T.
+Ekroe / sin(wpt — ¢p) cos(wpt)dt |,
2

15

1 (m+1)2T,
— Lain(de) 3 [kron /( sin(—y) + sin(uwyt — é)di+

4 0 2m+1)Te

(2m+1)T,
kroz2 / sin(—¢p) + sin(2wpt — ¢p)dt |,
2

mTe

15

1 (m+1)2T.
=1 sin(¢e, ) Z [kI,Q,l ( — sin(¢p) Te + /( (sin(2wpt) cos(¢p)—

0 2m+1)Te

cos(2wpt) Sin(¢p))dt> +krge ( — sin(¢p) Te+

. /2(2m+1)Tc (sin(prt) cos(¢,) — cos(2uwyt) sin(¢p)>dt> ] -

mTe

= isin(qﬁcl) Z [kLQ,l ( — sin(¢p) T +

m=0

—cos(¢p)

2w, (cos(2wpt))

(2m+1)T,
(m+1)2T,

sin(2wpt) >+ k1.2 <— sin(¢p) Tet

2m+1)T.
(2m—+1)Te
2mT, ) ]

sin(¢yp)

Wp

(2m~+1)Te

sin(¢p)

2wy,

—cos(¢p)

2wy,

cos(2wpt) - sin(2wpt)

2mT,

= isin(ébcl) [k:],Q,1 ( — sin(¢p) Te + —0205(%)

” (1+1)—

B sin(¢yp)

2wy

(0)>+ krq. (- sin(¢p) Tet
_ (A.22)
— cos(¢p) (c1-1)— sin(¢p) (O))

2wy, 2wy

1. . cos
= Z Sln(gf)cl) ! — Sln(d)p) T. (kLQ,l + kLQ’Q) + u()j)p) ( — kI,Q,l + k[’QQ)] ,
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— (2m+3)T,
Cy= 71 sm(qﬁc1 kQ 10 / sin(wpt) cos(wpt — ¢p)dt+
(m+1)2T,
(m+1)2T,
+ ko1 / sin(wpt) cos(wpt — ¢p)dt |,
2m+1)T,
-1 2m+3 TC
= — Sim(qbCl k‘Q 10 / sin(¢p) + sin(2wpt — ¢p)dt+
4 +1)2T,
(m+1)2T.
kg1 / sin(¢p) + sin(2wpt — ¢p)dt |,
(2m+1)T.
4 15 (2m+3)T.
= sint0) > |houo | sin(,) 7.+ [ (sin(2uyt) cos(dy)—
0 (m+1)2T.
cos(2wpt) sin(gbp))dt) + kg1 <sm(¢)p) T+
(m+1)2T.
+ / (sin(2wpt) cos(¢p) — cos(2wpt) sin(d),,))dt =
(2m+1)T.
-1 . . —cos
=7 sin(¢c, ) Z [kaLO (sm(d),,) T. + Tp(cos@wpt)) -
m=0 p (m+1)2Te
. (2m+3)T,
_ sin(¢y) sin(2wyt) >+ kq.11 (gin(¢p) T+
Wp (m+1)2T.
(m+1)2T. (m+1)2T.
+ —cos(ép) cos(2wpt) _ sin(dy) sin(2wpt) =
2w, 2wy,
2m+1)T, 2m+1)T.
e . —cos(¢p) sin(¢yp)
= sin(e, ) [kQ,1,0 <51n(gz5p) T.+ 2w, (-1-1) 2w, (0)

wp 2wy

+ kg1 (sin(¢p) T. + _C;S((bp)(l +1) — W(g))] — (A.23)

= ~Lsin(gr,)

1 sin(¢p) T (kQ,I,o + kQ,I,l) + Coig%) (sz,[,o — kQ,I,l)] )

p
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1

Dy = — cos(oe¢, ) kg.on / sin(wpt) sin(wpt — ¢p)dt | =
4 (2m+1)T.

ot

3
Il
=)

1

ot

1
=1 cos (e, )

(]

(2m+3)T.
kg.gn / cos(¢p) — cos(2wpt — ¢p)dt | =
(

3
I

1

X -
=1 cos (e, ) kg.01 (cos(d)p) 2T, — /(

2m+1)T.

ot

(2m+3)Te
(cos(2wpt) cos(¢p)+

3
=}

sin(2wpt) sin(gbp)) dt)

(A.24)

— %cos(qﬁcl) Z [kQ,QJ (Cos(qﬁp) 2T, — cozs(ép) sin(2wpt)

m=0 Wp
(2m+3)T.
(2m+1)Tc>] -
= %cos(qﬁcl) [kQQ,l <cos(¢p) 2T, — Cozs(W(O) — M(_l + 1))

wp 2wy

(2m+1)T.

B sin(¢p)

2wy,

cos(2wpt)

T,
=5 ka1 cos(fe, ) cos(¢p),

The expected value of the random variable kj j, ».,

To prove equation let’s have some examples with different jg, j1,n-, . First of all let’s

calculate the E[kp,r o] for example we go back to Table[3.2]and we substitute vy, (4)), M, (2)
by their values.

1 : , 1
Elkr o] = Z 256(16 — 207, (1)) * My (1) = 356 <(16 —-92. 6) At

+(16—2-12)-6+(16—2.0).2+(16_2.8>.4>: (A.25)

1

:256<16—48+32+0>:0
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256

%

1 : 1
Elkrral = Z 56 — 27, (1)) * My (1) = ((16 —92. 5) .16+

+(16—2 6) 32+<16—2~7)-48+<16—2~8)-64+ oy

+(16—2-9)-48+(16—2-10>-32+(16—2~11)'16) -

1
96 + 128 496 + 0 — 96 — 128 — 96) =0
256( + o

let’s assume jo = I, j1 = @, n;, = 5 so the Hamming distance matrix would be HD,,(i,j)|5 =

12 10 10 10 10 10 10 12 9 11 11 11 11 11 11 9
9 7 7T 7T 7T 7T 7 9 6 8 8 8 8 8 8 6
10 8 8 8 8 8 8 107 9 9 9 9 9 9 7
6 6 6 6 6 6 5 7 7 7 7 7 75

6 6 6 6 6 6 5 7 7 7 7 7 75

6 6 6 6 6 6 5 7 7 7 7 7 75

12 10 10 10 10 10 10 12 9 11 11 11 11 11 11 9
|10 8 8 8 8 8 8 107 7
|7 5 5 5 5 5 5 7 4 4
1.9 9 9 9 9 9 11 8 10 10 10 10 10 10 8
9 7 7 7T 7T 7T 7 9 6 8 8 & 8 8 8 6
1.9 9 9 9 9 9 11 8 10 10 10 10 10 10 8
1.9 9 9 9 9 9 11 8 10 10 10 10 10 10 8
1.9 9 9 9 9 9 11 8 10 10 10 10 10 10 8
5 5 5 5 5 5 4 4

I 77 7T 7T 7T 7 6 6 |

Therefore, we can write

1 : 1
Elkrgs) = Z 2—56(16 — 2Up, (7)) * My, (3) = 256 ((16 -2 5) .18+

+(16—2-6>-36+(16—2-7>-44+(16—2-8>-44+(16—2-9)- o
A.27

46+<16—2-10)‘40+(16—2-11> +20(16—2-12).4> _

1
256(108—1—144—1—88—1—0—88—160—120 32) =0

And so on for Vjo, j1,n -
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The expected value of cos2(¢.,) and sin?(4,,)

1 2w
Pleost(6e)] = 5 [ €0 (60) Toar G dbs =
1 2w

1 1
= % ) 5 —+ 5 COS(2¢Cl)d¢cl =

21
)_1
=35
0

1 2m
B0 = 5 S0 T o ds =

1 2

1 1 .
= E(QT( + o0 sin(2¢, )

1
= g ) 5 — 5 COS(2¢Cl)d¢CI =
21

> 2
=

sin(2¢, )

1
= — 2 —
47?( " 2%,

The proof of probability density function of 1);

Starting from the derived closed form expression of ¢;, equation and assuming that

Z; = eX1(®) we can write 1; as a function of Z; as

1+ B(¢clgrl 1) exa(t)

7 t c1y ''T1 T = ~ — Z 5 A28
(0 ( s ey s ry 7_1) a; + b; B(¢cq 7y ,71) exi(t) g( 1) ( )

We know that Z; has a log-normal distribution with a zero-mean pu,, = 0 and standard
deviation oy, thus, applying the fundamental transformation law of probabilities cite we

obtain

f(Zh)
19 (Z1)]

f (i) = : (A.29)

Z1=g71 ()

where |g'(Z1)| is the absolute value of the derivative of v; function, g~ !(¢;) is the inverse
function of ;. In other words, we need to get benefit of the know probability density
function of Z; in obtaining the pdf of ;. First, we know that the pdf of the log-normal

distributed variable Z; can be expressed as

2
(ln(Zl)—,uX1>
_— 7 A.30
f(Zl):¥€ 20%1 ’ ( )
Zioy, V2w
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The inverse function of 1; can be expressed as

Zy =g () = % (

1— ;]
bip? — 1

Now we calculate the derivative ¢ (Z;) as follows

' _dyy _ d 14 2ernnn) 7
7 B(eynry,71)

CdZy dZ1\ 4, 4oy, -

1
2

1 j—

€Z1>

Blai+bipZ1)—bi- 21+ 5 Zy)

).

-1
1 < 1 + B((bclng 7721) Z1 )2
9 B(¢ey niry 7 ’

2 (¢ 117; 1,71) A

a; + b

-1

B(a;

(a; + b2 21)2

—_ bz)

_1 1 + B((bClngvi;l) Zl 2
2 a; + bz . B(‘bclngfﬁ) Zl

. D(CL,L =+ bz% Z1)27

Therefore, by substituting the values of [A.30] and [A.32] in

.29 we get

2
(l"(zl)*MXl)

202 B 2
“ D(a; +b;5 Z
F) =" 2y (i 1 bip )
T V2T Blai = b)) Z1=g~' ()
After some algebra we get
D-(1-a;42) ’
in (*W 02 =y ) —Hx1
2 ’(/JZ e 20)2(1 (ai — bz)
T o (rad) (bi 7 — 1)?

and this is the equation

b p2—1
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Appendix

Appendix B

Used Industrial standards overview

We can identify any Industrial standard as a set of criteria through an industry relating to
the standard elaborating and performing operations in its respective fields of production.
In other words it is the generally accepted requirements followed by the members of an
industry. It provides an orderly and systematic formulation, adoption, or application of
standards used in a particular industry or sector of the economy. Industry standards vary
from one industry to another.

Industry standards facilitate global as well as domestic competitiveness. It is a crucial
tool for developing and meeting industry goals. For Example in the automotive industry,
tire sizes and durability must fall within a standardized range. Standardization serves as

a quality check for any industry. Since the challenges in analysis and co-design of WNCSs

Table B.1: Differences between short range communication protocols of interest.

WirelessHART I[SA-100.11a IEEE 802.15.4¢
Data rates 250 kbit/s 250 kbit/s various, [54]
Channel hopping | Time slot based | Time slot based | Time slot based
Slow, [123]
Modulation DSSS QPSK DSSS OQPSK DSSS OQPSK
Frequency 2.4 GHz 2.4 GHz 2.4 GHz
Symbols 16-ary orthogonal | 16-ary orthogonal | 16-ary orthogonal
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are best explained by considering wireless industrial control protocols (WICPs). In our
thesis, we focused on short range WICPs. In particular, we focused on WirelessHART,
ISA-100.11a, and IEEE 802.15.4e. In this appendix, we will review the most important
characteristics of the aforementioned standards used in our analysis. Table[B.I]summarizes

some differences of the protocols of interest.

WirelessHART

WirelessHART it is considered to be the first open standard for WSNs specific targeted
for industrial automation, [60]. It is an extension of HART communication protocol.
WirelessHART network consists of several elements as it is depicted in Figure [B.Ifield
devices that could work as sensor or actuators [§]. These devices can route the packets
in the network by routers. There might be also mobile devices used by the engineers or
workers. Access points which connect the wireless network to the gateway, adapters to
link wired HART devices to wireless ones, a security manager that could be established in
the gateway device or in a separate form, a redundant gateway which works as a viaduct
to the host applications and there might included a single network manager that could be
also inside the gateway device or outside. One way of scaling up this network to service
more wireless devices and achieving higher data rate by using multiple access points over
a single backbone [§] as shown in Figure

WirelessHART standard is ITEC 62591 standard which does several functionalities in
five OSI layers as shown in Figure

Its application layer protocol support publishing at cyclical process data with up-
date period from (0.1,0.25,0.5,1,2,4,8,16,32,60,3600)s [9]. The device publishes the
structured data using information service report service. The data is communicated as a
structure variable identified by publish command number [I3] as reported in Table

It transmits from 1 — 8 variables and requires from 5 to 69 octets. The protocol
overhead is between 49 — 73 bytes and it is constrained by maximal size of physical service
data 127 bytes. The number of octets added by each layer and the payload is illustrated
in Figure B4}

The physical layer specification relies on the standard 802.15.4-2011 [I4, p. 151] and
they are reported in Table [B.3]

Medium Access Control (MAC) layer is based on a centrally managed mesh network

Time Division Multiple Access (TDMA) and channel hopping providing collision free de-
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Figure B.1: WirelessHART architecture [§].

Wireless
HART
Handheld

Table B.2: Published command numbers of the variables [13] p. 37].

Command Number

Device Application Services

Number of Variables

Number of Octets

1 Read primary variable 1 5

2 Read loop current and percent of range 2 8

3 Read dynamic variables and loop current 2-5 9,14, 19, 24

9 Read device variables with status 1-8 13, 21, 29, ..., 69
48 Read additional device status Device Status 4,9-20
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Figure B.2: Utilizing a single backbone to connect multiple access points [§].
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OSI Layer WirelessHART Functions ]
A b,
s ! ™~
; : Supports command oriented applications with
Application predefined data types and application procedures.
. S A
g ™
| —
I ™)
\ S
s ~N ™
Implements auto-segmented network independent
Transpr::rt transfer of large data sets, rellable stream
transport, negotiated segment sizes.
N v
I N >,
Resolves network addresses, and provides power
Network optimised end-to-end routing of packets
over redundant paths, self-healing mesh network.
. AN o
g R ™
Provides data packet structure, framlng, error
Data-link detection and link arbitration via secure and reliable,
time synchronised TDMA/CSMA, and channel
L ) hopplng with automatic retransmission.
'S ™ ™
] Relies on 2.4 GHz wireless connection in 15M band,
Physical provided by IEEE 802.15.4:2011-based radios, with
10 dBm EIRP maximum transmit power.
e A o

Figure B.3: The function of OSI layers of WirelessHART [9].
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Maximum size of the physical service data unit (PSDU) is 127 octets

i

Information report service on 1 - 8 dynamic variables

49 - 73 octets Payload: 5 - 69 octets

Overhead [ 6 ‘ 16128 1 10

Data-link Transport Application Data-link

Layer Physical

Figure B.4: WirelessHART Protocol Data Unite (PDU).

Table B.3: The physical layer specifications of WirelessHART [9, p. (370-373)], [14,
p. 151].

‘ Physical Layer Specification ‘ Value ‘
Operating frequency 2 450 MHz band
Assigned channels 15 (from 11 to 25)
Transmit power 10 dBm +3 dB in equivalent isotropic radiated power (EIRP)
Output power control Programmable from -10 dBm to +10 dBm EIRP within +4 dBm error
Receiver sensitivity -85 dB or better
CCA Clear channel assessment (CCA) mode can be enabled / disabled
Data unit size constraint | Maximum size of the physical service data unit (PSDU) is 127 octets Octets
Modulation Offset quadrature phase-shift keying (O-QPSK)
Symbols 16-ary orthogonal
Symbol rate 62.5 ksymbol/s
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terministic communications on dedicated links [9]. It uses carrier-sense multiple access
(CSMA) protocol on shared links. The link transaction occurs during one time slot with
transmitting of one Downlink Protocol Data Unit (DLPDU) followed by an ACK. Slot
timing is defined in [54]. The slot period is 10ms which is the duration of the shortest
standard super-frame in IEEE 802.15.4¢ low latency deterministic network (LLDN). It re-
quires star topology, meaning that it has shortened frame control (1-octet MAC header),
short time slots and ACK frames. It is worth saying that sampling with periods as short

as 10ms is suitable for factory automation.

ISA-100.11a

ISA-100.11a is the major competitor of WirelessHART and it shares many similar features
with WirelessHART, [61]. This standard was developed by the International Society of
Automation (ISA) [124]. It provides reliable and secure wireless operation for different
control applications whether they are open loop or closed loop. It could be used also for
non-critical monitoring, alerting, supervisory control, open loop control, and closed loop
control applications [10].

ISA-100.11a network structure assimilates WirelessHART’s structure to some extent.
Figure depicts the communication areas addressed by this standard. As we can see
from Figure the network consists of the following elements. The D subnet which is a
collection of wirelessly connected field devices and some of them can work as routers, the
backbone could be any other network which interface with the plant’s network, a transit
subnet which composed of infrastructure devices on a backbone like gateways, security
managers, system managers and backbone routers. A field D-subnet with a backbone
D-subnet are connected by a backbone router and a backbone subnet with a plant subnet
are linked by gateway.

ISA-100.11a is IEC 62734 standard which performs different functions in five OSI layers
as it is shown in Figure

The ISA-100.11a application layer protocol supports publishing of cyclic processed
data. The supported values for the update period are 1/32ms increments up to 3600s.
The publish service for this standard is a unicast service used to update data periodically/
aperiodically from a single publication source in a single access point (AP) to (at most) a
single subscriber destination. Native communication in this standard supports both native

protocol and encapsulation of legacy protocols via tunneling. Native published communi-
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Figure B.5: ISA-100.11a architecture [10].
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Figure B.6: ISA-100.11a architecture [10].
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cation includes a freshness indicator to enable the subscriber to determine whether or not
a value has changed [I0]. The construct of the information to be conveyed via publica-
tion could be one of three constructs: native individual value, native sequence of values,
non-native data which is an information being tunneled via a publication service. More

in details, the single native value has the data structure as follows [10]

e Freshness value sequence number: it is present when the data structure information
that indicates the structure of the data is a native individual value. it indicates the

freshness of the data.

e Individual analog value and status: it is present if the native individual value is
analog. It contains standard value status indicating the quality of the value and the

analog value itself.

e Individual digital value and status: this parameter is present when the native in-
dividual value is digital. As the analog value and status this parameter contains
standard status denoting to the quality of that digital value and the digital value
itself.

The sequence of native values has the following structure [10]

e Publishing content version: it is present if the publication is for native sequence data.

It guarantees the harmonious interpretation of published data by the subscriber.
e List of publish data: it represents the list of data conveyed via the publish service.
e Status and analog value.
e Status and digital value.

The last two parameters contain the same elements which the single native data contains.
Finally, the non native data to publish is conveyed as a string of octets.

In order to support both native and non-native data, the application layer uses the
object-oriented approach to encapsulate the data (attributes) and functionalities in a con-
sistent manner. Moreover, objects are also defined to address the process industry needs
[10]. The unified field object defined in this standard can be analog input object, analog
output object, binary input object, or binary output object. The attributes of these ob-
jects are described in tables (287, 290, 293, 296) in [10] respectively. Figures[B.7, [B.§show
the object diagrams of the ISA-100.11a standard’s analog and digital objects respectively

and the coding rule for the native publish service.

206



<<Analog Input Object (1)>> <<, ject (1)==

<<Analog Input gnp ! @ Analog Output Object (1) <Anzlog Output |
""""" Object (2)== - Process value (PV) status: Unsigned?® - Command Output Value (OP_B) status: Unsigned® Object {2)=>

- Process walue (PV) value: Float 32 - Command Output Value (OP_B) value: Float 32

Publishing content |Freshness sequence

=< Concentrator Object=> + ‘

version (1 octet) number (1 octet)
dispatch
i ; ; Publishing content |Freshness sequence
<2 e
dispersion Object | ':I|_1|:' | version (1 octet) number (1 octet)
<<Analog Input N N ==Analog Output
......... Object (2)=> | =<<Analog Input Object (1)>= | <<Analog Output Object {1)=> Object (2)==

Figure B.7: Analog objects diagram.
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Specifically, as we see in the figures, a collection of data from several objects in one
User Application Process (UAP) is gathered in the concentrator object. The attributes of
this object is illustrated in Table 256 in [10]. A UAP may have zero or more concentrator
objects. After collecting the data from different objects in a particular concentrator object,
the native publish service is coded according to the following coding rule. The data is
added to 1 octet of the publishing content version which indicates the structure of the
data and one octet of freshness sequence number which manifests if the data value has
been changed or not. Therefore, according to the object diagram, the payload would be
(5 N) + 2 octets for analog (input/output) objects and (2 - N) + 2 octets for digital
(input/output) objects where N is the number of the objects collected in the concentrator
object. At the receiver side, the attributes of the concentrator object is matched to the
corresponding list of attributes of the dispersion object. This object specifies how to parse
the published content of a concentrator object. Multiple dispersion user objects should be

used if multiple disassemblies are needed [10].

p— <<Binary Input Object (1> <<Binart Output Object (1)>> rr———

........ X Obiot 2o
Object (2)=> - Process value (FYV_S) status: Unsigneds - Command Output Value (OF_B) status: Unsignedd iect (2>

- Process value (FV_S) value: Boolasn - Command Output Value (OF_B) value: Boolean

Publishing content | Freshness sequence
<< Concentrator Object=> | S ‘ g g

version (1 octet) number (1 octet)

dispaich

version (1 octet) number (1 octet)

<< dispersion Object>> + | Publishing content |Freshness sequence
0.7

==Binary Input R . _ - =<B ir?ar'\tI Output
......... Object (2)== | <<Binary Input Object (1)>> | | ==Binary Output Object (1)>=> | Object (2)==

Figure B.8: Digital objects diagram.

Each layer of the standard add a certain number of octets to the header as it is shown

in Table[B.4] As we see from the Table[B.4] the header can be uncompressed or compressed
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Table B.4: Number of octets added by each layer of ISA 100.11a standard to the

compressed and uncompressed header.

Layer Compressed header | Uncompressed header
Physical 6 6
Data Link 17— 34 19 — 64
Network 1)2..6 40
Transport 5|6 1112
Application 2|34 2[3|4

to get some advantages of compressing including reducing the packet loss and improved
interactive response time. Thus, the header can be either 31 — 57 octets in the case of
compressed header or 78 — 127 octets in the case of uncompressed header as it is shown
in Figure

Maximum size of physical data service unit PSDU is 127 octets

31-57 octets compressed
78- 127 octets unocmpressed

Overhead 6 (17..34 compressed) 1] 2.6]40 (11,12) 1]2]3]5
(19..64 uncompressed) (5:716.8)

Physical Data Link Network Transport Application Transport Data Link

Figure B.9: Physical Service Data Unite (PSDU) structure of ISA-100.11a.

The physical layer characteristics are summarized in the Table[B.5]Indeed, ISA-100.11a
is based on the IEEE 802.15.4 physical layer and its MAC layer assumes TDMA commu-
nication but with a configurable slot size on a super frame base. Channel blacklisting
and three options for channel hopping are also described. On the other hand, it does not
provide for backward compatibility with other industrial standards, focusing instead on

improving flexibility and adaptability.
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Table B.5: The physical layer specifications of ISA-100.11a [10], [14, p. 151].

‘ Physical Layer Specification ‘ Value ‘
Operating frequency 2 450 MHz band
Assigned channels 15 (from 11 to 25)
Transmit power It is determined according to the operation mode [10] p.861]
Output power control It depends on the country code [10] p. 363]
Receiver sensitivity -85 dB or better
CCA Clear channel assessment (CCA) mode can be enabled / disabled
Data unit size constraint | Maximum size of the physical service data unit (PSDU) is 127 octets Octets
Modulation DSSS QPSK Modulation
Symbols 16-ary orthogonal
Symbol rate 62.5 ksymbol/s

IEEE 802.15.4e

The standard IEEE 802.15.4 is for low rate, power, and cost Personal Area Networks
(PANs) where PAN coordinator is responsible of managing the network. The PAN coor-
dinator is also in charge of the communication between nodes. The standard defines two
channel access models. The first one uses the duty cycle to manage the power and is called
Beacon enabled mode as it is shown in Figure

Non Beacon Enabled | Beacon Enabled |

| Superframe Structure |

Y

\ Contention based \ \ Contention based \ \ Contention Free \

‘Unslotted CSMA-CA‘ \ Slotted CSMA-CA \ \ Reserved time slot \

Figure B.10: Behavioral modes of IEEE 802.15.4 MAC layer [11].

It uses superframe structure bounded by beacons [125] as illustrated in Figure m

The superframe is divided into active period and inactive period. During the active period
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the communication between nodes occur through the PAN coordinator they are associated
with. Furthermore, the active period can be divided to Contention Access Period (CAP)
and a Contention Free Period (CFP). CAP is the period where the channel access occurs
by the slotted CSMA-CA algorithm and CFP is the period for the communication in
TDMA mode using Guaranteed time slots (GTS) which are pre assigned to nodes [125].
On the other hand, non beacon enabled mode uses an unslotted CSMA-CA algorithm to

access the channel and there is no superframe and nodes are always active.

| Active
I

A

-
=

GTS GTS Inactive

O|1[2|3|4|5|6|7|8|9[t0[11]r[13]4]|15]

-
Lt

|
‘ L CAP CFP
-

Figure B.11: Beacon enabled mode of IEEE 802.15.4 MAC layer [11].

IEEE 802.15.4 is not suitable for high reliable and low latency requirements because its
MAC suffer from some limitations which are investigated in the literature. In particular,
since MAC layer in both BE and NBE modes uses CSMA-CA thus on one hand, the
maximum delay can not be bounded and as a result it can not be used for application
where low latency and a certain delay is required. On the other hand, CSMA-CA does not
guarantee high reception rate. Moreover, since IEEE 802.15.4 does not use the frequency
hopping to mitigate the interference and fading like the case of WirelessHART, for example,
the channel is more prone to these imperfections. Furthermore, using multihop topology in
BE mode imposes complex beacon scheduling and synchronization mechanism requirement
[15].

In order to overcome with these limitations an extension of this standard was developed
in 2012 which is IEEE 802.15.4e. This new version overcomes the restrictions of the IEEE
802.15.4 MAC layer inserting some mechanisms including slotted access, multi-channel
communication and frequency hopping [5]. In addition, it provides several functions im-
provements including mechanisms like offering low energy for energy efficient applications,
exchanging information at the MAC layer, enhanced beacon for better resilience, flexible

frame mechanism for several MAC operations, feedback on the channel quality mechanism
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Table B.6: TSCH, DSME and LLDN’s main features [15].

| TSCH | DSME | LLDN
Beacons Yes (Enhanced Beacons) | Yes (Enhanced Beacons) Yes
Periodic Slotframe: Periodic Multisuperframe: | Periodic Superframe:
-Arbitrary number of - Rigid structure -3 transmission states
timeslots
Time Organization -Dedicated and shared - Recurring CAPs -management, uplink,
timeslots and CFPs bidirectional timeslots

-intended for short

timeslots (< 1 ms)

Time Slotted Contention-based Time Slotted
(dedicated timeslots) (during CAPs) (dedicated timeslots)
Channel Access .
-TSCH CSMA-CA -Time Slotted -LLDN CSMA-CA
(shared timeslots) (during CFPs) (shared timeslots)
Topologies Star, tree, mesh Star, tree, mesh Only star
Channel hopping Channel hopping No

Multichannel mechanisms .
Channel adaptation

Timeslot Scheduling Not specified Distributed GTS Centralized
Mechanism Allocation
Group ACKs No Yes Yes
Network Frame/Ack-based On Enhanced Beacon | On Beacon Reception
Synchronization Synchronization Reception

and fast association mechanism for low latency applications [11]. It introduced several new
behavior modes and Table [15] describes the main features of each of these modes.
Authors in [5] provided a description summary of these modes. More in detail, the
advantages of frequency hopping for higher reliability against interference, time slotted
access for boosting the throughput of traffic free links to send data, and multi channel
for changing packets simultaneously between more nodes are combined in the medium
access protocol which is called Time Slotted Channel Hopping (TSCH). it includes al-
most all the functionalities defined in the WirelessHART DLL [62]. On the other hand,
Deterministic and Synchronous Multichannel Extension (DSME) is developed to support
stringent timeliness and reliability requirements imposed by industrial automation. it in-
creases the number of GTS slots and channels in the BE mode of IEEE 802.15.4 standard.
it depends on a collection of IEEE 802.15.4 superframes called multi-superframe to access
the channel. Since DSME uses the distributed beacon scheduling and slot allocation it

does not suffer from single point of failure [5]. However, this is done at the expense of
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high complexity. Low Latency Deterministic Network (LLDN) is designed for low latency
industrial applications. Differently from TSCH and DSME it is designed only for star
topology where 20 sensor nodes send data to a central sink every 10 ms. In order to be
used for a very latency applications it provides some features to decease the transmissions
and processing time. In particular, the MAC frame and header is designed shorter than
in the ones of TSCH and DSME, it starts transmitting even before the beginning of the
time slot and it uses a group Acknowledgment (Ack) feature.

In addition IEEE 802.15.4e provides a short identification of two more modes. First,
Asynchronous multi-channel adaptation (AMCA) is suitable for applications applied on
a large area where the communication between different nodes is not always guaranteed.
AMCA relies on asynchronous multi-channel adaptation and can be used only in non
Beacon-Enabled PANs [I5]. Any sender device can change asynchronously its dedicated
channel to the designated listening channel of the receiver device, in order to send the
packets and can announce that by broadcasting a message to all other physical channels.
Second, Radio Frequency Identification Blink (BLINK) which is used for announcing the

ID of the node to other nodes in the network to indicate its existence.
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