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Abstract

The aim of this thesis is presenting the structural properties and privacy guarantees
of control systems connected via wireless communication channels, that are modeled
through the finite-state Markov channel abstraction. Spatially distributed systems
connected via wireless medium, also known as wireless control networks, are here
investigated. The aforementioned structural properties are properly exploited to
develop a stability analysis specific for wireless control network scenarios.

As explained in the following chapters, there is a wide literature focusing on stability
analysis, structural properties, and privacy guarantees of wireless control networks.
Most of these works adopt Bernoulli random variables to model packet loss occurrences
over wireless channels.

However, this strategy does not allow to model the occurrence of bursts of packet losses,
as Markov chain theory does. The improvement with respect to the previous works is
modeling the wireless channel as finite-state Markov channel, that allows for modeling
the occurrence of bursts of packet losses, as well as the current mode of the channel.
As a consequence of the Markovian characterization of the wireless channel, Markov
jump system theory provides good mathematical approximations of wireless control
network scenarios.

The contribution achieved by the research presented in this thesis is threefold. Firstly,
this work investigates wireless control network scenarios with double sided packet-loss
links modeled via finite-state Markov channels. Under the assumption of a TCP-
like communication scheme and the mathematical framework of Markov jump linear
systems, the separation principle holds also in this case with finite-state Markov channels.
Secondly, the research here reported provides conditions guaranteeing secrecy against
eavesdropping over finite-state Markov wireless links. Finally, the case of nonlinear
discrete-time Markov jump systems is investigated with the aim of the generalization
of Markov jump linear system framework, so that nonlinear plants may be involved in
wireless control network analysis. Proper stability notions and Lyapunov conditions
are presented for nonlinear discrete-time Markov jump systems in the case without any

delay, as well as in the case of nonlinear discrete-time systems with Markovian delays.



Keywords: Markov Jump Systems, Lyapunov theorems, Wireless control networks,

Finite-state Markov channels
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1. Introduction 2

PhD project at University of [’Aquila under the supervision of Professor Alessandro
D’Innocenzo and Professor Pierdomenico Pepe.
This chapter starts with an introduction of the scenario investigated in this thesis
that concerns wireless control networks.

A brief description of the main features of wireless control networks is here reported.
The following sections present an overview of the main challenges and contributions
addressed by the PhD project here illustrated.

1.1 Chapter outline

This chapter is organized in two main parts.

o The first part of the chapter illustrates the main topic of this thesis, that is, the
study of the impact of the Markov modeling |1] on structural properties and

privacy guarantees for wireless control networks [2].

This topic is the motivation that links all the following chapters. The impact
of the Markov modeling on wireless control network properties can be analyzed
by exploiting Markovian switching systems [3], also known as Markov jump
systems (see [4] for the linear case): the most important challenges are presented
in Section

o The second part of this first chapter illustrates the contributions achieved during
this research work on the two modeling classes: Markov jump linear systems [4]
and Markov jump nonlinear systems |3]. The main contributions are described
in Section [L.3

Moreover, Section [1.4] introduces notation and mathematical background, Section [1.5
illustrates the thesis organization to the reader, and finally, Section [1.6] provides

a list of acronyms.
1.2 Wireless control network: modeling strategies
and significant challenges

Wireless control networks [2,/5] consist of spatially distributed [6] components such as

computational units, actuators, and sensors [7] connected via wireless communication
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links [8]: in this scenario the closed-loop control is provided over wireless links [9].
Wireless control networks have a large variety of application fields, such as industrial
automation |10H14], building management |15], automotive, intelligent transportation
[16], avionics and smart grids [17], receiving considerable attention from industry
and academia |2/18421]. Moreover, they offer many advantages such as the ease of
installation and maintenance, large flexibility, and increased safety [22].

Conventional control system design [23] relies on the assumption of instantaneous
delivery of sensor measurements and control inputs with high reliabilities. The usage of
wireless channels in the transmission of information [24] causes delays, packet losses and
message error probabilities [2}25]. For this reason, the significant challenges in control
over wireless communication channels [26,27] lie within the time-varying, unreliable [28|
and shared nature [29] of this communication medium.

The presence and motion of people and objects in the propagation environment
induces the shadow and small-scale fading that, paired with interference from other
transmitters, causes information loss leading to performance and stability degradation
[30-33]. Furthermore, due to the shared nature of the wireless medium, other agents
in the vicinity can overhear the content of transmissions, and there is often a need
to protect systems from eavesdroppers |34], [35]. This scenario leads for instance to
privacy problems [36-41].

In wireless control system literature problems related to the packet loss occurrences
[42-45] have been widely investigated and discussed. The packet dropouts have been
modeled either as deterministic (in terms of time averages or worst case bounds on the
number of consecutive packet losses, see, e.g., [25,26,46,147]) or stochastic phenomena.

In the stochastic framework, many works in the literature assume memoryless packet
drops, and thus dropouts are realizations of a Bernoulli process (see |24,48-51]). Other
works consider more general correlated (bursty) packet losses and use a transition
probability matrix of a finite-state stationary Markov chain (see, e.g., [52H54] and
references therein) to describe the stochastic process governing packet dropouts (see
[52,[55]). In these works, wireless control networks with missing packets are modeled via
time-homogeneous Markov jump linear systems [4L/56-60]. However, a simple Markov
chain model for packet losses on wireless channels used in wireless control networks
literature is not exhaustive since the occurrence of packet losses also depends on the

operational mode of the communication channel 1], this dependence is well captured by
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the mathematical abstraction provided by the finite-state stationary Markov channel
model [1f. This thesis focuses on the finite-state Markov channel mideling framework.

The finite-state stationary Markov channel model approximates the channel mode
transitions through a Markov chain and incorporates a specific packet error distribution
information into each mode |1]. The finite-state Markov channel [1] is an essential model
because wireless communication system designers traditionally use this mathematical
abstraction of the wireless channel for modeling error bursts in fading channels to analyze
and improve performance measures in the physical or media access control layers.

Moreover, several receivers’ channel state estimation [61] and decoding algorithms
rely upon finite-state Markov channel models [1].

Bursts of packet losses cannot be modeled by Bernoulli processes, which is the
main limit of the control strategies based on Bernoulli channel [4§]. Indeed, the
Bernoullian model is less accurate than the finite-state Markov channel model, and
thus bursts of packet losses may cause unstable behavior without the possibility of
recovery, as illustrated in Chapter [2

Works such as the one by Lun et al. |62] illustrate how the adoption of the finite-
state Markov channel model [1] in the design of wireless control networks impacts the
control performance in a positive way. This modeling strategy of the wireless channel
provides a consistent improvement [62] in stabilizing control synthesis. This is the
reason why the research work adopts the finite-state Markov channel, for the control
design strategy that accounts for bursts of packet losses occurrence, as well as the
current state of the wireless communication channel. See Chapter [2| for more details.

As the reader will observe in the following, the most important challenges concerning
wireless control networks related to wireless connectivity can be grouped considering

the two main features of the wireless communication medium:
o the unreliability |2| (addressed by Chapter |2)),
« the shared nature of the wireless medium [40] (addressed by Chapter [3]).
1.2.1 Markov jump linear system theory applied to double-
sided packet loss scenarios

Markov jump linear system theory has been frequently used in literature [63-65]

to model the challenges in analysis and design of wireless control networks [66},67].



1. Introduction 5

Specifically, Markov jump linear systems are linear switching systems [68-73] where
the switching rule is a Markov chain exploited for wireless link modeling [1,[8}74].

This thesis exploits Markov jump linear system theory [4] to model and analyze
the impact of finite-state Markov channel modeling |1] of double-sided packet loss
links in wireless control network scenarios [4§].

Double-sided packet losses have been already investigated for instance in [25,|47],
with arbitrary packet loss process [25], or Markovian [47]. These works summarize
the packet losses on both links.

Let us consider a wireless control network scenario where the plant and the controller
are connected via wireless links [4§]: the link concerning the communication from the
controller to the actuators and the link concerning the communication from the sensor
to the controller. Let us call actuation link the link concerning the communication
from the controller to the actuators. Let us call sensing link the link concerning the
communication from the sensor to the controller.

The significant difficulty of the setting presented in this thesis arises from a combined
effect of two link packet losses possibly resulting in long periods in which the controller
and actuator cannot simultaneously receive new data (see also Remark [I|in Chapter [2)).
However, a simple Markov chain model for packet losses on wireless channels [2] used
in wireless control networks literature is not exhaustive since the occurrence of packet
losses also depends on the operational mode of the communication channel [1] (obtained
via channel state estimation [61]). Thus, the channel model exploited in this PhD
thesis is the finite-state Markov channel [1].

Consequently, the existing stabilizability and detectability notions [48,/49}/75] are

not suitable for the general finite-state Markov channel scenario, as illustrated in the
following chapters.
This research work overcomes this limitation by addressing the output-feedback control
problem [76] over finite-state Markov channels and characterizing novel stabilizability
and detectability conditions [77]. The investigated wireless control network infrastruc-
ture relies on a TCP-like architecture [48], implying that the communication between
the controller and the actuators is characterized by acknowledgement messages.

Messages of acknowledgement are crucial messages for this research setting: with-
out them the separation 48] between estimation and control is impossible even in

Bernoullian setting.
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Concerning the actuation link, the controller is the transmitter: specifically, the
transmitter is not able to know the outcome of the transmission before sending the mes-
sage |78]. This is the reason why the controller receives the acknowledgement message
only after a time-step delay [48}79], while this delay does not affect the sensing link.

In modern communication systems the channel state estimation [61] is always
performed through the receiver. Therefore, on the sensing link, the controller (i.e.,
the receiver) is able to know the outcome of the transmission and the mode of the

channel without delay.

1.2.2 The separation principle over finite-state Markov chan-
nels

As highlighted in the previous paragraph, in contrast to traditional control and
estimation problems, wireless control networks are unreliable [24,50]: this means
that the observation and control packets may be lost or delayed due to the wireless
transmission features [76]. Thus, the underlying communication network with double-
sided packet losses is modeled stochastically [80] by assigning probabilities to the
successful transmission of packets [43,44.49]. One of the challenges addressed by
this PhD thesis is the separation principle for estimation and control problems in
wireless control networks over finite-state Markov channels. This challenge aims at
the generalization of the results in [48|. In traditional control theory there is a large
amount of works investigating the separation principle [81].

As it is well known, in traditional control schemes 23|, the separation principle is
guaranteed by structural properties, i.e., stabilizability and detectability [75].

Many works in the field of control theory investigate problems of estimation and
control over wireless lossy networks 4346 |48 149].

There are important research lines (such as the one that has led to the work titled
“Foundations of Control and Estimation Over Lossy Networks ”, by Schenato et al. |48])
that investigate the separation principle in wireless control network architectures with
double-sided packet losses. The aforementioned paper by Schenato et al. provides the
proof of the separation principle for wireless transmissions with TCP-like protocols.
Moreover, the same work shows that when considering UDP-like protocols separation
cannot hold. Specifically, in [48, Theorem 5.6], the separation principle is guaranteed

by the structural properties of stabilizability and detectability, that are exploited in
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the analyzed scenario considering the Bernoulli probabilities of packet losses over the
sensing link and the actuation link |48, Lemma 5.4, Theorem 5.5].

This manuscript addresses the analysis of a TCP-like remote control architecture
(that is analogous to the one in [48]) with a more accurate channel model for the
wireless link, i.e., the finite-state Markov channel model [1].

As deeply explained in the following chapters (see Chapter , the problem of
the separation principle over finite-state Markov channels is here investigated by
exploiting the notions of mean square detectability and mean square stabilizability [4],
i.e., structural properties in the mean square sense.

The mean square stabilizability with delay, introduced in the work by Lun et
al. |79], accounts for the one time-step delay due to the presence of acknowledgement
messages (see Chapter [2| for more details).

Mean square detectability and mean square stabilizability with delay (presented in
Chapter [2| for the considered wireless control network scenario) report formally the
classical structural properties in control theory (stabilizability and detectability |75]) in
the finite-state Markov channel framework, providing the basis for development of solid

conditions guaranteeing the separation principle over finite-state Markov channels |77].

1.2.3 Privacy guarantees against eavesdropping

The previous sections focus on the unreliable nature of the wireless medium (mentioned
above), that may cause packet losses and other non ideal behaviors in wireless control
networks. Another important feature of the wireless channel is the shared nature of the
wireless medium [82], that makes other agents in the vicinity able to overhear the content
of transmissions |83]. This risk has an impact on the privacy of the transmission [84].
Consequently, this problem leads to the necessity of protecting system data from
eavesdroppers [34,135], for instance by adopting encryption-based tools [40] or physical-
layer security methods [85], and control-theoretic approaches [37},39,86].
The privacy scenario [37,38] here investigated concerns a wireless estimation problem [49)
over a finite-state Markov channel [1].
This research line focuses on state estimation [49] in wireless control networks with
secrecy against eavesdropping [38].
Specifically, in the remote architecture scenario here considered |87, a sensor
transmits a system state information to the estimator over a legitimate user link, and

an eavesdropper overhears these data over its link independent on the user link. Each
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connection may be affected by packet losses and is modeled by the finite-state Markov
channel that has been briefly introduced before [1].
The part of the PhD thesis concerning privacy guarantees moves from the paper titled
“State Estimation with Secrecy against Eavesdroppers ”, by Tsiamis et al. [38]: the secrecy
mechanism and the remote architecture here illustrated are the same as the ones in [38].

Certainly, problems concerning estimation techniques [88},89] and privacy guarantees
[34] over wireless channels have been already addressed in literature.

However, the wireless link [§] has been modeled either exploiting the Bernoulli
processes [48], or exploiting two-mode Markov chains [34].

As explained in Section [[.3.2] and also in Chapter [3] a significant difference with
respect to the previous literature is the development of privacy guarantees over finite-
state Markov channels [87] (which is an improvement with respect to Bernoulli processes

and the two-mode Markov chains).

1.2.4 Markovian switching nonlinear systems

The challenges presented above are typically addressed by adopting a linear modeling

strategy [4], that is widely used in wireless control network literature [2].

Markov jump linear systems [4,/90] provide very good approximations for wireless control

networks [77,91,(92] as long as the plant to control can be modeled as a linear system.
However, when the dynamics are nonlinear, the general mathematical model with

nonlinear functions is needed [81}|93-96].

The main modeling strategies and mathematical tools exploited to analyze wireless

control networks [2] and their structural properties can be grouped as follows:

o the discrete-time Markov jump linear systems [4,90] (investigated in Chapter
and Chapter [3)),

o the discrete-time Markovian switching nonlinear systems [3] (investigated in
Chapter [4] and Chapter [5)).

This section introduces the discussion on discrete-time Markovian switching systems,
where the function can also be nonlinear [3|, so that this class of systems is able to

provide a good approximation for wireless control networks with nonlinear plants [97].



1. Introduction 9

Discrete-time Markovian switching systems, also known as Markov jump systems
[4,67,98], are particularly useful for modeling systems subject to abrupt changes [99],
such as wireless control networks, that may suffer from packet losses [49].

Markovian switching nonlinear systems [3,/100] are good approximations of wireless
control networks when the plant is characterized by nonlinear dynamics [94].

This thesis investigates the class of discrete-time Markov jump linear systems, as well as
the general class of discrete-time Markovian switching nonlinear systems. Particularly,
the investigations concerning the stability properties [101,/102] focus on exponential
mean square stability [3] and exponential mean square input-to-state stability [97],

that are stability notions involving the second moment of the state [3}4].

1.2.5 Stability notions

The investigations on the formal guarantees for stability properties of wireless control
networks [2,/72,80] play a key role in this thesis.
The classical stability notions traditionally used in control theory [81] are not suitable
for a wireless control network scenario modeled through a stochastic framework [80],
as the one studied in this work.
Thus, the main challenge concerning stability notions addressed by this work is the
construction of a suitable mathematical setting [3}/4,(07] providing the best mathematical
approximation of the considered wireless control network scenario for the formal
description of the stability problems [4§].
The stability notions here investigated are the mean square sense stability notions [4].
Stability notions in the mean square sense are the most suitable ones because they
involve the stochastic features existing in the stochastic mathematical environment
describing the wireless channel |1,|{74]. Specifically, this thesis deals with mean square
stability and mean square input-to-state stability [103H105] notions [3,4].
Mean square stability (i.e., a stability notion in the mean square sense) of discrete-time
Markovian switching systems has been extensively analysed in the linear case |4], but
there are also some works such as [3] investigating this stability notion in the nonlinear
framework.
The input-to-state stability [106,/107] property has been widely investigated in the
literature [108-111]: the corresponding notion was originally proposed by Sontag for
continuous-time nonlinear systems (see for instance [105,[112-118]). Intuitively, when

a system is input-to-state stable, every state trajectory corresponding to a bounded
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control remains bounded and tends to the equilibrium when inputs tend to zero.

In the last decades, a great effort has been spent studying some variants of the
original notion and related applications |103,{111,/119-127]. In [128], a network of
integral input-to-state stable [109,/110] retarded systems is considered and a small-gain
methodology for constructing a Lyapunov-Krasovskii functional of such a network is
developed. Following the same research line, [129] and [130] present input-to-state
stability and integral input-to-state stable feedback control design strategies facing
actuators disturbances. Relevant works expressing the significance of exponential
input-to-state stability property are [131}[132].

Together with the increasing attention given to switching nonlinear systems, particularly
in the last decades, Lyapunov characterizations of stability and input-to-state stability
for this kind of systems has played an important role: the reader can refer to [133H136).
The methodology presented in |137] for the discrete-time case is based on the one
provided by [133/[134] for the continuous-time case. A converse Lyapunov result
for the global asymptotic stability is established in [137] for discrete-time switching
systems. However, the procedure presented there is developed for an arbitrary switching
framework and it is based on common Lyapunov functions, while the approach provided
in this manuscript (particularly in Chapter |4)) concerns the use of multiple Lyapunov
functions [136] in the Markovian switching domain [3], where the switching rule is
a Markov chain [[138]. More details on the aforementioned approach are provided in
Chapter [

The deterministic counterpart of the considered stochastic mathematical scenario is
provided by [136], where discrete-time switching nonlinear systems [68], whose switching
rule is constrained by a digraph, are investigated.

With respect to [136}|139,/140], this research focuses on the scenario in which the
state of the system is a random variable [141], and therefore, the main interest of
this investigation is the behavior of its second moment [4}[141], i.e., the mean square.
Consequently, the considered stability notions [4] (i.e., the mean square stability, the
exponential mean square stability [3], the mean square input-to-state stability, and the
exponential mean square input-to-state stability [97,/142]) are different with respect to
the ones considered by Pepe in [136}/140] and by Goebel in [139].

As far as the Markovian switching domain is concerned, the notions of pth moment
stability and pth moment input-to-state stability are investigated in [143] and [144],

respectively. In [144] continuous-time stochastic retarded systems are analysed and a
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Razumikhin-type theorem is developed for pth moment input-to-state stability. The
Razumikhin stability approach is also exploited in [124], where some novel criteria for
pth moment input-to-state stability and integral input-to-state stability are derived,
considering impulsive stochastic functional differential equations.
In the discrete-time framework, impulsive stochastic delay systems are studied in [125],
where pth moment exponential input-to-state stability is investigated. Works concerning
discrete-time Markovian switching nonlinear systems are |3] and [145]. In particular,
in [145] a complete proof of the Markov property of the state of a class of discrete-time
hybrid systems is given, and a mean square stability analysis is carried out in [3].
This research line moves from the work titled “Stochastic model predictive control
for constrained discrete-time Markovian switching systems” 3|, that provides a mean
square stability analysis for discrete-time nonlinear Markovian switching systems.
This thesis provides a novel input-to-state stability analysis in the mean square

sense for discrete-time nonlinear Markovian switching systems [97}/142].

1.2.6 Markovian delays

Time-delays [33,/46|,146] often lead to complex behaviors in the dynamics of wireless
control networks [2] and may lead to the failure of stability [76].

Discrete-time systems subject to Markovian delays provide a good mathematical
approximation of wireless control networks with random delays [147] modeled by
Markov chains [14§].

This part of the research work investigates bounded variations of Markovian delays
(see [148] and the references therein).

These problems can be mathematically formalized by studying discrete-time systems
[149.|150] with Markovian delays [148]. Discrete time-delay systems [151-155] have
received renewed attention in recent years because of their important applications in
engineering fields (see for instance |151}[153}156-160]).

In recent years, the graph theory [161,{162] approach has been satisfactorily used in
the development of stability theory for discrete-time switching systems with constrained
switching signals (see [136}|163-168] and the references therein). Constraints on time-
delays can be described by means of the delay digraphs notion (see [160,|169]) as
a natural counterpart for time-delay systems of the switches digraphs approach for

switching systems. See also [169,/170] for motivations of modeling the constraints
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through a digraph, and for the impact of this choice in establishing the stability results.
Constraints provided by bounded delay variations are studied in [148,|171},172].

In [172] the problem of disturbance rejection control for Markovian jump linear
systems is investigated, while [148] presents the regulation problem for discrete-time
linear systems with bounded unknown random state delay. In [171], the constraints
due to bounded delay variations can be described by a delay digraph as well.

The modeling framework for systems subject to Markovian switching is given by discrete-
time Markovian switching systems, also known as Markov jump systems [3f4]. There is a
wide literature investigating this class of systems. Indeed, they are particularly useful in
the modeling of systems subject to abrupt changes, such as wireless control networks [2].

This is because, the wireless channel may suffer from packet-losses that are the
cause of abrupt changes and delays (see [4£/67,98/99]). There are two main reasons why
Markovian switching systems are good approximations of wireless control networks

that have been widely illustrated in Section [[.2] and are briefly recalled in the following.

o Markov chains allow to model bursts of packet losses, which is not possible using

Bernoulli random variables (see [1] and the references therein).

o The Markov modelling of the wireless channel |1.66,79] in analysis and co-design
of wireless control networks [54}62.66,79] allows performance improvement in

stabilizing control synthesis |62].

Given the arguments presented above, the aim of this part of PhD project is studying
the discrete-time delay systems with Markovian delays. Thus, this part of the work
focuses on stability notions concerning the second moment of the state [141] of the

system, that is the exponential mean square stability [4].

1.3 Main contributions

The most significant contributions of this thesis can be found along the main research
lines of the PhD project introduced in the previous paragraphs of this Chapter.
The reader can find here a list containing the main contributions achieved by

the research work addressed by this thesis.

(7) The main contributions concerning the separation principle over finite-state
Markov channels [77,92] (introduced with more details in Section |1.3.1)) can be

summarized as follows.
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— The communication timing (between plant and controller in the wireless
control network scenario) are explicitly considered, as well as computation
and transmission delays. This leads to two different estimation strategies.
The first estimation strategy proposed will be called next-step predictor,
the second one will be called current estimator. Each estimation strategy

will be presented with its feasibility conditions in Chapter [2]

— The separation principle validity is proved for both the considered estimators

in the general finite-state Markov channel setting.

— Four different detectability notions (presented from the weakest to the
strongest one) are introduced in Chapter [2f with the aim of providing a
suitable theoretical basis for the formal description of the filtering problems.
The aforementioned detectability notions are instrumental for the guarantees

of the separation principle in the general finite-state Markov channel scenario.

(74) The contribution concerning privacy guarantees over the finite-state Markov
channel is the applications of the modeling approach based on the finite-state
Markov channel and Markov jump linear system theory for the development of
privacy guarantees [87] (summarized in Section [1.3.2).

(#7i) The contributions concerning the modeling framework of discrete-time Markov
jump systems [97] (introduced with more details in Section [1.3.3)) can be summa-

rized as follows.

— Lyapunov characterizations of exponential mean square stability and expo-
nential mean square input-to-state stability based on multiple Lyapunov

functions for discrete-time Markovian switching nonlinear systems [3].

— Necessary and sufficient conditions for the exponential mean square input-to-

state stability are proposed for discrete-time Markovian switching systems.
— Sufficient conditions for p-th moment input-to-state stability.
(iv) The application of the theory developed for exponential mean square stability

and exponential mean square input-to-state stability to the case of discrete-time
nonlinear systems subject to Markovian delays |[173] (summarized in Section|1.3.4)).
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1.3.1 The output-feedback control over finite-state Markov
channels: the separation principle

The considered wireless control network scenario is composed by a plant and a controller
connected via wireless links and communicating by TCP-like protocols [4§].

The closed-loop system composed by plant and controller exchanging information
via wireless links can be modeled as a Markov jump linear system. This work addresses
(as one of the contributions) the output-feedback control design for the described
wireless control network scenario.

The output-feedback control for Markov jump linear systems has been investigated
in |4] and [174]. This work focuses on the output-feedback control for Markov jump
linear systems on a TCP-like scenario [48]. In the considered output-feedback control
architecture [77,91,(92], the controller is able to receive the information on the sensing
link, i.e., the output of the system, the outcome of the transmission and the channel
mode [61] without any delay. Instead, on the actuation link the controller sends
the control law and it is able to receive the information concerning the outcome of
the transmission and the channel mode with one time-step delay with respect to the
time instant of the control law transmission [79]. This situation is summarized by
saying that one time-step delay affects the actuation link mode observation [79]. The
channel mode observation on the sensing link occurs without any delay because the
acknowledgement message is not necessary for the receiver, as it is explained with
more details in Chapter [2, Remark [2|

Previous works such as |48/49] do not consider the communication channel mode,
but actually the receiver has access to this information, by performing a channel
state estimation [61].

The novelty of this work lies within the output-feedback control in the FSMC setting
[1].

Optimal linear quadratic regulation [175] with one time-step delay on actuation
link mode has been already investigated in [79]. Specifically, the work by Lun et al.
presented in [79] introduces an optimal linear quadratic regulator for a control system
where the control law is sent over a TCP-like wireless actuation link. Consequently, the
TCP-like communication is characterized by acknowledgement messages that provide

one time step delay in the observation of the actuation link mode.
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Thus, the optimal linear quadratic regulator has to account for the delay [79] in
the observation of the actuation link mode [52].

In [176], the Kalman filter is adopted for a single simplified Gilbert channel modeled
by a Markov chain with two Markov modes. This result cannot be applied to the
general Markov channel scenarios that require 2N modes with N > 2: N channel modes
result, e.g., from the signal-to-interference-plus-noise-ratio partitioning, and each mode
is associated with a binary symmetric channel, see [1]. Thus, 2N modes derive from
the general Markov channel mathematical model. Other estimation techniques are
Ho and Hoo estimation: in [55], sub-optimal filters are obtained for the case of cluster
availability of the operational modes.

It is well known that for the case in which the information on the output of the system
and on the Markov chain are available at each time-step, the best linear estimator of
the state is the Kalman filter [177H179] (see |[176] and [4, Remark 5.2]).

An offline computation of the Kalman filter is inadvisable |180], as discussed more
in detail in Chapter Indeed, the solution of the difference Riccati equation and
the time varying Kalman gain are sample path dependent and the number of sample
paths grows exponentially in time. On the other hand, an online computation of
the Kalman filter requires online matrix inversions which might be inadvisable for
the significant computational complexity.

For this reason, this work provides a different class of estimators, for which the
filtering gains can be pre-computed offline. Specifically, two infinite horizon minimum

mean square Markov jump filters [4, Chapter 5.3] are presented:

o the first one with a next-step predictor [181, Chapter 8.2.1],

« the second one using the current estimator [181, Chapter 8.2.4].

These estimators use different communication and computation timing sequences and
offer different performance levels, as explained more in detail in Chapter This
research line involves the contributions presented in two conference papers and one

work submitted for possible publication as journal contribution.

o The conference paper presented at the 58th IEEE Conference on Decision and

Control [79] illustrates the design over finite-state Markov channels,

o The conference paper presented at the 2021 American Control Conference

illustrates optimal output-feedback over finite-state Markov channels [92].
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o The article [77] provides the design of an optimal output-feedback controller over
finite-state Markov channels, with two infinite horizon minimum mean square
Markov jump filters [4, Chapter 5.3] (the next-step predictor and the current

estimator).

Specifically, these two works focus on control design and structural properties (sta-
bilizability and detectability) |182] for wireless control networks over finite-state
Markov channels.

The paper by Lun et al. [79] has introduced the controllability notion over one step
delayed actuation link mode observation, while the results in [92] concern the output-
feedback control with double-sided packet losses and detectability notions for the
next-step predictor.

Concerning the Markov jump linear system theory modeling wireless control network
scenarios, the research leading to this thesis moves from the results in [79].

Particularly, this research work has added the double-sided packet losses to the
wireless control network scenario in [79] and the results obtained concerning the
next-step predictor have been presented in the conference paper [92].

An improvement with respect to [92] consists in the introduction of the current
estimator together with a comparison between the two methodologies. This im-
provement achieved in the research has been presented in the paper submitted as
possible journal contribution [77].

The current estimator provides better performance but it requires more restrictive
constraints to be satisfied. Different computation timing sequences are used by the
two estimators: the one concerning the current estimator presents more restrictive
physical constraints (see Chapter [2| for more details).

The theoretical existence of these two estimators is a problem addressed using
different detectability notions that have been introduced for the finite-state Markov
channel scenario and that are presented in this work with the aim of finding suitable
conditions guaranteeing the existence of an observer (either next-step predictor or
current estimator).

Particularly, conditions guaranteeing the weakest detectability are necessary and
sufficient, while requirements ensuring the strongest detectability are only sufficient.

Moreover, this thesis contains the detailed proofs of the separation principle for

next-step predictor and current estimator. Finally, the reader can find a more general
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case study with respect to the one in [92], providing several propagation environments
showing in which cases it is possible to conclude the existence of one of the two
observers. The main contributions concerning the output-feedback control briefly

illustrated in this chapter can be summarized as follows.

(i) The finite-state Markov channel is introduced into the TCP-like double-sided

packet loss wireless control network scenario.

(74) The communication timing, as well as computation and transmission delays, are

explicitly considered, as explained above.

(#41) The separation principle validity is proved for both the considered estimators in

the general finite-state Markov channel setting.

(iv) Four different detectability notions (presented from the weakest to the strongest
one) are introduced in Chapter

(v) The presented results are illustrated in a case study concerning an inverted

pendulum on a cart described in Chapter 2

1.3.2 Privacy guarantees over finite-state Markov channels

The research line concerning privacy over finite-state Markov channels moves from the
work by Tsiamis et al. [38] and applies the modeling approach based on the finite-state
Markov channel [1] and Markov jump system theory [4] to study the problem of secure
state estimation [36] over wireless communication channels [74].

Specifically, Tsiamis et al. |38] model wireless links as independent and identically
distributed (i.i.d.) Bernoulli random variables. Other works, such as Leong et al. [34],
provide privacy guarantees over wireless links modeled as time-homogeneous two-
state Markov chain models [13§].

Differently from previous works that exploit either the Bernoulli model [30}38] or
two mode Markov chains for the wireless link, this work focuses on privacy guarantees
over a finite-state Markov channel [1,[62].

In this research work each agent [87] (user or eavesdropper) estimates the process
evolution of the signal-to-interference-plus-noise ratio on its link, independently from
the other. A finite-state Markov chain (with more than two modes) approximates the

signal-to-interference-plus-noise-ratio process over each link. A binary random variable
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standing for the outcome of the transmission is associated to each Markov mode, which
determines the distribution of the binary random variable [1].

The resulting finite-state Markov channel model [1] allows for a tighter integration
in the coupled design of the communication and estimation components of the wireless
control networks. Some procedures for control and estimation over packet dropping
wireless links modeled by finite-state Markov channels can be related to the Markov
jump linear system theory [79,[92,|183H185] generalizing the fundamental results based
on i.i.d. Bernoullian assumptions [48]. Nevertheless, most of the contributions on
estimation and control over fading channels consider the two-state Markov chain
modeling a bursty packet erasure channel [176].

The secrecy problem addressed by [38] provides a secrecy notion which is suitable for
wireless estimation problems solved by Kalman filtering: perfect expected secrecy |38,
Definition 1], based on covariance matrices of the user and of the eavesdropper,
respectively.

This work exploits a minimum mean square Markov jump filter instead of Kalman
filter (see [38,/176]), because the filter dynamics depends just on the current mode
of the wireless sensing link (rather than on the entire past history of modes). This
implies that the filtering gains can be pre-computed offline [4].

The work by Impicciatore et al. [87] introduces a novel secrecy notion (reported in
Chapter |3), which is suitable for minimum mean square Markov jump filter: optimal
mean square expected secrecy over finite-state Markov channels that requires the user
mean square error to be bounded and the eavesdropper mean square error unbounded.
The reader can find more details in Chapter

1.3.3 Lyapunov characterizations for discrete-time Markov
jump systems

The contribution concerning Lyapunov characterizations for discrete-time Markov
jump systems is based on the journal article by Impicciatore et al. titled “Lyapunov
characterizations of exponential mean square input-to-state stability for discrete-time
Markovian switching nonlinear systems” [97].

A preliminary version of the aforementioned article was the conference paper “Suf-
ficient Lyapunov conditions for pth moment ISS of discrete-time Markovian Switching
Systems” by the same authors [142], where a pth moment input-to-state stability

analysis for discrete-time Markovian switching nonlinear systems has been presented.
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In this conference contribution the pth moment input-to-state stability notion
(introduced in [144]) is conveyed to the discrete-time Markovian switching nonlinear
domain and sufficient Lyapunov conditions guaranteeing this property are provided.
The contributions concerning the investigations in the discrete-time nonlinear Markovian

switching framework are listed in the following.

(i) Discrete-time Markovian switching nonlinear systems [3| are investigated in this
work with the aim of providing Lyapunov characterizations of exponential mean
square stability and exponential mean square input-to-state stability based on

multiple Lyapunov functions.

(i) A converse result for discrete-time Markovian switching nonlinear systems is
provided: a reverse implication for the Lyapunov conditions for exponential mean

square stability, given in [3].

(131) Necessary and sufficient conditions for the exponential mean square input-to-state

stability are proposed for discrete-time Markovian switching systems.

(iv) Sufficient conditions for p-th moment input-to-state stability are illustrated in
Chapter [4

The contributions summarized above will be illustrated with all the necessary details

and explanations in Chapter []

1.3.4 Lyapunov conditions for discrete-time nonlinear systems
subject to Markovian delays

The mean square stability has been extensively analyzed for discrete-time Markovian
switching linear systems without delays [4]. Only few works presented in the literature
investigate this stability notion in the nonlinear framework [3},145]. However, when
considering discrete-time nonlinear systems with Markovian delays, the mean square
stability notion results to be particularly useful for investigating the behavior of the
mean square of the system state.

The contribution on this research line is twofold.

o Firstly, this work shows that when considering discrete-time delay systems with

delay signals constrained to follow a delay digraph [160,/169}/170], the discrete-time
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delay system can be rewritten as a discrete-time Markov jump system [3,4] if the

delay switching rule [160,[169] satisfies the Markov property.

» Secondly, this part of the thesis extends sufficient Lyapunov conditions existing
for the global asymptotic stability property of discrete-time delay systems with
delays digraphs [169,{170] to the study of mean square stability.

The reader can find more explanations and details on this part in Chapter [5

1.4 Notation and mathematical background

This section provides the main notation adopted throughout this thesis.

Let R, R™ and N denote the sets of real numbers, nonnegative real numbers and
nonnegative integers, respectively.

Given a finite set A, |A| denotes the cardinality of A.

For ki, ka € N, N, 4] 2 (K €N[k1 <k < ko).

The symbol F indicates the set of either real or complex numbers. The absolute
value of a number is denoted by |-|. Let us recall that every finite-dimensional
normed space over F is a Banach space |[186]. Let us denote the Banach space of
all bounded linear operators of Banach space X into Banach space Y, by B (X,Y).
Let us set B(X,X) = B (X).

Let the symbol O,, denote the vector containing all zeros of length n and let the
symbol T, indicate the identity matrix of size n.

The symbol O, represents the matrix of zeros of size n x n.

The transposition is denoted by the apostrophe, the complex conjugation by an
overbar, the conjugate transposition by superscript *. F}*" and F*" represent the
sets of Hermitian and positive semi-definite matrices, respectively.

For any positive integers C,r,n, and m, let us define the following sets:

o HO™" is the set of all K = [K,,],

3 XN
=1y Km I F"7

o HE™* is the set of all K = [K,,]¢

: nXn
m=1» Km m F* 9

« HO™* the set of all K in HO™*, with K,, € F*".



1. Introduction 21

Let us set HE"™ = HC™,

Let the symbol p(-) denote the spectral radius of a square matrix (or a bounded
linear operator), i.e., the largest absolute value of its eigenvalues, and let ||-|| be either
any vector norm or any matrix norm.

Let us denote by ® the Kronecker product defined in the usual way, see, e.g., [187],
and @ the direct sum. Notably, the direct sum of a sequence of square matrices (®;)%,
produces a block diagonal matrix having its elements, ®;, on the main diagonal blocks.
Then, tr(-) indicates the trace of a square matrix.

For two Hermitian matrices of the same dimensions, ®, and ®,, ®, = ®, (respectively
®, = ®,) means that & —&, is positive semi-definite (respectively positive definite).

Finally, E [-] stands for the mathematical expectation of the underlying scalar-valued
random variable, and R (-) indicates the real part of the elements of a complex matrix.
For a positive real §, a positive integer m, and x € R™, Bf*(z) £ {y € R™ : ||ly — = < 6}.

For z € R*, [z] is the largest integer smaller or equal to x. The symbol o denotes

composition (of functions).

Let us here recall that a continuous function o : Rt — R* is

o of class K if it is zero at zero and strictly increasing,

o of class K if it is of class K and unbounded,

« of class £ if it is decreasing and converging to zero as the argument tends to 4oc0.

A continuous function 3:RT x RT — RT is said to be of class KL if, for each fixed
t € R*, the function s — f(s,t), s € RT, is of class K, and, for each fixed s € RT, the
function t — B(s,t), t € RT, is of class L.

1.5 Thesis organization

The thesis is organized as follows.

o Chapter[I]provides an introduction to the main topics and contributions addressed

by this research work.

« Chapter [2] provides the main challenges and solution strategies for the optimal
output-feedback control problem over finite-state Markov channels with double-

sided packet losses.
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Specifically, Chapter [2| addresses the problem of the separation principle for
wireless control network scenarios with analogous remote architecture as [48] and

the finite-state Markov channel modeling the wireless link.

o Chapter [3illustrates the privacy guarantees over finite-state Markov channels
based on the results in [87].

 Chapter [l] addresses the general case of discrete-time Markov jump systems with
Lyapunov characterizations of exponential mean square stability and exponential

mean square input-to-state stability.

o Chapter o] provides Lyapunov conditions for exponential mean square stability of

discrete-time systems with Markovian delays.
Finally, some concluding remarks and future research directions are provided in Chap-
ter G

1.6 List of acronyms

Consider the following abbreviation list that contains all the abbreviations and acronyms

used throughout this work.
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Acronyms Description

WCN wireless control network

TPM transition probability matrix
FSMC finite-state Markov channel
MJLS Markov Jump Linear System
MS Mean square

MSS Mean square stability

MSD Mean square detectable
EMSS Exponential Mean square stability
EMS-ISS | Exponential Mean square input-to-state stability
SINR Signal-to-nterference-plus-noise-ratio
i.7.d. independent and identically distributed
GEC Gilbert and Elliott channel

ISI intersymbol-interference

UHF ultrahigh frequency

HMM hidden Markov model

PED packet error distribution

PER packet error rate

BER bit error rate

PEP packet error probability

LMI Linear Matrix Inequality
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This Chapter is based on the paper by Impicciatore et al. submitted for possible
journal publication and on the conference paper [92] (preliminary version of [77]).
The aim of the Chapter is providing an accurate problem formulation concerning the
WCN scenario here illustrated by means of the notation introduced in Chapter[I} There
are different stochastic models used to formally describe the wireless communication
links in WCN literature and they are widely discussed in this Chapter.
As deeply explained in the following, a very interesting insight concerning the wireless
link mathematical formalization is the impact of the adopted FSMC model over the
performance of the controller in WCN design. Indeed, as deeply explained in the
following, previous works in the Telecommunications field have already illustrated this
insight of WCNs . Following the research line by Lun et al. , this Chapter
illustrates one of the most significant thesis contributions, i.e., the statement of the

separation principle over FSMCs with double-sided packet losses.

2.1 Chapter outline

This section provides a short summary of the organization of this Chapter.

« Section 2.2 introduces the problem formulation concerning the specific challenges
investigated for a WCN scenario, whose remote architecture control scheme is

shown in Fig. [2.1

e Section describes the Bernoulli mathematical model , of the wireless
channel and highlights the limitations of the Bernoulli model.
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« Section describes the mathematical model given by the finite-state Markov
channel and points out the performance impacts [62] and its advantages |77,91,92]

with respect to the Bernoulli model.

« Section [2.5 takes into account two different timing diagrams reported in Fig. [2.4]
concerning the transmission from the sensor to the controller (sensing link) and
the communication from the controller to the actuators (actuation link). This

leads to the adoption of two different estimation techniques:

— the next-step predictor [4],

— the current estimator [181].

« Section [2.6] provides the complete model of the wireless control network resulting
from the architecture in Fig. and from the finite-state Markov channel model.

o Section [2.7) describes the design of the output-feedback controller, that exploits

the aforementioned estimation techniques.

o Section 2.8 provides the analysis of the estimation techniques and highlights the

existing differences.

« Section 2.9 provides the instruments for the stability analysis in the mean square
sense of the WCN scenario modeled as a MJLS.

« Section [2.10] illustrates the core of this Chapter, that is, the separation principle
over FSMCs.

e Section describes the mode-independent output-feedback control, that is

compared to the mode-dependent output-feedback control.

e Section provides the numerical example validating the results presented in
this Chapter.

o Proofs of Lemmas and Theorems concerning the results presented in this Chapter

are reported in Appendix A.



2. Wireless control networks over finite-state Markov Channels: the separation
principle 27

actuation link (O1,v3-1) sensing link
R | Controller |

(s Vs Yie)

Figure 2.1: Wireless control network architecture.

2.2 Problem formulation

This section illustrates the problem formulation concerning the optimal output-feedback
control of WCNs over FSMCs.
2.2.1 The wireless control network architecture

Fig. [2.1] shows the WCN architecture considered throughout this work. The remote

control scheme is based on a TCP-like protocol and it is made up of four elements:
o the discrete-time equivalent system,
o the controller,
o the wireless links connecting the plant to the controller
— wireless sensing link,

— wireless actuation link.

2.2.1.1 Communication between plant and controller: sensing link and
actuation link

The communication between the plant and the controller happens according to a
TCP-like protocol |48]. In this thesis, the link responsible for the communication from
the plant to the controller is called sensing link, while the link responsible for the

communication from the controller to the plant is the actuation link. This implies
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that the controller is the receiver on the sensing link and it is the transmitter on
the actuation link.

As it is well known, the main feature of the TCP-like protocol is the presence of
acknowledgement messages [48], that are received from the transmitter (in this case
the controller) and that bring the information on the outcome of the transmission.
Consequently, it is straightforward that the acknowledgement messages are received
after the control law transmission. Specifically, the acknowledgement message is
received one time-step after the control law transmission.

The mathematical description of the wireless links accounts for both the mode of the
wireless channel [61], as well as the outcome of the transmission on the considered link.
The random variables 6;_; and n; are the modes of actuation link and sensing link,
respectively. The binary variables v,_; and v, model the transmission outcome on the
actuation link and sensing link, respectively (as the reader will see in paragraph [2.4.2)).
The actuation link data 6,_, and v_; are received with one time-step delay, due to
the features of the acknowledgement message discussed above. Analogously, 7 and
are data concerning the sensing link. The quantities 7, and ~; are not affected by any
delay, because on the sensing link the controller is the receiver of the transmission. A

complete description of ,_1, vx_1, i, and ~; is illustrated in Section m

2.2.1.2 The discrete-time equivalent system

The discrete-time equivalent system is composed by the plant, the Analog to Digital
Converter (A/D block in Fig. with sampling period T, and Digital to Analog
Converter (D/A block in Fig. based for instance on Zero-Order Hold (ZOH), so
that the analog control input, denoted by w¢(t), can be applied to the continuous-
time process. The output of the continuous-time process is denoted by y*(¢) and it
goes in input to the block A/D that produces as output the discrete-time output
measurement y; € F"v, k € N. The output of the controller, denoted by wus, is sent
through the actuation link to the actuators, that receive uf. The variable u{ denotes
the information received by the D/A block, that provides u¢(t) as an output. Consider
the remote architecture depicted in Fig. [2.1]

The discrete-time equivalent system is formally described by the system G, defined as fol-
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lows,

(2.1)

Tp11 = Axy + Buj, + Guy,
G:9 .
yi = Lz, + Hwy,

where z;, € F™» is the system state and y; € F™ is the system output, k € N. For k € N,
wy € R™ is a sequence of i.i.d. Gaussian random variables with zero mean. The
matrices A, B, G, L, and H are system matrices of appropriate sizes. An unstable
system matrix is considered, as in [48]. Otherwise, a stabilizing output-feedback control
would not be required. As explained above, G is controlled remotely by a digital
output-feedback controller, which receives the measurements y; on the wireless sensing

link and sends the control inputs over the wireless actuation link.

Remark 1 Fig. reports the scheme of a WCN infrastructure with possible packet
loss occurrence on both the sensing link and actuation link.

The main challenge of this scenario arises from a combined effect of two link packet
losses possibly resulting in long periods in which the controller and actuator cannot
simultaneously receive new data. The scheme is a TCP-like communication [48] based
on acknowledgement messages. Specifically, the controller receives the acknowledgement
of the transmission on the connection actuators-controller (see Fig. .

Packet losses over this connection are negligible since the probability of a packet

loss for acknowledgement messages is very small in practical applications.
There are two main strategies concerning the wireless channel model:
e the Bernoulli channel model,

 the finite-state Markov channel model (the model adopted in the presented

research line).

2.3 Bernoulli wireless channel model and its lim-
itations

A vast amount of research assumes memoryless packet drops, so that dropouts are
realizations of a Bernoulli process [24}48]50]. The research illustrated in [48] provides
foundations of control and estimation over lossy networks by adopting the Bernoulli

model of the communication links. Specifically, the processes of arrival of both
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observations and control packets are modeled as random processes whose parameters
are related to the characteristics of the communication channel. Two independent
Bernoulli processes are considered, that govern packet losses between the sensor and the
controller, and between the latter and the actuation points, see |48, Fig. 1]. As pointed
out in [48], the Bernoullian abstraction of the transmission outcome (an idealization
chosen for mathematical tractability) reveals useful design guidelines in the WCN
design problem addressed by Schenato et al. [48].

However, the networking component (SINR, path loss, shadow fading, and interference
[1,/74]) obviously has an additional impact on the performance of the closed-loop
systems that is not considered by the Bernoulli model. Moreover, the catch affecting
the Bernoulli model is that the presence of correlations in the packet loss process
cannot be taken into account. Indeed, the occurrence of bursts of packet losses cannot
be modeled by Bernoulli random variables.

The adoption of FSMC provides a more accurate model for the radio link [62]:
specifically, a relevant theoretical outcome obtained via the adoption of the FSMC
framework consists in designing a controller that guarantees stability and improves
control performance of the closed-loop system, where other approaches based on a
simplified channel model fail. Indeed, many works consider more general correlated
(bursty) packet losses and use a TPM of a finite-state stationary Markov channel
(see e.g. the finite-state Markov modelling of Rayleigh, Rician and Nakagami fading
channels in [1,/190192]) to describe the stochastic process that rules packet dropouts.

2.4 The finite-state Markov channel

This section provides details on the model and motivation of finite-state Markov channel,
or FSMC [1]. Specifically, after the part concerning some historical backgrounds,
this section reports an accurate description of the wireless link model considered

for this research line.

2.4.1 Finite-state Markov channel historical background

The study of finite-state communication channels with memory dates back to the work
by Shannon in 1957 [193]. In [193], Shannon proved coding theorems for finite-state
channels with discrete channel input and output symbols, where the channel state could

be calculated at the transmitter, but not necessarily at the receiver. In 1958, Blackwell
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et al. [194] proved that for a practical class of finite-state channels with memory,
reliable transmission is possible at rates below the channel capacity. In 1960, Gilbert
introduced a new type of finite-state channel model to determine the information
capacity of wireline telephone circuits with burst-noise [195]. One main distinction
between Gilbert’s model and Blackwell’s model [194] was in the way channel output was
defined to depend on channel states and inputs. In Blackwell’s model, channel output
was a deterministic function of the current channel state, which, in turn, stochastically
depended on current channel input and previous channel state. Whereas in Gilbert’s
model, channel output was a probabilistic function of the current channel input and
the current channel state. In particular, each channel state in Gilbert’s model was
associated with a discrete memoryless channel. Despite its simplicity, Gilbert’s model
was the first nontrivial example of channel models with memory, where the channel state
is statistically independent of channel input symbols and is unknown to the transmitter
or the receiver. Soon after the work of Gilbert |[195], Elliott used this model to evaluate
and compare the error rate performance of error correcting and error detecting codes
over burst-noise channels [196]. This channel model is known as the GEC.
Researchers in the late 1960s extended the model proposed by Gilbert and Elliott
to improve their representations of channels with memory. In 1968, McCullough |197]
introduced more channel states in the model, each with a different error rate. State
transitions in [197] were allowed only immediately following an error in the state. In
another work in 1967, Fritchman [198| proposed a finite-state channel with J error
free and K — J error states. However, the model was complicated in terms of deriving
channel error statistics, unless there was a single error state or K —J =1, which
effectively made the Fritchman model similar to the GEC model. In 1968, Gallager
further developed the information theory of FSMCs [199], making it a classical subject
in advanced information theory. Originally, Gallager used the term finite-state channel,
where channel states are assumed to be the output of a Markov chain. FSMC is more
clarifying and will be used throughout this work. In [199, pp. 97-111, 176-187], Gallager
provides rigorous definitions, coding theorems, error exponents, and several examples of
FSMCs with memory. Gallager also mentions fading channels in wireless radiotelephony
as physical channels with memory that can be represented by FSMCs. Gallager’s
definition of FSMCs is the standard definition used by researchers today. This model
accommodates for both cases where the channel state transition is driven and controlled

by the channel input (such as ISI channels), as well as the case where the channel state
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is statistically independent of the channel input (such as fading channels). From 1969
to the mid 1970s, research activity on applications of FSMCs was limited to modeling
error bursts in digital wireline telephone circuits. The proposed models were mainly
variations of earlier ones developed up to 1968, such as the Fritchman model [198].

From 1978 to 1989, research activity for finding new applications of FSMCs in digital
communications was more or less dormant. During this period, theory and techniques
for mobile radio communications were in early stages of development and cellular digital
telephone networks did not emerge (were not commercially available) until the early
1990s. This explains why research activity on applications of FSMC for digital mobile
communication systems did not receive impetus until the early to mid 1990s. There are
many research works from 1989 to the present focusing on mobile radio fading channels.

Fading channels with memory are common in mobile radio communications [200].
With the advent and commercial success of digital cellular networks in the early
1990s, there was an immediate need for accurate modeling of fading channels with
memory. The channel models helped system designers analyze and improve system
performance measures, such as the error correcting capability of channel codes or the
packet throughput. But more importantly, the use of channel models with memory
for decoding at the receiver would potentially result in higher information rates than
those achieved by assuming a memoryless channel [201].

In 1991, Semmar et al. [202] used the Fritchman model [198] with a single error
state and two to four error-free states to characterize error sequences in UHF digital
mobile radio channels at 910 MHz. In their work, the Fritchman model was fitted
to measured data by determining suitable values for transition probabilities between
channel states. In 1991, Vucetic [203] used a finite-state model for adaptive coding
over time-varying radio channels: each state in the model represented a Rician fading
channel with different Rician factors. The paper by Sivaprakasam and Shanmugan [204]
developed a modified Baum-Welch algorithm [205] to estimate the parameters of a
HMM based on the observation of actual error burst sequences in fading channels.

FSMC modeling of fading channels in mobile radio communications was improved
by Wang and Moayeri in 1995 [206]. The main novelty of this work was to explicitly
establish the link between the statistical Clarke’s model for fading channels [207]
and the FSMC states. In particular, each FSMC state in their model represented a
range of received signal-to-noise ratio, which in turn determined the error probability

in that state. Based on this assumption, Wang and Moayeri provided analytical
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expressions for states, state transition probabilities, and error probabilities in each
state. The original FSMC modeling of fading channels as proposed in [206] or its
variations are still widely used in the literature.

Almost concurrently with Wang and Moayeri, Goldsmith and Varaiya proposed
a new iterative method for computing the information rates and capacity of data-
independent FSMC models with i.i.d inputs. They also introduced a maximum-
likelihood decision feedback decoding technique for the receiver that took the inherent
channel memory into account [201]. The work by Goldsmith [201] was a gener-
alization of an earlier study by Mushkin and Bar-David in [208] on the capacity
and coding for the GEC.

In the design of wireless communication systems FSMCs have been traditionally
used to model error bursts in fading channels. This provides an improvement of
performance measures in the physical or media access control layers. Since 1997,
FSMC models have enabled closed-form or simulation-based analysis of system-level
performance measures, such as packet throughput [209,210], PED [211], and PER [212]
through bursty wireless channels. The BER in more sophisticated communications
systems that include receiver diversity has been studied using FSMC models in [190].

Since the late 1990s, an active area of research has been to develop practical
decoding techniques at the receiver using FSMC models for fading channels. FSMC
models enable implementation of mathematically tractable channel estimation and
data decoding algorithms for time-varying fading channels [213}214]. Since 1995 [206],
first-order FSMC models for fading channels have been the models of choice due to
their computational simplicity and the ease with which model parameters can be
determined. A first-order Markovian assumption in the FSMC model means that
given the previous fading channel state, the current state is statistically independent
of all other past and future fading channel states. Ever since, the accuracy of first-
order FSMC models for fading channels, compared with higher-order FSMC models,

has been the subject of research.

2.4.2 Wireless link

This paragraph provides the mathematical description of single-hop wireless com-
munication links modeled by FSMCs.
Specifically, the sequence {v}ren models the packet arrival process on the actuation

link. The value of the random variable v, is zero whenever the control packet is lost,
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and v, =1 if the control packet is correctly delivered, i.e., v, €S, 2{0,1}, for any k€N.
Analogously, the sequence {7 }ren describes the packet arrival process on the wireless
sensing link. Particularly, v =0 if the sensing packet is lost and ~; =1 if it is successfully
delivered, i.e., for all k€N, v, €S, £ {0,1}. The processes v and v, are collections
of binary random variables and the probability of having a packet loss or a correct
packet transmission over each link depends on its SINR. The SINR is determined by
propagational environment and related physical phenomena [62]. SINR is a stochastic
process and can be abstracted by a Markov chain. Each Markov mode is associated
with a certain PEP.

Consider the stochastic basis (9, F, {Fkren, P), where Q is the sample space, F is
the o-algebra of (Borel) measurable events, {F;}ren is the related filtration, and P
is the probability measure. Sensing link and actuation link modes are the output of
the Markov chains n: Nx Q —= S, CN and 6: N x Q = Sy C N, respectively. Indeed,
the Markov modes of {n;}ren and {6k }ren belong to finite sets S, = {1,2,...,1} and
Se ={1,2,..., N}, respectively.

Remark 2 Previous works such as 48,149/ do not consider the communication channel
mode, but actually the receiver has access to this information, by performing a channel
state estimation [61|]. The novelty of this paper lies within the output-feedback control
in the FSMC' setting.

Moreover, the described Markov chains are characterized by time-invariant TPMs: the
TPM P = [pi;];—, is associated with the Markov chain {6} and the TPM Q = [gmn]}y =1
is associated with the Markov chain {n}.

Each TPM may be obtained by integrating the joint probability density function
of the SINR over two consecutive packet transmissions and over the desired regions
[1,62]. The TPM values may also be validated through the empirical data from
a measurement campaign for calibrating the theoretical model parameters. The
uncertainties in TPM values neglected in this work can then be addressed via a

polytopic model [64},67,215-220].

Remark 3 The network-induced communication delays due to multiple path routing and
time-varying processing delays in relay nodes of multi-hop networks are not an issue
for single-hop sensing and actuation links with scheduled medium access considered in
this paper and extensively used in delay-sensitive control applications relying, e.g., on
the low latency deterministic network mode of IEEFE 802.15.je.
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The entries of TPMs P and @ are defined as follows,
pij ZP(Op1 =4 | 0 =1), Grin =P (g1 =n | e = m) (2.2)
satisfying: > .cs, pij = 1, Yones, dmn =1, 1 € S, m € 5.
Since the probability of a packet loss depends on the mode of the Markov chain,

the values of 1 and 4 are either zero or one, with certain probabilities depending

on the current Markov mode.

Remark 4 In this network scenario, up-link and down-link models are split up. This
separation already exists in literature [48,221]. However, unlike the previous literature,
the research presented in this thesis explicitly considers the channel mode (see Remark@)

by providing two independent FSMCs for sensing link and actuation link, respectively.

Sensing FSMC

Let y, denote the measurement received by the output-feedback controller at time

k € N. The general model for the sensing link is

Y = Vklr-
The value of the random variable v, when the current Markov mode is 7, € S, is a

function of 7, and, for notational convenience, it is denoted as

Vi = Y()-

The probability of having a successful packet delivery on the sensing link depends
on the current Markov mode n, =m, i.e.,

A P =1 =m), Py =0]m=m)=1~%,, (2:3)
are the probability that the packet is successfully delivered at time k € N, and the
likelihood of a packet loss occurrence conditioned to n, = m, respectively. Fig. [2.2
provides a graphical representation of the FSMC model on the sensing link.

Let 7, (k) denote the probability P(n; = m), for m € S,, k € N. The variable 7,,(k) can
also be written through the indicator function 1y, 3, as (k) = E[1, =], see [4].
Let us introduce m(k), given by m(k) = [ (k)]5,_;.
For what concerns the process {v}, applying Bayes Law, the Markov property, and the
independence between {v} and {ng}, for m,n € S,, the following equalities hold |92],

]P)(’ykJrl = 177]k+1 =n | e = m) = ﬁ/annv
P(Yey1 = 0,061 =n | me = m) = (1 — ) Gran-
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Figure 2.2: FSMC model for sensing link: the Markov chain 7; represents the evolution of
the channel, while successful packet delivery and PER come from 4,,, m € S,,.

Actuation FSMC

In the sensing link, the controller is the receiver and has direct access to the channel
information (see Remark [2)). For the actuation link, the controller is the transmitter
and can access the actuation channel information by an acknowledgement message, as
the reader may notice in Fig. Obviously, the acknowledgement message is received
after the transmission, so there is a one time-step delay. Let u; € F™» denote the control
law computed by the controller, and let u§, denote the digital control input received
by the D/A block at time k € N. The general model for the actuation link is

UZ = VgUg.

The value of the random variable v, when the current Markov mode is 0, € Sy is a

function of 6, and, for notational convenience, it is denoted as follows,
Vi =V (Ok)

The probability of the correct packet delivery on actuation link depends on the current

mode of the actuation link, that is, 6y =1, i.e.,
ﬁzép(yk:1|9kzl), P(Vk:0|9k:7,):1—ﬁz, (24)

are the probability that the packet is correctly delivered at time &£ € N, and the likelihood
that the control packet is lost conditioned to 6 = i, respectively. Fig. [2.3[ provides a
graphical representation of the FSMC model on the actuation link.



2. Wireless control networks over finite-state Markov Channels: the separation
principle 37

Pin

a’?Jch

Figure 2.3: FSMC model for actuation link: the Markov chain 6 represents the evolution
of the channel, while successful packet delivery and PER come from 7;, i € Sy.

For i € Sy, k € N, the probability P (6, = i) is denoted by w;(k). For ¢,i € Sy, k € N,
the joint probability of being in an augmented Markov state (6x_1,0;), P (0x_1 = ¢,0; = 1)
is denoted by <y (k). Moreover, the quantity (k) may be written using the indicator
function 1y, ,—r9,—}, as @u(k) = E[lge, ,—c0.—i}) [4]-

Let us introduce for k£ € N, the variable (k) given by (k) = [@gi(k)]ﬁzl. The
probability oy (k) evolves according to the following equations, for £,i € Sy, k € N [79:

P(Ops1 =70k =1|0p #1,0,_1 =() =0,
P(Ors1 =7, 0k =1|0p =1,0,1 =) =pyj.

Recalling that the availability of actuation link mode is affected by one time-step delay,
that is, 0x_1 (see Fig, the aggregated Markov state (6,0;_1) is considered [79].
This memory introduced by the presented aggregation is fictitious: the aggregated
Markov chain satisfies the Markov property of the memoryless chain {6;}. Moreover,

the probabilities of the joint process (v, 0, 0x_1) can be computed as shown in [79].

2.5 The information set

The scenario depicted in Fig. shows the information flow of actuation and sensing
data between the plant and the controller, under TCP-like protocols, i.e., in the presence
of acknowledgement messages [48]. Transmissions and computations do not happen

instantly: as the reader may see in Fig. [2.4] actuation and sensing transmission time (83
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C))

Plant

Controller

Plant

Controller

01 Sensing transmission time (from sensors to controller)

02 Computation time of the controller

03 Actuation transmission time (from controller to actuators)
04 Acknowledgment transmission time

65 Time needed for estimate correction with the current output measurement

Figure 2.4: Information flow timing between the plant and the controller used for the
next-step predictor (a) and the current estimator (b).

and 41, respectively) are greater than zero, as well as the control law computation time
(denoted by d2) and the acknowledgement transmission time d,. Two different scenarios
may arise: either the time interval 3 needed to the controller for the computations
of estimation and control law is comparable to the sampling period T (this may
happen when slow computers are used to control high-order systems) or the time
needed for the estimation is very small compared to the sampling period [181]. The

first case is depicted in Fig. [2.4-(a), where the computation time §, is comparable to
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the sampling period T. The suitable estimation technique in this case is provided
by the next-step predictor, that requires the measurements up through the previous
time instant |181, Chapter 8]. By considering the delay §; introduced by the sensing
transmission, the controller owns the whole information necessary for the estimation
needed in the computation of u;, exactly at kT + ¢;.

Formally, the information set available to the output-feedback controller for the

computation of uyy;, based on the next-step predictor is

]:lkH = {(Ut)f:m (yt)fzo’ (Vt)f:m ('Yt)fzo}-

The information set ]_-lk+1 implies that in the next-step predictor-based output-feedback,
the control law wug41 does not depend on the most recent observation [181, Chapter §].
Thus, the estimate vector might not be as accurate as the one obtained with the
most recent measurement. For high-order systems controlled by slow computers, or
whenever the sampling periods are comparable to the computation time, the time
interval between the observation instant and the validity time of the control output
allows the computer to complete the calculations [181].

In many systems however, the computation time required to evaluate the estimation
is quite short compared to the sampling period (see 5 in Fig. [2.4+(b)), and the
delay of almost a cycle between the measurement and the proper time to apply
the resulting control calculation represents an unnecessary waste. Therefore, the
controller may exploit the current output measurement to obtain a more accurate state
estimation. Fig. [2.4-(b) shows the time diagram of a two-step estimation algorithm:
the first step predicts the state estimate based on the measurement from the previous
time-step, while the following step corrects the predicted estimate by integrating
the most recent measurement.

The time needed to perform the last step (concerning the estimate correction and
control law computations) denoted by §s, is contained in d2, and its brevity enables
the control law transmission within the proper time window, coherently with the
scenario described above of a controller with higher performance, [181, Chapter 8].
Notably, the current measurement is used within a different estimation technique
(hereafter, current estimator) that provides a more accurate estimated state vector

based on the most recent output information.
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The information set used for computing the control law u, during d5, denoted by

FF, collects the information received up through kT + 6;, as follows,

‘Fck = {(ut)wlfﬁ:_(}v (yt)zlfc:Oa (Vt)ic:_ol? ('Yt)f:o}'

Notice that the current control input based on F* has access to the most recent obser-
vation. Exploiting this additional information considerably increases the performance

resulting in lower estimation error cost, as also explained in the following sections.

Remark 5 A natural alternative to the considered estimators is the mode-independent
estimator based on Kalman filter described in [48] by Schenato et al., which does not
require a channel state estimation, and thus, results in a less complex design.
However, the estimator in (48] may fail to support a stable output-feedback controller
over FSMCs, as discussed in the numerical case study.

The necessary condition for a stable mode-independent estimation and control over
fading Markov channels is the system should behave well, i.e., it should be Strong-MSD
and Strong-MS stabilizable, as detailed in Section|2.11].

2.6 Wireless control network model

Given the system described by ([2.1) and actuation and sensing FSMCs, the stochastic
system describing the WCN architecture in Fig. 2.1 can be written as follows,

Tht1 = AZL’k + l/kBuk + ka,
Ur = YLy + v Hwg, (2.5)
2z = Cxyp + v Duy,

with z; € F"* (needed to define the performance index of the optimal controller), C

and D matrices of appropriate sizes.

Remark 6 Both vy and v depend on the corresponding channel mode according to the
FSMC model, i.e., v, = v(nr) and vy = v(0y), respectively (see Section . Therefore,
let us refer to the system described by (2.5) as MJLS.
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2.6.1 Assumptions on wireless control network model

The reader can find the main assumptions on the wireless control network scenario in
the following. The noise sequence {wy} is assumed to be independent of the initial
state zp and the sequences {v} and {v}.

Moreover,
Elwg] = On,,  Elwpw;] =1,,, Elwsw]]=0,,, (2.6)

For any k,l in N, k # [, see also [4].
Without loss of generality, the system matrices are assumed to be constant matrices

of appropriate sizes [4, Section 5.2], such that

GH*=0, HH*>=0, C*D=0, D*D>0. (2.7)
Similarly to [4, Section 5.3], the following technical assumptions are provided, for k € N:
a.l) initial conditions x¢, 6y, and 7y are independent random variables,

a.2) white noise sequence {wy} is independent of initial conditions (z¢, v, 70) and of

processes {v(6x)} and {y(nx)}, for any k,
a.3) Markov chains {6y}, {nx} and the noise sequence {wy} are independent,

a.4) Markov chains {0} and {n;} are ergodic, with steady-state probability distribu-

tions
s ,}glolo @i (k),
@y = i @i(k),
o0 = lim 7, (k),
k—o0

for ¢,i € Sp and m €°S,,.

- ~ 001N I
Let us set @>®= [W?f]e,iﬂ and w>°=[mp], _;.

This thesis aims to solve, as one of its contributions, the output-feedback control
problem over FSMCs with two different estimation techniques guaranteeing the infinite
horizon convergence of the state in MS. This property is known as MSS [4 Definition
3.8, pp. 36-37]. The mean square stability (MSS) notion involves the second moment
of the state and it is presented in the following.
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Definition 1 The MJLS described by (2.5) is MSS if there exist equilibrium points i and
Q (independent from initial conditions) such that, for any initial condition (xo, vy, o),

the following equalities are satisfied:

klim |E(zx) — f]| =0, (2.8)
—00
Jim B (zy}) — Q|| =0. (2.9)
—00

2.7 Output-feedback controller

This section shows two alternative output-feedback control systems for the problem
formalized in Section 2.2
Moreover, this section reports the formal definition concerning the structural

property of MS stabilizability with delay introduced in [79).

2.7.1 Control synthesis based on next-step predictor

Consider the scenario introduced in Fig. [2.4-(a) and the related information set FF,
k e N.
The optimal next-step-predictor-based Markov jump output-feedback control system

relying on FF for the synthesis of u is

Fror = Avg, Op_1, v, e + B ,
G, :{ k+1 ( ky Vk—1, Vk 77k) k (nk)yk (2'10)

up, = F (01,

with Z; being the estimated state obtained by the next-step predictor. The controller
G (with optimal matrices A(vy, k1,7, M%), B(nk), and F(6,_1) to be found) should
guarantee MSS of the closed-loop system (see Definition . The sequences of matrices
F=[F(0)]), and B = [B(n)]._, are the solutions of the optimal control and of the

optimal filtering problem, respectively.

2.7.2 Output-feedback controller with current estimator

Consider the scenario in Fig. [2.4L(b) and the related information set F¥. The optimal

Markov jump output-feedback control system based on the current estimator relies
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on FF for the synthesis of u, and it is given by

Thp1 = A\('Ylm n) T + B(nk>yk+é (Vky O—1) T,
Ge Bt = T+ D(Mher1) [Yrr1 — Vo1 LTwa], (2.11)
up = F(0r_1) 2y,

with 2, and 2, prediction state and correction state at time k € N, respectively, obtained
using the current estimator. The controller G, (with optimal matrices A (vismr), B(ng),
C (W, 0r—1), D(npy1), and F(0,_1) to be found) should guarantee the MSS of the
closed-loop system (see Definition . The sequences of matrices F = [ﬁ(ﬂ)}é\]: . and

D = [D(n)])!_, are the solutions of optimal control and filtering problem, respectively.

Remark 7 Both G; and G. should achieve the MSS of the closed-loop system.

The current estimator provides a valid alternative to the next-step predictor and
the proper control strategqy should be chosen according to the calculating capacity of
the controller. Recall the computation time 05, depicted in Fig. (b) 05 1S required
for the correction of the predicted estimate. When 05 is under a certain threshold, the

suitable controller is G., otherwise G, should be preferred, as it is also pointed out in
Remark[8.

2.7.3 The Linear Quadratic Regulator

The necessary condition for an optimal infinite horizon solution of the wireless
control problem is the MS stabilizability with delay. The structural property of
MS stabilizability with delay is formally described by the following definition.

Definition 2 (MS stabilizability with delay) The MJLS described by (2.5)) is MS stabi-
lizable with one time-step delayed actuation link mode observation if, for any initial
condition (xg,60y), and for each mode ¢ € Sy, there exists a mode-dependent gain Fy,

such that ug = Fp,_ xy (i.e., the control law with one time-step delay actuation link

mode observation) is the MS stabilizing state-feedback for (2.5)).

Let FpeF™*m= ¢ € Sy, denote the optimal mode-dependent control gain with one time-
step delayed operational mode observation of the actuation link (see [79] for the solution

of the infinite horizon optimal control problem and [52]| for a more general result).
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For any X = [ XV, € HV"F [ € Sy, let us define A;(X) and C;(X), as follows:
N
A (X) £ A (ZPWQ‘) A+ C*C,
i=1

N
C (X) £ A <Z pliﬁiXi> B,
i=1

respectively.
Let us also define B;(X) and &} (X) as,

N

=1

X (X) £ A(X) - G(X)B 1 (X)C (X),

respectively.

For | € Sy, the set of equations X; = X}(X) is the set of control coupled algebraic Riccati
equations (hereafter, control CAREs). The necessary condition for the existence of
the MS stabilizing solution X € HV™+ of the control CAREs is the MS stabilizability
with delay of the MJLS described by (see Definition [2).

If X € HV"* is the MS stabilizing solution of the control CAREs, then the state-
feedback control input Fy, ,zj stabilizes the system, with one time-step delay in the
observation of the actuation link mode in the MS sense (see [79]).

The optimal control problem solution is obtained by using the LMI approach [52].

The optimized performance index is given by

1 t
Jp = limsup —E [Z (221 ‘F}]f] ;
t—oo T

k=0

with 2, in (2.5)), h = L for the next-step predictor and h = C for the current estimator.

The performance index achieved by the optimal control law is

N
Jr=> @t (G*X,G).

2.8 Estimation techniques

The output-feedback controllers introduced in Section [2.7] rely either on the next-step

predictor (G;) or on the current estimator (G.). The aim of the control law is ensuring
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the MSS of the closed-loop system. The aim of each estimator is ensuring MSS of the
estimation error dynamical system associated with the chosen estimation technique.

The structural property concerning the MSS is formally defined in the following.

Definition 8 The MJLS described by (2.5 is MSD if there exists an estimator such

that the corresponding estimation error system is MSS.

Remark 8 For the case in which the information on the output of the system and on
the Markov chain are available at each time-step, the best linear estimator of x(k) is the
Kalman filter (see (4, Remark 5.2]). In offline computations of the Kalman filter, the
solutions of the difference Riccati equations and of the time-varying Kalman gain are
sample-path dependent, and the number of sample paths grows exponentially in time.
Thus, Kalman filter offline implementation is inadvisable here [180).

On the other hand, an online implementation of the Kalman filter requires online
matriz inversions which might have a heavy computational burden. Therefore, this
work takes into account a different class of estimators with filtering gains pre-computed

offtine. This avoids online matrixz inversions and reduces the computational burden.

2.8.1 The Markovian next-step predictor

This subsection briefly recalls the Markovian next-step predictor presented in [92], given
by

j.k-Jrl :Aj'k‘i‘VkBuk_Mnk (yk—’ykLii‘k),
Q . uk:ngflik, (212)
(0) =10,

with M,,, m € Sy, mode-dependent filtering gain obtained as solution of the next-step
predictor filtering problem, which relies on the information set FF.

Note that when the controller makes the computations for i1, it knows whether
the packets containing the control law wu; and the measurement y; have been received
or not. Indeed, this information is contained in F;"**, which is exploited for computing
the proper control input to apply at time k + 1, that is uy1 =Fp, Z511. Let us define
the next-step predictor estimation error at time-step k € N as &, = 3, — @3. The error

dynamics are derived as follows:

ék+1 = (A + ’YankL) ék + (G + ’}/ankH) Wi, . (213)
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2.8.2 The Markovian current estimator

The current estimator [181, Chapter 8] over the FSMC results in the following MJLS,

—

Trr = Trer — My [Ybr — Vo1 LEgesa],
G Ykt1 = Vo1 Lxk1 + Ve Hwg g, (2.14)
up = Fy,_ T,

with M,,, m € Sy, mode-dependent filtering gain obtained by solving the current estima-
tor problem that relies on the information set F* [181]. The variables i) and & are the
predicted and the estimated state vectors at time-step k € N, respectively. The current

estimator is a two-step estimation algorithm: the first step computes the prediction
T = A%y + v Buy,

based on the measurement from the previous time-step, while the following step corrects
the predicted estimate by integrating the most recent measurement. The estimated
state vector resulting from this correction with yyy 1 is Z1.

Define the prediction error at time-step k € N as
A ~
€ = T — L.
The resulting estimated state Markov jump system is

QAfk_H = jk—i—l - ’yk+1Mnk+1 Lekﬂ - ’yk+1M77k+1Hwk+1' (215)

Remark 9 At time-step k + 1, the predicted state .1 is corrected exploiting the predic-

tion error egy1, through the most recent output measurement.

By substituting #;, obtained from ({2.15)), in the prediction, the expression of Zjq

depends on the prediction error, as follows,
Frr1 = ATy, + v Buy — wAM,, Ley, — v AM,, Huwy,. (2.16)
Therefore, the prediction error MJLS is given by
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Define the estimation error for the current estimator as é;, £ z, — 2. Consequently,

the following equality holds

Ere1 = €1+ Tea1 My, Lerar + o1 My, Hwp. (2.18)

Remark 10 In the next-step predictor, the estimation error coincides with the prediction
error. In the current estimator, when the prediction error e, converges to zero, by

[2.18), the estimation error goes to zero. Thus, (2.18)) and [R.17) are equivalent at the
steady-state.

Remark 11 Neither the control input nor the Markov chain {0y} are involved in the
MJLSs (2.13) and (2.17). This implies that the optimal mode-dependent next-step
predictor gain M,, and the current estimator gain M,,, m € Sy, can be designed

independently from the optimal mode-dependent control gain Fy, { € Sy.

2.8.3 Computational complexity

It is well known that the total number of floating-point operations or flops to carry out
the presented estimation algorithms may provide a rough estimate of the computation
time [222]. Given the state estimate vector, the number of flops needed for the
evaluation of the control law is O(ny,n,). Moreover, the computational complexity of
both the next-step predictor and the current state estimation numerical algorithms
is the same: O(n2 + ngny + ny + ngny).

The physical constraint for estimator implementation is obtained comparing d2 (the
time needed for all the computations leading to the control law) and the sampling
time T. If the condition §, < T is satisfied, then the next-step predictor represents a
viable technique. Under this constraint, if d5 (which is shorter than d, as already seen
in Section is such that the control transmission remains inside the proper time

window, the current estimation is feasible and provides a more accurate result.

Remark 12 The physical constraints (concerning the computation time) discussed
above provide necessary conditions for implementation. However, taking into account
combined packet losses in both communication channels, as well as considering the
actuation delay, the infinite horizon output-feedback control is not easy to be modeled

and formally solved. Trivially, when all the communication is lost, an unstable plant
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cannot be stabilized remotely. The conditions concerning the theoretical existence of
the the infinite horizon estimators and controllers operating over FSMCs can be based
on the MS detectability and stabilizability notions (discussed in the following sections)

guaranteeing a MS stable behavior of estimators and controller with pre-computed gains.

2.9 Observer stability analysis

Let us recall that the MSD notion has been introduced by Definition [3in Section 2.8
This section provides the MSD specializations for the next-step predictor and the

current estimator, respectively.

2.9.1 The operators

This paragraph introduces the mathematical formalism 4] and the operators, that
have been exploited in the WCN investigations leading to the separation principle.
Specifically, the operators presented in the following are crucial to formalize the
mathematical problem concerning the separation principle over FSMCs. The operators
and the mathematical preliminaries introduced in this paragraph are instrumental for
the MSS analysis [4].

For all S = [S,,]%

m=1>

T = [T),)!,_;, both in H/" | the inner product is given by

m=1»

(S;T)& zI:tr (SrTh) .

Let us define the operators

EC) £ [Em( Vs
D(-) £ [P (Nn=1s
T() = [TV
L) = Loz
V() = Vi iner-



2. Wireless control networks over finite-state Markov Channels: the separation

principle 49
all in B (]HIIM) for all S = [S,,)2,_; in H" m,n €S, as follows,
En(8) 23 GmnSns Du(8) 2] GounSim, (2.19)
Tol®) 2 32, { i Sul + (L= 38l [ (2:20)
L(S) 2 Ak 1 Em(S) Tt + (1 = 4T 0Em (S)T o, (2.21)
Vo(S) £ 4L Dn(S)TE + (1 — 4)Too D (ST, (2.22)

where the matrices I'y1, Tho, fnl, and T, are arbitrary matrices in F"=*"= that will be
specialized later in this Chapter, while g, and 4, are those defined by ([2.2)) and .
respectively.

Let us define the operators © and O, as follows,

® O(v ) : Hlnz,ny X RI — HInI? with O(? ) £ [Om(a )]I

m=1»
. (’A)(’ ) cH ey o RI Hjnac’ with @(’) N [@m(’ )]I

m=1»

for M £ [M,)!_, arbitrary matrix in H/"=™ and o = [a,)l_; arbitrary vector in R,

n=1
ne€Ss,, as
O0,(M, a) = a,, (GG* + 4, M, HH* M), (2.23)
1
O,(M, @) 2 Y Guntn (GG* + 4 AM,,, HH* M, AY) . (2.24)
m=1

Given Ko = Timx @ T, & = 0,1, define the matrices N and C, both in FInaxIn:  ag,

I I
é@ Ankom) + D (1= 4m)Kmo) . €2 Q @1, (2.25)
m=1 m=1

Remark 13 The matrices N and C are designed with the aim of providing a suitable
methodology for the test of detectability conditions in Definitions[4) and [3], as will be
discussed later. However, even though the aim is the same as in [4)], differently from (4],
N and C account for the general FSMC' scenario, i.e., they involve the probability 4,
mES,.

Proposition 1 Consider the operators T, £, V in B(H!"), defined in (2.20)), (2.21]),
and (2.22)), respectively. Then, the following statements hold.
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i) The spectral radius of the operator L is equal to the spectral radius of the operator
V, ie., p(L) =p(V),

i1) if Dyno = Do and Ly = Ty for all m e Sy, then p(L)=p(V)=p(T).
Proof 1 (Proof of Pmposz’tion See Appendiz A.

Remark 14 Proposition [1] shows the equivalence of operators V, T, and L, concerning

the spectral radius |4}, Chapter 3].

2.9.2 Next-step predictor stability analysis

The next-step predictor stability analysis is based on the infinite horizon solution
of filtering CARESs, which are derived as on the asymptotic solution of difference
Riccati equations and obtained by defining the first and second moments of the

error ¢,k € N, as follows,

(k) £ B ey ym| (k) 2 [a(k)] € F™, (2.26)
Vi(k) £ E (6L, =) Y(k) 2 V(b)) € B, (2.27)
for n €S,.
Consequently,

o the expected value of the next-step predictor estimation error ¢ is given by
I
Eléx] = D _ (),
n=1
o the mean square of the next-step predictor estimation error is given by
I v
Elérer] = Z Y, (k).
n=1

For arbitrary matrices I'y; and Ty in F%*" n € S, define B € FI"=xIw a5

I I

B2 ((@6rw) + (@@ -srw) ) @eL). @2

n=1 n=1

I
m=1

dependent filtering gains in (2.12)) providing the solution of the next-step predictor

filtering problem. Hence, the following statement can be proved.

Define also the sequence of matrices given by M 2 [M,,,] i.e., the sequence of mode-
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Proposition 2 Consider the error system described by (2.13). Then, for all keN, the
following equalities hold:

v

m(k+1) =Bmk), Y(k+1)=V(Y(k)) +OM, x(k)), (2.29)

with B, V, and O defined in [2.28), [2.22) and [2.23), for T'no = A and 'y = A+ M, L,

nes,.
Proof 2 (Proof of Proposition @) See Appendiz A.

The following definition provides a specialization of Definition |3| for the next-step

predictor scenario.

Definition 4 (MSD) The MJLS described by (2.5)) is MSD if, for each Markov mode
n €S,, there exists a mode-dependent filtering gain M, € F*=*™  such that p(V) < 1,
V e B(H™) defined in [2.22)), for Tn1 = A+ M,L and Ty = A.

From now on, the expression MSD will refer to Definition

Remark 15 By applying the results from (4, Section 3.4.2], the property provided by
Definition 4| is equivalent to the MSS of the error system (2.13|) obtained for the

next-step predictor.

2.9.3 Current estimator stability analysis

Analogous steps for the next-step predictor stability analysis can be applied to the
current estimator and they are reported in the following.
Let us define for n € S, k € N, my(k) and Z,(k), as follows,

m(k) 2 E [exlppemny |, m(k) 2 [ma(k)],_, € F"™, (2.30)

Zu(k) 2 E [exeilipmn] . Z(k) 2 [Z,(0)] | e EI=, (2.31)

Consequently,

o the expectation of the prediction error is given by

Eler] = ;m”(k)’
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o the mean square of the prediction error is given by

Elexer] = > Zu(k).

n=1

For arbitrary matrices I'y; and Ty € F=X" 5 €S, define B € FImexIns a5

B2 (@ 01, (@ (3Fn) + @ (1 - 3l)). 22

n=1 n=1

1
m=0D

mode-dependent filtering gains in ([2.14)) providing the solution of the filtering problem

in the current estimator setup.

Let us define the sequence of matrices given by M= []\//.Tm] that is, a sequence of

The following proposition formalizes the dynamics of the observation error first

and second moments.

Proposition 8 Consider the error system described by (2.17). Then, for all k € N, the
following equalities hold:

m(k+1) = Bm(k), Z(k+1) = T(Z(k)) + O (M, 7 (k)) , (2.33)

with B, T, and O defined in ([2.32), [2.20)), and (2.24), respectively, for Ty = A+ AM, L

and Tpo = A, nes,.
Proof 3 (Proof of Pmposz’tion@ See Appendiz A.

The following definition adapts Definition [3| to the current estimator scenario.

Definition 5 (Strict-MSD) The MJLS described by (2.5) is Strict-MSD if, for each
Markov mode n € S,), there exists a mode-dependent filtering gain M, € Fr=xny | sych
that p(T) < 1, with T € B(H!™) defined in [2.20)), for Ty = A+ AM,L and Ty = A.

Proposition 4 Assume that the MJLS described by ({2.5)) is Strict-MSD. Then, (2.5)) is
MSD according to Definition [}

Proof 4 (Proof Proposition |4)) See Appendiz A.

Remark 16 By the results from [4, Section 3.4.2] applied to the operator T (with T as
in Definition @, the condition on the spectral radius of the operator T, i.e., p(T) < 1,
is equivalent to the property of the MSS of the error system described by (2.17)).



2. Wireless control networks over finite-state Markov Channels: the separation
principle 53

2.9.4 The next-step predictor filtering coupled algebraic Ric-
cati equations
In the next-step predictor setup, the optimal mode-dependent filtering gain results
from the optimization of the following performance index:
1 t
J; =limsup -E [Z (€xé;) | .7-"[“] :

Obtaining the optimal performance index in the next-step predictor scenario necessitates
dealing with next-step predictor filtering CARESs, introduced as follows.

Let us define for any Y € H™* and a = [a,]._, € R, the following operators,

fornes,.
Consider the set W, defined as follows:

W = {(Y,a) € H™* x R’ such that R (Y, ) is non-singular for any n € S,}.
For (Y,a) € W, define the operators
M) W — HIem
V() : W H",

as

1

MY, a) = M, (Y, @)| .
YY) = [V (Y. )]

=1’

with
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for any n € S, (see [4, Section A.1]).

For notational convenience, let us set M (Y) = M (Y,7>), Y(Y) = Y (Y, n>), and, for
n €Sy, Ru(Y) =Ry (Y, m°), A, (Y) = A, (Y, 7).

In the next-step predictor setting, the filtering CAREs are the set of equations given by

Y, =V.(Y), nes, (2.36)

The optimal infinite horizon mode-dependent filtering gain is obtained from the solution

of the following optimization problem:

max tr (ij Yn> (2.37a)

n=1

subject to

] = 0, (2.37h)

R.(Y) =0, YeH™ neS, (2.37¢)
Define the sets . and M as follows,
L2{YecH""* R,(Y) nonsingular forany n e Syt
M2{YeL R(Y)>=0 and —Y+Y(Y)>0}.
Then, the MS stabilizing filtering gain is given by
M, =M, (Y), nes, (2.38)
where Y € L is the MS stabilizing solution of [4 Section A.1].

Definition 6 (MS stabilizing solution of (2.36)) Y € L is the MS stabilizing solution of

the filtering CAREs (2.36) if it satisfies (2.36) and p(V) < 1, with V € B(H/"=) defined
in (2.22)), for Tpy = A+ M, (Y)L and Tpo = A, n € Sy; i.e., My(Y) stabilizes the error

system (2.13) in the MS sense.

The maximal solution of equations (2.36)) and the solution of the optimization problem
presented in (2.37)) coincide, as stated in the following theorem.

Theorem 1 Assume that the MJLS described by ([2.5)) is MSD.

Then, the following statements are equivalent:
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i) there exists YT € M satisfying the filtering CAREs (2.36)), such that Y* =Y, for
all' Y € M,

ii) there exists a solution Y for the convex programming problem described in (2.37)).

Moreover, the two solutions coincide, i.e., Y =Y.
Proof 5 (Proof of Theorem See Appendix A.

The maximal solution and the MS stabilizing solution of the filtering CAREs ([2.36))

are connected, as stated in the following theorem.

Theorem 2 There exists at most one MS stabilizing solution of the filtering CARFEs
(2.36)), which coincides with the mazimal solution in the set M, that is, the solution of
the convex programming problem described in ([2.37)).

Proof 6 (Proof of Theorem@ See Appendix A.

The MS stabilizing filtering gain ([2.38)) is computed exploiting the maximal solution
of the filtering CAREs (2.36)), i.e., the solution of the convex programming problem

(2.37)), as stated in Theorem

Consequently, the optimal performance index achieved by the next-step predictor is

with Y = [¥;,]2,_; being the maximal solution of the filtering CAREs (2.36)). The
necessary condition for the existence of the MS stabilizing solution of the filtering

CAREs is the MSD of system .
2.9.5 The current estimator filtering coupled algebraic Riccati
equations

The optimal mode-dependent filtering gain of the current estimator results from the

optimization of the following performance index,

1 t
J¢ = lim sup ;IE lz (exe) | ]—"ck] :
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Remark 17 The current estimator performance index J§ (computed exploiting the
prediction error) can be compared to the next-step predictor performance index J;
(computed exploiting the estimation error) because the estimation error for the next-
step predictor and the prediction error for the current estimator are equivalent at the
steady-state, see Remark[10

For Z=[Z,)! _, eH!™* and a=[ay])l_, eR!, define A,(Z,a), Ryn(Z, ), and C,(Z), as

Z.a) 2 AZ,A* +0,GG,
Z, o) =2 LZ,L" 4o, HH",
C.(Z) & AZ,L",

for nes,,.
Consider the set W,, defined as follows,

W, = {(Z,a) € H™* x R!, such that R, (Z, ) is non-singular for any n € Sy}
For (Z,a) € W,, let us define the operators

Z(-) W, — H™,
M) W — Hem,

as follows [4, Section A.1],

Z(Z,a) = [Z2,(Z,a)]!

n=1»

Z.(Z,0) = Zl Grnd Am(Z, @) = AnCun( )R, (2, @)C;, (2)},

M(Z.a) = [M.(Z.a)] .

M, (Z,a) & ~Z, LR, (Z, ).

For notational convenience, let us set M (Z) = M (Z, =) and Z (Z) = Z (Z, ©™).
The following equations are the current estimator filtering CAREs:

1

Zu(Z) 2 Y G An(Z, 1) — 4Cr(Z) RN (Z, ) Cr(Z)}, (2.39)
m=1
M, (Z,7°) 2 —Z, 'R, (Z, 7). (2.40)

The following lemma states the equivalence of the filtering CAREs solutions and the

filtering gains, for the next-step predictor and the current estimator.
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Lemma 1 The following statements are equivalent:

i) For any Y(0) € H"=+ Y(k) € HI"F k€N, satisfying Y (k+1) = Y (Y(k), w(k)),
with Y defined in (2.35), converges to Y € HI"T satisfying Y = Y (Y).

it) For any Z(0) € Hi"e* | Z(k) € HI"F k € N, satisfying Z(k + 1) = Z(Z(k),n(k)),
converges to Z € W™=+ satisfying Z = Z (Z).

Moreover, the mode-dependent filtering gain that stabilizes the error system mn
the MS sense is M, = M, (Z), and the optimal performance index achieved by the cur-
rent estimator is Jj = X _ tr(Z,), with Z = [Z,)._, e H™, Z,, given by Z, = D, (Y),
n €Sy, and Y mazimal solution of .

Proof 7 (Proof of Lemma See Appendix A.

Remark 18 The next-step predictor and the current estimator are equivalent from
the steady-state point of view, as stated in Lemma [ ~However, their difference
in performance (indicated by the indexes Ji, and Jo) and physical constraints (see

Remark allow for choosing the most suitable estimator for a specific scenario, as

shown in Sections and[2.8.3.

Remark 19 If the matriz A is non-singular, then, from Lemmal[l], the next-step predictor

Itering gain can be computed as follows, M, = A~ M,,.
fi 99 P ;

2.10 The separation principle

This paragraph illustrates the statements of the separation principle for the next-step

predictor and the current estimator scenarios, respectively.

2.10.1 The next-step predictor separation principle

Consider the optimal matrices in (2.10)), that can be written as follows:

A(Vk, Or—1, %;Uk) = A+ Vk?Bng—l + %MnkL7

B(nk) = _an F(gk—l) = Fek—l'
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Then, the optimal output-feedback controller (2.10)) coincides with (2.12)), and the

closed-loop system dynamics are
L1 = (A + VkBng_l):L‘k - Vk:BFOk_lék: + ka (241)

Recalling the error dynamics described in ([2.13]), the closed-loop system is described as

follows,

v

Ga + Ekr1 =T (W, Op—1, Y0, M) Ex + 35 (Vs M) W, (2.42)

G
A > 2 .
k [e,j (i 1) [G—l—fyankH]’

A—f-l/kBFg . —v, BFy 1
T (U, O—1, Vi, i) = ( 0 ’ ) (AJF%Mk L) :
Ny Nk

Theorem 8 Given the MJLS described by (2.5 and the next-step predictor described by
(2.12), the following statements are equivalent:

i) the closed-loop system dynamics (2.41)) can be made MSS;
i1) the MJLS described by (2.5)) is both

ii-a) MSD,

ii-b) MS stabilizable with one time-step delayed observation of actuation link

mode.

Proof 8 (Proof of Theorem@ See Appendix A.

2.10.2 The current estimator separation principle

Consider the optimal matrices in (2.11)), that can be written as follows:

Nk

o~

kafl) = Fo, C (Vkaekfl) = veBFy, ., 5(77]“) = -M

Nk *
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Then, (2.14)-(2.16)) coincide with (2.11]), and the dynamics of the closed-loop system

are the following:

Lpt1 = (A + I/],CBng_1> T + (G — "ykI/kBng_lf\]nkH> Wi
— (wBFy,_, + W BFy,_, My, L) ey (2.43)

By recalling the error dynamics described in (2.17)), the closed-loop system is written

in a compact form, as follows:

~

gcl . XkJrl =v (I/k, 9]671, Yk, 77k) Xk +Q (Vkv 9]6717 Ve nk) Wk,
(A+wv,BFy, ) —(wBFy, , +ywwuBFs,_ M,L)

>

ith W (1, 0y, M,
wit (Vk7 gk 1 Vks nk) ®7lx (A + /ykAMﬂk L) ’
e A G — P)/kaBFkalMﬁkH
Xk = [ek‘| , Q(Vkaek‘—h’yk)nk) - [ G+7kAM77kH

Remark 20 The matrices ¥ (v, Ox—1,7k, k) and T (vk, Ok_1, vk, k) are upper triangular
block diagonal matrices as in [4)], i.e., the error dynamics (driven by {ny}) do not
depend on the state dynamics (induced by {0x}). Differently from (4], the closed-loop
dynamical matrices T and ¥ contain the Markov jumps not only of the Markov chain
{nk} (sensing link mode observation) but of the Markov chain {0} (actuation link
dynamics mode observation) too (see the FSMC model in Section[2.4.9). Moreover,

this model accounts for the mode observation delay affecting the Markov chain {0y }ken.

Theorem 4 Given the MJLS described by (2.5) and the current estimator described by
(2.14), the following statements are equivalent:

i) the closed-loop system dynamics (2.43)) can be made MSS;
i1) the MJLS described by (2.5)) is both

ii-a) Strict-MSD,

ii-b) MS stabilizable with one time-step delayed observation of actuation link

mode.

Proof 9 (Proof of Theorem See Appendiz A.
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2.11 Mode-independent output-feedback

Under the conditions presented in this section, the designer can use mode-independent
control and filtering gains. The advantage of mode-independence concerns the reduced
computational burden, especially when the number of modes increases. The strong MS
stabilizability (defined in the following) guarantees the existence of a mode-independent
control gain, which is MS stabilizing.

On the other hand, the following definitions of Strong-MSD and Strong-Strict-MSD
provide the basis for deriving sufficient conditions guaranteeing the existence of a

mode-independent filtering gain, which makes the estimation error system MJSS.

Definition 7 (Strong-MS stabilizability) The MJLS described by (2.5) is Strong-MS
stabilizable with one time-step delayed actuation link mode observation if, for any initial
condition (zg,00), there exists a mode-independent control gain F® € F«X"= sych that

up = FPzy, is the MS stabilizing state-feedback for (2.5)).

The following Strong-MSD and Strong-Strict-MSD notions instead concern the sensing
link.

Definition 8 (Strong-MSD) The MJLS described by ([2.5)) is Strong-MSD if there exists
a mode-independent filtering gain MY € F"=*™  such that p(V) < 1, with V € B(H!™)
defined in (:22)), for Ty = A+ ML, T\, = A, and n € S,,.

Definition 9 (Strong-Strict-MSD) The MJLS described by (2.5) is Strong-Strict-MSD
if there exists a mode-independent filtering gain M® € Fr=*" | such that p(T) < 1, with
T € B(H™) defined in [2.20)), for Tny = A+ AMPL, Tpo = A, and n € S,).

Proposition 5 Consider the MJLS described by ([2.5)). The following statements hold.
i) Strong-MSD implies MSD.

i1) Strong-Strict-MSD implies Strict-MSD and Strong-MSD.
Proof 10 (Proof of Pmposition@ See Appendix A.

Remark 21 Strong-Strict-MSD implies all the detectability notions concerning the
FSMC model. Thus, the Strong-Strict-MSD is the strongest detectability notion, while
MSD is the weakest one.
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Let us introduce the mode-independent output-feedback recalling the filtering and
control modified algebraic Riccati equations (MARE) reported in the following [48,223].
To this end, define

A (YP) £ AY*AT + GGr, € (YP) 2 AY'LY,
R'(Y?) £ Ly'L + HH*, M (V) = -Y'L'R' (V)
A (XP) 2 A XA CrC, C(XY) £ BTX"A,
R'(X*) £ B'X'B+ D'D, F'(X")=-R'(x")" ¢’ (x").
for Y?, X% c F7=*". Consider the sets
L’ £ {y* € F}=*" such that R" (Y") is non-singular},
L* £ {X" € FI**" such that R (X*) is non-singular}.
For Yb e b, X% e, the filtering and control MARE are
yh = A (YL) — A€ (Y2) R (Y2) é (Y2), (2.44)
X0, = A (XE) - et (x5 RY(XL) et (XL). (2.45)
Under the strong MS stabilizability condition, the mode-independent MS stabilizing

control gain exists, and it is given by F® = F°(X2), with X% € L’ satisfying ([2.45) |79].

Moreover, the critical arrival probability on the actuation link is defined as
v. 2 inf, {0 < v < 1 such that X° = 0 satisfies (2.45)}

148, Lemma 5.4 (a)], and the critical observation arrival probability on the sensing link
is denoted by v, 48, Theorem 5.5]. By [48, Lemma 5.4, Theorem 5.5], v. and . satisfy

Pmin S Ve S Pmax

and

Pmin S Ve S “Ymax S Pmax;
where
pminé _;andpmaxél_;
maxy, [Ay(A)[? [T [AR(A)?
with A}(A) being the h-th unstable eigenvalue of A, and

(2.46)

Vmax = inf. {0 <~ <1 such that YOZ = 0 satisfies ([2.44)}.
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Remark 22 Strong-MSD condition guarantees the existence of the mode-independent
filtering gain, that can be computed as Mb = AMP(YL), with Y2 e L satisfying .
Moreover, if Strong-Strict-MSD 1is satisfied, the existence of the current estimator
mode-independent filtering gain is guaranteed. In this case, the filtering gain can be
computed as follows: M? = MP(Y2), with Y2 e LP.

The results illustrated by the following theorem provide the evidence of the existing
connection between the optimal mode-dependent filtering CARE solution and the
mode-independent solutions of the filtering MARE. Specifically, the solutions of the
filtering problem are equivalent under particular conditions. The same holds for the

control problem [79, Theorem 3].

Theorem 5 Assume that © = YN wiy, ¥ =1 _ 7%4,,. Then, the following state-

ments hold.

i) The solution of the filtering MARE provides the mode-independent solution of
the filtering CAREs.

i1) The solution of the control MARE provides the mode-independent solution of the
control CAREFEs.

Proof 11 (Proof of Theorem[5) See Appendiz A.

Structural properties such as stabilizability and detectability in the mean square sense
can be also studied by exploiting the mathematical instruments of LMIs |4, Section 3.5].
LMIs used for testing MS detectability conditions over FSMCs are introduced in the fol-

lowing.

AZ A+ A AWoo L + A LW G A + 45 L'Ws L — Wiy < 0; (2.47a)
Zm Wm2
= 0: )
[ m2 Wms| — 0 (247b)
Zpy = En(W1), Wp1 =0, Z, >0, meSs,, (2.47¢)
Wi = [Whill1, Z = [Zn)h,—y iIn A"t Wy = [Wy0)? _) in HI%™  and W3 = [W,,3)L

in HImwt,

Proposition 6 Consider the MJLS described by (2.5)) and the following statements.
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i) The MJLS described by (2.5)) is MSD.
i1) The MJLS described by (2.5) is Strict-MSD.
iii) there exist

W, = W]} Z =2, _, €l

m=1>

W) = Wally € B, Wy = (Wiall,_, € B,

satisfying conditions (2.47)).

Then, statement (i) holds if and only if statement (iii) holds and statement (ii) implies
statement (iii). Furthermore, if the matriz A is non-singular, statement (ii) holds if

and only if statement (iii) is satisfied.
Proof 12 (Proof of Proposition@ See Appendix A.

The following set of LMIs is exploited for testing Strong-MSD and Strong-Strict-MSD.

A*ZA+ A4 AWAL + A LW A + 4y L'W3 L — Wy < 0; (2.48a)
Z Wy
>_ .
[W; W = 03 (2.48D)
Z>=En(W1), Wy >0, Z>=0, mes,, (2.48¢)

Wi =Wyl | in HI%t Z in X Wy in Frexnv Wy in B2,
Proposition 7 Consider the MJLS described by ([2.5)) and the following statements.

i) There exist Wy = [Wml];zl in Hinet | Z ¢ F1Xme Wy € FreX™ | W3 € FP ™",

satisfying conditions ([2.48)).
1) The MJLS described by ([2.5)) is Strong-MSD.
iii) The MJLS described by (2.5)) is Strong-Strict-MSD.

Then, statement (i) implies statement (ii).

Moreover, if the matrix A is non-singular, statement (i) implies statement (iii).

Proof 13 (Proof of Proposition@ See Appendix A.
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Figure 2.5: Inverted pendulum on a cart

2.12 Numerical case study

2.12.1 The inverted pendulum on a cart

This section presents the wireless output-feedback control of an inverted pendulum
on a cart [224], controlled remotely over TCP-like lossy sensing and actuation links.
The considered cart and pendulum masses are 0.5kg and 0.2kg, inertia about the
pendulum mass center is 0.006 kg-m?, distance from the pivot to the pendulum mass
center is 0.3 m, coefficient of friction for the cart is 0.1. The system state is defined by
x=|0x, 6%, ¢, (5(}5}/, with 0x(t) = x(t) — x*, do(t) = ¢(t) — ¢*, where x is the cart position,
¢ is the pendulum angle from vertical, x* and ¢* are the equilibrium point position
and angle. The designed control law aims to stabilize the pendulum in the upright
position corresponding to unstable equilibrium point x* = 0m, ¢* = Orad. The optimal
Markov jump output-feedback controllers and have been applied to
the discrete-time linear model derived from the continuous-time nonlinear model by
linearization. The state-space model of the system is linearized around the unstable
equilibrium point and discretized with sampling period Tgs =0.01s. The obtained

system matrices [92] are the following:

1.000 0.010 0.000 0.000
0.000 0.998 0.027 0.000

A=10.000 0.000 1002 0.010]
0.000 —0.005 0.312 1.002
0.00091
| oas2
B =107 0023

0.474
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Remark 23 With the matrixz A defined above the probabilities pymin and pmax computed
according to equation ([2.46|) are given by

Pmin = Pmax = 0.10538.
The weighting matrices in z, are

C*C = €P(1000,0.1,10000,0.1),
D=1,

while matrices H and G are such that

HH* =1, =0, GG = FQ HQ] .

I I

The process noise is characterized by the covariance matrix E[wywj] =X, with
Y =2- 10701,

The state matrix A is unstable since it has an eigenvalue in 1.057, but it is easy to
verify that D*D > 0, the pair (A, B) is controllable, while (A, L) is observable, so the
closed-loop system is asymptotically stable if v, = 1 and 7, = 1 for any k.

Moreover, the necessary conditions for the existence of the MS stabilizing solution
for the control and filtering CAREs are satisfied. FSMC models with TPMs in R**4
describe the double-sided packet loss. These channels are obtained by following the
systematic procedure in [62] that accounts for path loss, shadow fading, transmission
power control, and interference. The partitioning of the SINR range is based on the
values of PEP so that each SINR threshold corresponds to a specific PEP value.

The following paragraphs show the simulation results obtained by applying output-
feedback control theory over FSMCs.

2.12.2 Detectability analysis

In this paragraph, the proposed methodology is applied to the study of the MSD
conditions.

Let us introduce the two main parameters for the FSMC configuration:
o the distance between the transmitter-receiver couple of interest denoted by dp,

o the distance between the interfering transmitter and receiver of interest denoted
by di.
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Consider the following two configurations:
(Z) do =18 m and di = 15II1,

(74) do = 16m and d; = 8m.

Configuration (i)

The resulting sensing link TPM under configuration (i) is given by

0.6164 0.0381 0.1606 0.1849
0.6126 0.0382 0.1616 0.1876
0.6115 0.0382 0.1619 0.1884|
0.6083 0.0384 0.1627 0.1906

Q=

The probability of receiving the packet in each mode of the FSMC is
g = [0.014 0.5026469 0.9337680 1] :

Conditions (2.47)) and conditions (2.48]) are both satisfied.

Consequently,
o from Proposition [6] the system is MSD and Strict-MSD,
o from Proposition [7} the system is Strong-MSD and Strong-Strict-MSD.

From the spectral radius analysis, it follows that
p(V)=p(T)=0.979735651,
with Markovian filtering, i.e., with

o Vdefined in [2.29) for T',; = A+ M, L and I',yg = A, M,, Markovian mode-dependent

next-step predictor filtering gain,

o T defined in (2.20)) for T = A+ AM,L and T, = A, M, Markovian mode-

dependent current estimator filtering gain.
The spectral radius obtained with the Bernoullian filtering is given by

p(V)=p(T)=0.979741917.

The mean square state trajectories in Fig. highlight that the closed-loop system is
MSS.
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Mean square state trajectories
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Figure 2.6: Closed-loop mean square state trajectories in configuration (i)
e blue obtained with the Markovian next-step predictor;

e red obtained with the Markovian current estimator;

e dashed blue obtained with the Bernoullian next-step predictor;

e dashed red obtained with the Bernoullian current estimator.

Configuration (i7)
The resulting sensing link TPM under configuration (i7) is given by

0.9265 0.0131 0.0403 0.0201
~10.9241 0.0135 0.0415 0.0210
@= 0.9237 0.0135 0.0417 0.0211
0.9227 0.0137 0.0422 0.0215

The probability of receiving the packet in each mode of the FSMC is

4 = [0.004 0.4993460 0.9209712 1.0000000}

Conditions (2.47)) and conditions (2.48]) are not satisfied.
Consequently,

o from Proposition [0 the system is neither MSD nor Strict-MSD,

« as long as properties Strong-MSD and Strong-Strict-MSD, since conditions ([2.48))
are only sufficient, the spectral radius analysis is needed to obtain appropriate

conclusions.
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Table 2.1: Performance indexes obtained by next-step predictor (J7), current estimator
(J&), Bernoullian filter (J3) in configuration (z) and in configuration (ii).

JL e 2
Configuration (i) ~4x 107~ 3 x 107~ 2 x 10?
Configuration (i7) ~ 10” ~ 103 ~ 10°

From the spectral radius analysis, it follows that
p(V)=p(T)=1.042641679,

with Markovian filtering, i.e., with

e Vdefined in (2.22)) for T,y = A+ M, L and 'y = A, M,, Markovian mode-dependent

next-step predictor filtering gain,

o T defined in (2.20)) for o1 = A+ AM,L and T, = A, M, Markovian mode-

dependent current estimator filtering gain.

As the reader may notice both LMIs conditions (2.47) and spectral radius analysis
highlight that the system is is neither MSD nor Strict-MSD.
The spectral radius obtained with the Bernoullian filtering is given by

p(V) = p(T) = 1.042641295.

From the spectral radius analysis for the Bernoullian observer provided above, it follows
that the system is not Strong-MSD nor Strong-Strict-MSD.

Finally, the mean square state trajectories in Fig. 2.7 and the average state trajectories
in Fig. highlight that the closed-loop system is not MSS. Indeed, as the reader may
note both the mean square trajectories, in Fig. as well as the average trajectories,
in Fig. 2.8) show a divergent behavior.

As the reader may note by observing Table [2.1] the values of the performance indexes
Ji, J& and Jp in configuration (ii) are larger with respect to the corresponding

values in configuration (7).
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Figure 2.7: Closed-loop mean square state trajectories in configuration (i7)
e blue obtained with the Markovian next-step predictor;

e red obtained with the Markovian current estimator;

e dashed blue obtained with the Bernoullian next-step predictor;

e dashed red obtained with the Bernoullian current estimator.

This is because configuration (i) satisfies the properties of MSD, Strict-MSD,
Strong-MSD, Strong-Strict-MSD.

Moreover, comparing the performance indexes in configuration (i), it follows that
Ji > J¢ showing that the cost achieved by the next-step predictor is higher with respect
to the cost achieved by the current estimator. However, the highest cost is achieved by
the Bernoullian observer with Jj ~ 2 x 10%.
The two configurations presented (configuration (i) and configuration (i7)) highlight
two opposite scenarios in terms of MSD properties.

The following paragraph investigates the existence of a limit case, where MSD and
Strict-MSD are satisfied, while the Strong-MSD and Strong-Strict-MSD are not satisfied.

Limit case for detectability analysis

Simulation results highlight the existence of a limit case for detectability conditions.
When considering the distance between the transmitter-receiver couple of interest

dp = 17.348 m and distance between the interfering transmitter and receiver of interest
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Average state trajectories
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Figure 2.8: Closed-loop average state trajectories in configuration (i)
e blue obtained with the Markovian next-step predictor;

e red obtained with the Markovian current estimator;

e dashed blue obtained with the Bernoullian next-step predictor;

e dashed red obtained with the Bernoullian current estimator.

d;1 = 9.548m, the resulting sensing link TPM is given by

0.8855395 0.0184352 0.0603969 0.0356284
~10.8825920 0.0187857 0.0617956 0.0368267
@ = 0.8820434 0.0188504 0.0620549 0.0370513| "

0.8806549 0.0190134 0.0627101 0.0376216

The probabilities of receiving the packet in each mode of the sensing link are denoted by
= [0.005 0.5000509 0.9237605 1|.

Conditions ([2.47)) are satisfied. From Proposition |§|7 the system is MSD and Strict-MSD.
As far as strong conditions ([2.48) go, they are not satisfied. Since conditions ([2.48]) are
only sufficient, the spectral radius analysis is needed to obtain appropriate conclusions.

From the spectral radius analysis, it follows that
p (V) =p(T)=0.999999983,

with Markovian filtering, i.e., with
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e Vdefined in ([2.22) for ',y = A+ M, L and ',y = A, M,, Markovian mode-dependent

next-step predictor filtering gain,

o T defined in (2.20) for T'n, = A+ AM,L and T, = A, M, Markovian mode-

dependent current estimator filtering gain.

The spectral radius obtained with the Bernoullian filtering is given by
p (V) =p(T)=1.000000074,

e V defined in ([2.22) for 'y = A+ M°L and T,,0 = A, M’ Bernoullian mode-

independent next-step predictor filtering gain,

« T defined in (2.20) for Iy = A+ AMPL and T,y = A, M® Bernoullian mode-

independent current estimator filtering gain.

In this case, the condition 4 > ymax from |48 Theorem 5.6] is satisfied.

However, the system is unstable with the Bernoullian filtering because the system
is neither Strong-MSD nor Strong-Strict-MSD.

This limit case reveals that the Bernoullian output-feedback controller may fail
in making the closed-loop system MSS when strong detectability conditions are not
satisfied, while the Markovian output-feedback controller achieves this aim over the
FSMCs.

2.12.3 Stabilizability analysis

The MS stabilizability analysis is presented through the limit case obtained under
the following configuration.

Consider dy = 17.348m and d; » = 10m.
Then, the actuation link TPM is

0.8647302 0.0208232 0.0701174 0.0443292
0.8615749 0.0211698 0.0715631 0.0456922
0.8609554 0.0212373 0.0718457 0.0459616|
0.8593737 0.0214086 0.0725659 0.0466518

sz

The probabilities of receiving the packet in each mode of the actuation link are given by

vy = 10.006 0.5003405 0.9248986 1}.
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Let us introduce the operator the operator £ [79] that will be exploited in the spectral
radius analysis.
For V = [Vi;]V._, € FNmoxNna - define £(-) = [Li;(1)]N,_; € B(EN™>*Nne) | with

L;(V) é{A Z;il VA" + ;B Zl]il RV, B*
+0,BY. RVEA + 0,AY VliFl*B*}pij. (2.49)

From the spectral radius analysis it follows that

« p (f) = 1.000388084 using the Bernoullian control gain, i.e., F?,
« p (E) = 0.996248733 with the Markovian mode-dependent control gain, i.e., Fy,

res,.

This case highlights that even though the condition © > v, from [48, Theorem 5.6] is
satisfied, the system is unstable with the Bernoullian controller because the system
is not Strong-MS stabilizable (recall Definition , see also Remark .

The Bernoullian control law is not able to make the closed-loop system MSS, while
the Markovian control achieves this aim.
Varying distances d; between the interfering transmitter and receiver of interest

positioned at dyp = 17.348 m from its transmitter, we distinguish four cases:
(a) d; < 9.547m,
(b) d; = 9.548m,
(¢) d; €[9.549m,12.100m],
(d) d; >12.101m.

Table provides insights on the detectability and stabilizability for each of these
cases: the check mark indicates that the notion holds, while the cross mark reveals

that its required conditions are not satisfied.

Remark 24 The results presented in this Chapter are more general with respect to the
ones by Schenato et al. [48]. As also pointed out in the detectability and stabilizability
analysis, even though in this example the conditions by Schenato et al. are satisfied, the
system is not MSS with the Bernoullian mode-independent controller. This is because
Strong-MS stabilizability and Strong-MSD are not satisfied.
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Table 2.2: Detectability and stabilizability analysis summary
(a)|()|(c)|(d)
MSD X\ V|V |V
Strict-MSD X\ V|V |V
Strong-MSD X| x|/ |V
Strong-Strict-MSD X | X |V |V
MS stabilizability X | X |V |V
Strong- MS stabilizability X | x| x|V
, ‘ (a)
it IR WA N ANV/AN 3 —_—
E?2 |
O t
d 0.0S 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
Time [s]
(b)
41 —
0 = — = S ———
‘E‘Z i 0.02 0.04 0.06 0.08 0.1 012 0.14 016
0
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
Time [s]

Figure 2.9: The charts report:
e estimation error on cart position obtained by Monte Carlo simulations in yellow;
e the average error trajectory in red;

e the maximum error trajectory in blue;
e the minimum error trajectory in green,
concerning the next-step predictor (a) and the current estimator (b).
The top right of each panel reports a zoom in for each plot.

2.12.4 Performance analysis and comparison

Consider the distances dy =17.348m, d; 3 = 14m (corresponding to the case (d) in

Table [2.2) and covariance matrix ¥, provided above. The performance indexes

obtained in case (d) are:
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e J; =0.0001109, that is, the performance index achieved by the Markovian next-
step predictor,

« J& =0.0000746, that is, the performance index achieved by the Markovian current

estimator,

o J5 =209.8934328, that is, the performance index achieved by the Bernoullian

observer.

The reported performance indexes highlight the fact that the presented mode-independent
estimation techniques are easier to implement, but their average cost is larger than
the one obtained by the Markovian filtering.

Moreover, the spectral radius of 7 and V are the same for both mode-dependent

Markovian filters because these estimators are equivalent at the steady-state, see
Remark [10.
However, the advantage of the current estimator compared to the next-step predictor
is that it involves the most recent measurement in the estimation, yielding a smaller
performance index. Fig. [2.10] provides the evidence of the comparison described above:
the closed-loop mean square state trajectories depicted in Fig. [2.10 are obtained with
1000 independent Monte Carlo simulations. As the reader may notice, the current
estimator leads to the closed-loop mean square state trajectory that remains far below
the closed-loop mean square state trajectory provided by next-step predictor.

Consider now the scenario with distances dy = 17.348 m, d; 3 = 14 m, where X,, = ¢¢/,
with ¢ = [0.003, 1, —0.005, —2.150]" [48].

This case is reported in Fig. 2.9 to emphasize the performance differences existing
between the next-step predictor and the current estimator.

The first difference can be individuated in the resulting performance indexes J; = 65
for the next-step predictor, and J¢ = 43 for the current estimator.

The performance index analysis shows that the cost achieved by the next-step
predictor is higher with respect to the one achieved by the current estimator, see
also Remark Moreover, Fig. highlights the behavior of the error trajectories
for each observer.

After the transient, the error trajectories obtained by the current estimator become
smooth faster with respect to the error trajectories obtained by the next-step predictor,

which takes 20 samples to become smooth.
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Figure 2.10: Mean square state trajectories in closed-loop in
e blue obtained with the Markovian next-step predictor;

e red obtained with the Markovian current estimator;

e dashed blue obtained with the Bernoullian next-step predictor;

e dashed red obtained with the Bernoullian current estimator.
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This chapter is based on the paper by Impicciatore et al., titled “Secure state estimation
over Markov wireless communication channels” , that presents results obtained
during the visiting period at the University of Pennsylvania, under the supervision
of Professor George J. Pappas and through the collaboration with Dr. Anastasios
Tsiamis.

This Chapter addresses the problem of remote state estimation with secrecy against
eavesdropping: this work moves from the secrecy notion proposed in , Definition 1
(perfect expected secrecy)] for a Bernoulli packet-dropping wireless link and provides

the definition of optimal mean square expected secrecy over FSMCs.

76
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The original notion of perfect expected secrecy [38, Definition 1] requires implementa-
tions of the Kalman filter over Bernoulli packet dropping links [49,88].

However, under FSMCs, any offline computation of the Kalman filter gains would
require a combinatorially increasing, with the time-horizon, amount of memory.

For this reason, an alternative practical notion of expected secrecy is considered: optimal
mean square expected secrecy over FSMCs. This alternative definition accounts for
the minimum MSE, over minimum mean square Markov jump filters, with a finite
number of offline-computed gains.

In particular, the definition provided in this chapter requires the eavesdropper
MSE to grow unbounded, while the user MSE remains bounded. This new definition
requires the adoption of a different approach and utilize tools for the stability analysis
of MJLSs [4,/79]. The employed secrecy mechanism randomly withholds information
with some probability, similarly to [38]. The aim of this chapter is providing bounds

for tuning the secrecy mechanism design.

3.1 Chapter outline

The Chapter is organized as follows.
e Section [3.2| provides the problem formulation.

o Section [3.3| introduces the optimal mean square expected secrecy notion over
FSMCs.

o Section 3.4l illustrates the main achievements in this research line.
e Section presents an eavesdropper characterization.
« Section [3.6] shows the effectiveness of the proposed approach through an example.

e proofs and technical results are reported in Appendix B.

3.2 Problem formulation

This section presents a detailed description of the scenario investigated in this chapter.
Consider the remote architecture depicted in Fig. A sensor transmits a system

state information to the estimator over a legitimate user link (in lightblue). The
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Figure 3.1: Remote estimation architecture.

communication from the plant to the legitimate user occurs over a wireless connection
as the reader may see in Fig. B.I] The shared nature of the wireless medium causes
an eavesdropping risk ,. Indeed, a malicious agent, called eavesdropper,
may overhear the information on the wireless link. In Fig. the presence of the
eavesdropper (in lightred) is modeled through the wireless eavesdropper link in lightred.

Each connection, either the user link or the eavesdropper link, may be affected
by packet losses and is modeled by a FSMC. The FSMC [1] is an abstraction
widely used to design wireless communication systems, see Chapter [2| for more details.

The following discrete-time linear system describes the plant

{x(k:—l— 1) = Az(k) + w(k), (3.1)

y(k) = La(k) +v(k),

where z(k) € R" is the state and y(k) € R™ is the system’s output, while k& € N is the
(discrete) time. The signals w(k) € R™ and v(k) € R™ are the process and measurement
noise respectively: w(k) and v(k) are i.i.d. independent Gaussian random variables
with zero mean and covariance matrices @, R = 0 respectively. The initial state xz¢ is
Gaussian with zero mean and covariance matrix g > 0.

Let us introduce the first assumption concerning the considered discrete-time linear

system.
Assumption 1 The system described by (3.1)) is unstable, i.e., p(A) > 1.

Even without eavesdroppers, estimation of unstable open-loop systems has been

a problem of independent interest in control systems (see for instance). The
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ultimate goal is to close the loop and apply control, but first, estimation of the open-
loop system should be studied. Besides, if the system is stable, the eavesdropper
can predict the state with more accuracy, even without eavesdropping, since the

state remains close to the origin.

3.2.1 Secrecy mechanism

The secrecy mechanism adopted is introduced in [38]: the sensor transmits the output
of the plant y(k) with probability A € [0,1] and it transmits no information (denoted
by the symbol €) with probability 1 —A. Formally,

{y(k) if v (k)

1
. VEk > 0. (3.2)
€ if v(k) =0

As the reader may see in , the secrecy mechanism works by randomly withholding
the output of the plant y(k), according to the value of the binary variable v(k), that
is the outcome of the secrecy mechanism.

Particularly, v(k) is a binary random variable characterized by the secrecy pa-

rameter A, as follows,

)= A,
1A

For the sake of simplicity in the notation, in the rest of this chapter, the subscript ¢
will be used to indicate an agent operating at the receiver’s end.

Formally, i € {u,e}, where
o u refers to the user,
» e marks the eavesdropper.

Finally, the ¢-th link denotes the wireless link between the plant and the agent .

3.2.2 Wireless link

This section describes the mathematical model of the wireless link.

Let us introduce the variable ¢;(k), that denotes the measurement received by the
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agent ¢ at time k € N. The general model for the agent’s link is

{yfuf) if &(k)
€ if &i(k)

1
0

vk >0, (3.3)

where ¢ means no information. As the reader may notice observing equation ([3.3)),
9:(k) is equal to the variable g(k), i.e., the output of the secrecy mechanism, or e
according to the value assumed by & (k).

The value of &(k), k € N, describes the packet arrival process on the i-th link:
o &(k) =0 if the packet is lost,
o & (k) =1 if the packet is correctly delivered.

The process (k) is a binary random variable and the probability of having a packet
loss or a correct packet transmission over the link ¢ depends on the SINR. The
SINR is determined by physical phenomena and model parameters (see [62]) such
as path loss, shadow fading, interference and also the nature of the environment
(domestic or industrial).

The SINR is a stochastic process and it is typically approximated by a finite
state Markov chain [1], denoted as n;(k).

The i-th wireless link is mathematically described by a wireless channel model [74],

that is, the FSMC [1], composed by two stochastic processes:

o the process &;(k), that describes packet arrival or packet loss occurrences on the
i-th link,

o the process n;(k), that describes the current Markov mode of the i-th link in
terms of SINR.

In the FSMC model, the probability of having a zero or a one for the variable &;(k)
depends on the current mode of the Markov chain 7;(k).

Let us introduce the set of Markov modes for the finite-state Markov chains
ni(k), with 7 € {u,e}, kK € N. Recall that each Markov chain 7n;(k) approximates the
SINR on the link i.

Let the index set S of the Markov chains 7; be defined as follows, S = {1,..., N}.
Then, n;(k) € {Sim}tmes (see [62]).
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Each agent i estimates the SINR process during a learning phase and thus, it knows
the number of modes, the transition probabilities, and the probability distribution of
the Markov chain 7;. For each mode of 7;(k), the value of & (k) can be either zero or
one with certain probabilities. For m € S, let the variable 4; ,,, denote the probability
that & (k) =1, given the mode of the Markov chain n;(k) for k € N,

When a packet loss on the ¢-th link has occurred or the secrecy mechanism has
withheld the output information, the agent ¢ interprets the system state message as lost.
Specifically, based on error detection and correction mechanisms the receiver decides
whether the packet is € and should be dropped. For most communication protocols
receiver also performs SINR estimation for each received packet and thus the agent ¢
always knows the mode of the i-th link n;(k).
From — the received measurement g;(k) is different from e if and only if
the product between the secrecy mechanism outcome v(k) and the process &;(k) is
equal to one, i.e., v(k)&(k) =1.

Let us introduce a binary variable depending on the link ¢, for the product between
v(k) and & (k). Let us define the variable ¢;(k), as follows,

pi(k) £ v(k)& (k).
For i € {u,e}, m €S,

P (pi(k) = 1| ni(k) = Si,m) = Mim,
P (pi(k) =0 | mi(k)

Si,m) =1- )"%,m'
Each agent ¢ owns an information set, that includes:
e the value of §j; from the time instant zero to the current time instant,

o the value of the product between the value of v and the value of & from the time

instant zero to the current time instant,

o the Markov mode of the wireless link n; from the time instant zero to the current

time instant.
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Formally, the information set available to the agent i at time k € N is given by

Filk) = {(@(t)i_y . (0i(t)iy » (i) }- (3.4)

Remark 25 Consider the information set F;(k) in (3.4]). Recall the definition of §;(k)
in (3.3) and the secrecy mechanism (3.2)). It is straightforward to see that with the
knowledge of §;(k) and ¢;(k), the agent i is aware of y(k).

3.2.3 Probabilistic framework

This paragraph introduces more details on the probabilistic framework that is used to
describe the wireless link.

Let us introduce the probability ., (k), defined as follows,
7T'z‘,m(kj) 2P (nz<k) = Si,m) )
with 0 < 7, (k) < 1, for any k, for m € S, i € {u,e}.

A TPM associated with the Markov chain 7;(k) is denoted by P; £ [pi,mn]rjx n=1>

N
DPimn = P (7]1(]{3 + 1) = Sin | nz(k) — 3i,m) 5 Zpi,mn =1
n=1
The main technical assumptions (that are similar to [4, Section 5.3]) are presented
in the following (with ¢ € {u,e} and k € N):
i) the initial conditions zg,n; o are independent random variables,

i1) the white noise sequences {w(k)} and {v(k)} are independent of the initial

conditions (zg,v(0)) and of the processes &;(k), for any discrete-time k € N,

i7i) the Markov chains {n;(k)} and the noise sequences {w(k)} and {v(k)} are inde-
pendent,

iv) the Markov chains {n;(k)} are ergodic, with steady state probability distributions

(%)
i,m

oo = lim m;,,(k),
k—oo

m € S.
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This work aims to design an estimator of the class of mean square Markov jump filters
(see [4, Chapter 5.3]) together with a secrecy mechanism, such that the user MSE
remains bounded, while the eavesdropper MSE is unbounded. The formal guarantees
of this secrecy notion can be found in Section (see Definition [10)).

The variables ¢; and ¢; introduced in the following will be exploited in the statement
and in the proof of the main result.

For i€ {u,e},

» 1); denotes the average probability of intercepting a measurement on the ¢-th link,
when \ =1,

e (; is the average probability of intercepting a measurement for A € [0, 1).

Formally, for i € {u,e}, ¢; and ¢; are defined as follows,

N
A 00 2
¢Z - Z 7Ti7m,yi7m7
m=1

G = ik

3.3 Optimal mean square expected secrecy

This section presents the infinite horizon minimum mean square Markov jump filter |4,
Chapter 5.3] with the estimation technique provided by an estimator called current
estimator [181, Chapter 8.2.4].

Specifically, the estimator provides at each step a model prediction obtained from
the estimated state at the previous step. This prediction is corrected by the current

measurement received g;(k).

Remark 26 It is well known that for the case in which the information on the output
of the system and on the Markov chain are available at each time step k € N, the best
linear estimator of x(k) is the Kalman filter [4, Remark 5.2]. An offline computation
of the Kalman filter is inadvisable here as pointed out in [180). The reason is that
the solution of the difference Riccati equation and the time varying Kalman gain are
sample path dependent and the number of sample paths grows exponentially in time.
On the other hand, an online computation of the Kalman filter requires online matriz
inversions which might require a lot of computation. For this reason, a different class

of estimators is taken into account: for this class of estimators filtering gains are
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pre-computed offline. This allows us to avoid online matriz inversions, thus, reducing

the computational burden.

Recall that the agent i receives a quantity that is different from e if and only if

the following equality is satisfied,
sz(k) =1,

(see Remark [25).

Consequently, the current estimated state dynamics can be written as follows (see
also 181} eq. (8.33)-(8.34)]), for i € {u,e}:

o~

i(k) = Zi(k) — i (k) Mg, [y(k) — LTi(F)] (3.5)
where M\i,m(k) is the mode-dependent filtering gain, whose explicit expression can be
found later in (3.11)).

Since the filtering gain depends on the mode of the Markov chain at time k, and the
Markov chain has a given finite set of modes, it can be computed offline (see Remark.

From (3.5))-(3.6), by defining the error as follows,
(k) = x(k) — Tu(k), i € ue),

the error system is given by

— o~

éi(k+1) = (A + SOi(k)AMi,m(k)L> €i(k) + w(k) + @i (k) AM; 1y (K), (3.7)
see also [181, eq. (8.36)].

Remark 27 The error system described by (3.7) is a discrete-time MJLS (see for
instance [4]).

The notation presented in [4] is adopted here: for i € {u,e}, m €S, let us define
Zi(k) £ [Zign(K)] oy € HN™Y,

Zim(k) 2 E (k)& (k)L n,k)=s0,}]

with 1, x)=s, .} denoting the indicator function defined in the usual way.
The MSE can be written as follows (see for instance [4], [92]),

B[ (R (K] = 3 Zin(F). (33)
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Given the MSE expression, the following definition introduces the notion of optimal
mean square expected secrecy over FSMCs, with the estimation error obtained
applying the minimum mean square Markov jump filter |4 Chapter 5.3], instead
of the Kalman filter [38].

Definition 10 (Secrecy over FSMCs) Given the system described by (3.1]) and the FSMCs
(13-3), a secrecy mechanism (3.2) achieves optimal mean square expected secrecy over
FSMCs if and only if, for any initial condition Z;(0) € HN" % i ¢ {u,e}, both of the

following conditions hold:

Let us introduce an important assumption concerning the secrecy mechanism and
the user MSE (see also [38]).

Assumption 2 Let us assume that when the secrecy mechanism

is employed for all k >0, i.e., when \ = % =1, the user MSE is bounded, 1i.e.,
klim tr {E [é,(k)e (k)]} < oo,
—00

for any initial condition Z,(0) € HN™ =+,

The following operator is instrumental for the presentation of the Algebraic Riccati
equation and for the technical results exploited in the proof of the main theorem.

Let us define the operator

. Mg XNy + + Mg XNy
Xy F X RT x R™ — F%

Y

with A € [0, 1].
For X e F"*" o >0, ¢ € RT, let Xy (X, a,¢) be defined as follows,

X (X, ,0) £ (1= 2¢) {AX A" + aQ}
+ ¢ (AXA" +0Q — AXL* (LXL" + aR) ' LXA"). (3.9)
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Proposition 8 Consider the error system described by the MJLS (3.7]).
Under Assumption[d, for m,n €S, i € {u,e}, the filtering coupled algebraic Riccati
equations (CAREs) are given by

Zi,n = iv: pi,mnXA (Zi,mv ﬂ?m? r?i,m) ) (310)
m=1
My = ~ZiwL* (LZiL* + 735, R) (3.11)

Proof 14 (Proof of Proposition@ See Appendiz B.

Remark 28 The filtering gain can be computed offline from the minimization of the
MSE, according to the procedure shown in [92] and reported in Appendiz A of this
thesis. Particularly, each agent i knows the matrices of the system, as well as the mode
of the Markov chain n;. Formally, for m € S, the filtering gain ]\Zm is given by ,

where Z; m, s the solution of ([3.10]).

3.4 Main result

This section presents necessary and sufficient conditions concerning the FSMC proba-

bilities such that optimal mean square expected secrecy over FSMCs is guaranteed.

Theorem 6 Consider the system described by (3.1)), the secrecy mechanism given by
(13-2), and FSMCs described by (3.3)).
Under Assumption [l and Assumption[d, the secrecy mechanism achieves optimal mean

square expected secrecy over FSMCs if and only if

Yy > Ye. (3.12)

In particular, there exists a probability (. € [0,1) such that optimal mean square expected
secrecy is gquaranteed if and only if the probability X in the secrecy mechanism satisfies

the following inequalities

Cc<)\§min{gc,1}. (3.13)
Yu Ve

Remark 29 The inequality 1, > . is a reasonable condition for secrecy in many cases
of interest. Indeed, it is plausible that the propagation environment leads to an average

probability of intercepting the measurement over the eavesdropper link, ., which is



3. Privacy guarantees 87

strictly less than 1, for instance because the eavesdropper might be further away from
the source.

The result in shows that optimal mean square expected secrecy over FSMC's
can be achieved if and only if there is channel disparity between the user and the
eavesdropper, i.e., the user has a higher probability of packet reception on average.

Specifically, under the condition on channel disparity, optimal mean square expected
secrecy over FSMCs can be achieved by properly tuning the withholding probability of
the secrecy mechanism. This fact implies that a criterion on the withholding probability
X is needed for the secrecy mechanism designer. This criterion is shown in .

Proof 15 (Proof of Theorem@ See Appendiz B.

3.5 Eavesdropper characterization

Given the propagation environment, a designer can deduce possible positions of
eavesdroppers, decide which are of the most concern, and derive an eavesdropper’s
TPM.

This section provides link quality constraints used to design the secrecy mechanism
attempting to increase the eavesdropper MSE to infinity. More specifically, if the
eavesdropper TPM P, is known, the designer is able to construct the matrix A,

defined as follows,
Ae £ {Pel ® Hng} lé (1 - A’?e,m) (Z@ A)] .
m=1

For V = [V,,,]N_, € HY"=* define for n €S,
N
Se,n (V) é Z Pe,mn (1 - )\:)/e,m) AVmA* + W:?n
m=1

The following proposition proves that the operator S., defined above provides a
lower bound to the eavesdropper MSE, under the estimator defined in (3.5)). Hence,
the above recursion can be exploited to test whether the eavesdropper has MSE

that increases to infinity.

Proposition 9 Consider the system described by (3.1) and the secrecy mechanism ([3.2)).
The following statements hold, for n € S,
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o If the spectral radius of the matrix A, is strictly less than one, i.e., p(A.) <1,
then
lim tr {Zem(k)} > tr {Se,n} >

k—o0

with Sem = Se’n (Se) and S, = [Se,n]N € HNna+

n=1

o If the spectral radius of the matrix A is greater than or equal to one, i.e.,
p(Ac) > 1, then

]}Ego tr {Z..(k)} = +o0.
Proof 16 (Proof of Pmposition@ See appendix B.

Remark 30 Proposition[9 provides novel covariance lower bounds for the eavesdropper
MSE. Such a lower bound could be used as a guide to tune the withholding probability

of the secrecy mechanism.

3.6 Example

This section examines an inverted pendulum on a cart [224] whose parameters are
estimated remotely over a wireless link exposed to an eavesdropper. The considered
cart’s and pendulum’s masses are 0.5 kg and 0.2 kg, inertia about the pendulum’s mass
center is 0.006 kg - m?, distance from the pivot to the pendulum’s mass center is 0.3 m,
coefficient of friction for the cart is 0.1. The discrete-time system has been obtained from
discretization with sampling 75 = 0.01 s and linearization of the dynamical continuous
time nonlinear model around the unstable equilibrium points x* = 0 m, ¢* = 0 rad. The
resulting matrix A of the discrete-time system is such that p(A4) ~ 1.1 > 1, and thus,
Assumption [} is satisfied. This unstable plant evolves in open-loop.
Recall that, when the propagation environment is known, a designer can deduce which
are the possible eavesdropping configurations allowing to overhear the user’s messages.
Consider two independent wireless links: one link for the user, the other one for
the eavesdropper.

The formal mathematical description of each propagation environment (either
the user propagation environment or the eavesdropper propagation environment)

accounts for the following couples:
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« transmitter/receiver couple,

o transmitter/interferer couple.

For each propagation environment, the transmitter/receiver couple is the couple
of interest, while the transmitter/interferer couple models some interference that
affects the propagation environment and that characterize both the user and the
eavesdropper wireless link.

Consider the following parameters:

e d, denotes the distance of the couple of interest for the user,
e d. denotes the distance of the couple of interest for the eavesdropper,
e d, denotes the distance of the couple transmitter/interferer for the user,

o d. denotes the distance of the couple transmitter/interferer for the eavesdropper.

3.6.1 Finite-state Markov channel scenario

Consider the following wireless link scenario resulting in the FSMC model [1}79]),

with the following parameters:

e dy, =17 m,
e d,=15m,
e d. =19 m,
. Je:13 m.

Consider the configuration described above for the user and the eavesdropper.
The TPM describing the user FSMC, denoted by P,, is given by

0.5679349 0.0394557 0.1725174 0.220092
0.5642459 0.0395369 0.1733422 0.222875

0.56307  0.0395617 0.1736014 0.2237669
0.5596774 0.0396311 0.1743412 0.2263503

P, =

The probabilities of receiving the packet in each mode of the user FSMC are given

by 4um, m=1,2,..., N, that are the entries of the vector 4, as follows,

A = 10.016  0.5030050 0.9351091 1}.
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Figure 3.2: User MSE obtained with FSMC model resulting from user parameters d,, = 17 m,
dy = 15 m, and with secrecy parameter A = 1.

The TPM describing the eavesdropper FSMC, denoted by P., is

0.7663241 0.0298952 0.1116115 0.0921692
0.7626088 0.0301756 0.1130374 0.0941782
0.7617196 0.0302419 0.1133766 0.0946619
0.7593571 0.0304166 0.1142745 0.0959518

P, =

The probabilities of receiving the packet in each mode of the eavesdropper FSMC are

given by 4em, m =1,2,..., N, that are the entries of the vector 4., as follows,
e = {0.009 0.5014132 0.9290699 1} .

When the secrecy mechanism is not applied, i.e., when the parameter A = 1, the user
MSE is bounded, i.e., Assumption [2] is satisfied, as the reader can see in Fig. |3.2]
The limit probability of intercepting the measurement when secrecy is applied is
given by (.= 0.105.
The secrecy parameter A guaranteeing the optimal mean square expected secrecy
over the FSMC scenario depicted above belongs to the interval (0.26,0.48].
The results obtained in simulations are shown in Fig. [3.3]and in Fig. [3.4]
Fig. |3.3[ shows the error trajectories é;(k), ¢ € {u, e}, obtained from 1000 Monte Carlo
simulations for the user (blue lines) and for the eavesdropper (red lines) with A = 0.3.
As the reader can see, the user error trajectories have a convergent behavior, while

the eavesdropper error trajectories diverge.
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Figure 3.3: Error trajectories on cart’s position obtained with A = 0.3.

e The figure at the top shows error trajectories on cart’s position for the user in blue.

e The figure at the bottom shows error trajectories on cart’s position for the eavesdropper in
red.

Consider now Fig. , that reports the eavesdropper MSE (red line) and the user
MSE (blue line) on cart’s position with A = 0.3. The reader may notice that the
eavesdropper MSE shows a worse behavior with respect to the user MSE: this is
induced by the relation existing between the average probabilities of successfully
receiving the system state message, 1. and v, over the eavesdropper and the user
link, respectively. Particularly, in the reported example v, = 0.219, ¢, = 0.413, and
thus ¢, < 1), as required by Theorem [0]

Compare now Fig. [3.5 (obtained without a secrecy mechanism) and Fig. |3.4
(obtained with the proposed secrecy mechanism). The reader may notice that the
secrecy mechanism makes the eavesdropper MSE go to infinity, while the user MSE
remains bounded (see Fig. [3.4)).

The example reported above concludes this chapter, where secure state estimation
over Markov wireless communication channels is presented.

The secrecy notion investigated in [38] is brought to the FSMC scenario, which
requires re-definition of estimation problem and a novel technical procedure for deriving

the secrecy conditions.
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Figure 3.4: The figure reports the MSE on cart’s position for the user (blue line) and for
the eavesdropper (red line) with A = 0.3.

Mean square error on cart's position
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Figure 3.5: The figure reports the MSE on cart’s position for the user (blue line) and for
the eavesdropper (red line) with A\ = 1.

Moreover, this chapter solves a secrecy design problem satisfying the described
formal requirements over FSMCs. Finally, the effectiveness of the proposed approach
is shown through the example of an inverted pendulum on a cart whose parameters

are estimated remotely over a wireless link exposed to an eavesdropper.
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Discrete-time Markovian switching systems provide a good approximation of WCNs
,, because Markov chains are able to model bursts of packet losses .
There is a wide literature concerning stability investigations for discrete-time Markov
jump linear systems [4], while only few works such as [3,[145] investigate the mean
square stability notion in the nonlinear framework.
This chapter addresses the problems concerning stability and input-to-state
stability analysis of discrete-time Markovian switching nonlinear systems [3|

93
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100]. The challenges concerning discrete-time Markovian switching nonlinear systems
addressed by this PhD work are presented in the works by Impicciatore et al. |97.,{142].
When the plant has a general mathematical model (that can be for instance nonlinear
[94]) the modeling strategies based on discrete-time Markovian switching nonlinear
systems [3] play a key role because Markovian switching nonlinear systems provide
good approximations of the analyzed system.

Discrete-time Markovian switching systems, also known as Markov jump systems,
are particularly useful for modeling systems subject to abrupt changes, such as WCNs.
As discussed in the previous chapters, a wireless channel may suffer from packet losses
[4,67,198,99]. Markovian switching nonlinear systems [3}/100] are good approximations

of WCNs when the plant is characterized by nonlinear dynamics [94].

4.1 Chapter outline

This section provides a brief summary of the chapter, as follows.

Section reports the probabilistic space exploited in this chapter.

e Section illustrates the formal description of the problem addressed by this
chapter.

« Section [£.4] provides the results obtained for EMSS.
 Section [4.5] presents the results obtained for EMS-ISS.

o Section [4.6]illustrates the notions of pth moment ISS and pth moment exponential
ISS.

o Section [4.7] provides the sufficient conditions guaranteeing pth moment ISS and

pth moment exponential ISS.
o Section [4.§8| provides some examples validating the presented results.

o proofs of Lemmas and Theorems are reported in Appendix C.
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4.2 The probabilistic space

Consider the stochastic basis defined by the quadruple (9, F, {Fi }ren, P), where (Q is
the sample space, F is the corresponding o-algebra of events, {F}ren is the filtration,
P is the probability measure.

Let E[-] denote the expectation of a random variable with respect to P, and let E[-|F]
denote the conditional expectation of a random variable on the filtration {Fj}ren.

Consider a switching signal given by the Markov chain {r(k)}reny defined on
the probability space (2, F,{Fy},P). For each time k € N, r(k) takes values in the
set S={1,...,N}.

For all operational modes of the Markov chain 7,57 € S, and for all &k € N, the

transition probabilities are defined by
N
A . .
j=1
Consequently, the TPM of the Markov chain is defined as P £ [pij]f:;zl.
The realizations of the Markov chain are called switching paths. Some definitions

given in [3,/100] are reported in the following.

Definition 11 The set of all admissible transitions of the Markov chain {r(k)}ren, s
defined as follows,

E2{(i,j) €S xS|pi; > 0}.

Definition 12 For any given i € S, let the set of reachable modes from i be defined as

follows,
S E{jeS|,5) €&}

For any ¢ e N, i € S, let ry(i) denote an admissible switching path of length ¢, starting
from the mode i. Particularly, the path r,(i) contains ¢ modes of the switching
signal, included the initial mode.

Formally, r(i) is defined for £ € N, and i € S, as:
{i}, (=01,
{i7j1}7j1 ESZQUta 6227

{iajla "'7]'@71}7.7'1 € Sfutajfrﬂ € S;:t’
h=1,2....0—2, 0>3

ro(i) £ (4.2)
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P11
P12 P23

r(k) :
P2t 32
P31

Figure 4.1: State diagram of the Markov chain considered in Example

Definition 13 For any mode of the Markov chain, i € S, the collection of all admissible
switching paths r,(i), £ € N, defined in (4.2)), is denoted by R(3).

Remark 31 Notice that the collections Ro(i) and Ri(i), i € S, contain only one path

ro(i), and rq(i), respectively. Thus, their cardinality is
Ro()] = [Ra(8)] = 1,
foranyieS.

Consider the Markov chain depicted in Fig. 1.1} in the following example different
sets of admissible switching paths are identified depending on the length of the path

and on the initial mode of the given Markov chain.

Ezample 1 Consider the Markov chain in Fig.[{.1. Letpy; > 0 for (i,5) ¢ {(2,2),(3,3),(1,3)}
and let p13 = pag = p33 = 0. The set S = {1,2,3} contains all modes of the Markov chain,

while the set of admissible transitions is

E={(1,1),(1,2),(2,1),(2,3),(3,1),(3,2)}.

Notice that the self-loops (2,2), (3,3) are not admissible. We have, for instance, the

following collections of admissible switching paths.

o The collection of all admissible switching paths of length 2, emanating from the

mode i =1¢€ S s given by
Ra() = {{1,1},{1,2}}.

e The collection of all admissible switching paths of length 3, emanating from the
mode i =2 € S is given by

Ry(2) = {{2, 1,1}, {2,1,2},{2,3,2), {2,3, 1}}.
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Let the set Qy(i) be defined for any ¢ € N, i € S, as follows,

Qu(i) £ N1 r, ()

Then, each index ¢ € Qy(i) can be associated with an admissible switching path belonging
to the set Ry(i), £ € N (see |3, Section 4.2]).
Let the symbol r{(i), ¢ € Qu(i), denote the gth admissible switching path belong-
ing to the set Ry(i).

Clearly,

Qo(i) = (i) = {1}.

Indeed, from Remark 31} Ro(i) and R+ (i) contain only one admissible switching path.

Thus, their cardinalities are given by
R1(3)] = [Ro(i)] = 1.

Since the switching signal r(k), k € N, is a Markov chain with a certain TPM, each
admissible switching path r}(i) € R,(i) is associated with a certain probability of
occurrence, denoted by p{(i), ¢ € Qu(i), for any £ € N, i € S.

Clearly,

pi(i) = pi(i) = 1.

4.3 Problem Formulation

Consider the following discrete-time Markovian switching nonlinear system, defined
on the aforementioned stochastic basis (2, F,{Fs},P):

{x(k +1) = frg(a(k), u(k)), keN,

z(0) =& e R™, r(0)=1€S8, (4:3)

where z(k) € R™ is the state of the system and u(k) € R™ is the input signal. The

set of input sequences is defined by
U=2{u:N—R"},
For any i € S,

£ i R" xR™ 5 R"
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is a locally bounded function satisfying f;(0,0) = 0, continuous at zero.
The solution of (4.3) is denoted by @ (k, &, i, r{(i),u), k € N, and corresponds to initial
conditions £ € R", i € S, switching path r{ (i) € Ri(i), ¢ € Qx(¢), and input signal u € U.

Remark 32 The system is clearly forward complete, since for any k € N, any given
initial condition & € R™, any given Markovian initial mode i € S, any given input signal
u €U, and any given admissible switching path of length k € N, r{ (i) € Ry(i), q¢ € Qk(i),
the solution of exists at k, see [4).

Let

v(k) = x(k, & i, u)

denote a trajectory, that evolves according to (4.3]), with initial conditions ¢ € R”,
i €S, and input signal u € U.

Remark 33 The value of x(k,&,i,u) is determined not only by the time instant k € N,
by the initial conditions £ € R™ and i € S, and by the input signal v € U, but by the
admissible switching path in the set Ry (i) too. Without any priori knowledge (except
the initial mode i € S) of the switching path, there are different possible values that the
variable x(k,&,i,u), k € N, can assume, according to the TPM P. Indeed, x(k,&,i,u) is
a random variable on the stochastic basis (0, F,{Fi},P).

Let us consider the second moment of z(k, &, i, u), i.e., E [||z(k, &, i,u)|?], that is given by

E[[lz(k. &6 0)’] = X pLOI®K, & i,xi(), 0)], (4.4)

q€Qu (1)

keN, EeR", ieS, uel.
The usual definition of EMSS (see [3,/4,67]) and the definition of EMS-1SS (see
[142]) are reported in the following.

Definition 14 (EMSS) The system described by [4.3)), with u(-) =0, is said to be EMSS
if there exist positive constants 6, € RT with 0 > 1, 0 < ¢ < 1, such that for any initial
condition £ € R™, for any i € S, E [||z(k,&,i,0)|?] satisfies the following inequality, for
any k € N:

E [[lz(k,€,4,0)]%] < 6¢*[I€]1> (4.5)
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Definition 15 (EMS-1SS) The system described by is said to be EMS-ISS if
there exist positive constants 0, € RT™ with 6 > 1, 0 < ¢ < 1, and a K-function n, such
that for any initial condition & € R™, for any i € S, and for any input signal v € U,
E [||x(k, &, i,u)|]?] satisfies the following inequality, for any k € N:

E[l|x(k, &, i, w)l") < 0CF(IE]* +n ( _sup 1(HU(S)H)> : (4.6)

s=0,....k—

where the second term of the sum in the right-hand side of (4.6|) is taken equal to zero
for k=0.

Remark 34 Definitions[T]] and [1] concern EMSS and EMS-ISS, where expected values
of the state and other stochastic notions such as the transition probability matriz are
involved, which clearly are not involved in the deterministic case (see for instance
1134,|1306]). Lyapunov characterization of the global asymptotic stability and input-to-
state stability for deterministic non switching and switching discrete-time systems clearly
do not apply to the stochastic framework here considered (see [225,(220] and [136]).

Lyapunov characterizations of FMSS and of EMS-ISS are provided in this chapter.
Here, it is proved that the sufficient conditions guaranteeing EMSS (introduced in [3])
are also necessary, complementing the results in |3]. The main result presented in [97]
concerns the Lyapunov characterization of EMS-15S: sufficient conditions guaranteeing
pth moment exponential ISS [142, Corollary 1] with p = 2 (i.e., EMS-ISS) are proved to
be also necessary. This chapter involves both the results introduced in the conference

contribution |142], as well as the results in [97].

Remark 35 Previous works such as [136,137] do not consider the stochastic character
of the switching rule. But, in many cases such as wireless control network scenarios,
Markov jump systems are a viable mathematical model to lay some groundwork for the
development of suitable theoretical conditions for analysis and design of wireless control

networks.

Remark 36 A widely used mathematical setting for control, state estimation and secrecy
over wireless communication networks is based on Markov jump linear systems (62,
79,87,192]. Indeed, the process to control is typically linearized around an equilibrium
point (92, Section VIJ. This work provides Lyapunov characterizations of EMSS and
EMS-ISS of discrete-time Markovian switching nonlinear systems, with focus on the

general nonlinear case.
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4.4 Exponential mean square stability character-
ization

Let us consider a scalar function
V:R"xS — R, (4.7)
with V(0,i) =0, for all i € S, and let us introduce the operator £V as follows,
LV R"xR™ xS — R,

associated with the scalar function V introduced above.
The operator LV is defined for £ e R®, v € R™, and i € S as:

V(& u,1) (pr (fi(§,u),j )) V(E,1). (4.8)

JjES

The following theorem provides necessary and sufficient conditions for FMSS of system
(4.3), with u(-) = 0. The sufficiency part in the next theorem is already stated in [3|

Theorem 20 (b)]: the result concerning the necessity part is provided here.
Theorem 7 The following statements are equivalent:
a) the system described by (4.3)), with u(-) =0, is EMSS;

b) there exist a function V : R" x S — RT, positive real numbers oy, 1 =1,2,3, such
that the following inequalities hold for all i € S, £ € R™,

b1) eall€]l® < V(€,) < aallé?;
b2) EV(E,O,Z) < —043”5“2-

Proof 17 (Proof of Theorem@ All the details of the proof are reported in Appendiz C.
Anyway, the reader can find here the main line of reasoning. The sufficiency part (i.e.,
(b)) = (a)) has been already proved in |5, Theorem 20 (b)], as discussed above.

As far as the proof of the converse implication (i.e., (a) = (b)), the main idea consists
in the construction of the Lyapunov function V satisfying (b1) and (by). The point is
to show that V satisfies conditions (by) and (be) exploiting the EMSS assumption (in
statement (a)) and applying the Markov property.
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4.5 Exponential mean square ISS characterization

The following theorem provides necessary and sufficient conditions for FMS-15S of sys-

tem .

Theorem 8 The following statements are equivalent:
a) the system described by (4.3) is EMS-ISS;

a) there exist a function V :R" x § — RT, positive real numbers oy, 1 = 1,2,3, and
a function oy of class K, such that the following inequalities hold for all i € S,
£ eR", ueR™,

b1) arlléll® < V(&,1) < anll€]?
ba) LV(& u,i) < —as|l€]|* + au(|ul)).

Remark 37 The results on Lyapunov characterizations of EMSS and EMS-ISS here
provided are the first necessary and sufficient Lyapunov conditions in literature for
stability of discrete-time Markovian switching nonlinear systems. FExtension of these
necessary and sufficient conditions for instance to the case of mean square (not
necessarily exponential) input-to-state stability seems extremely challenging. There is
indeed a serious obstacle to the use of nonlinear functions in the stochastic framework,
due to the well known fact that in general, for a nonlinear function o of class K, the

equality

o (E [lal”]) = E [o (l1a1”)]

does not hold.
For the sufficiency part, in Theorem|[§, one could replace positive reals o;, i =1,2,3,
with suitable functions a;, i =1,2,3 of class K. But then the following inequalities

are needed to be satisfied:
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which, by (141, Jensen’s inequality], require the functions a1, ag to be convex and ag to

be concave. Furthermore, clearly we also need the standard inequality
ay(s) < aq(s),

for any s € RT, which is in this case an interesting constraint (as oy is needed conver
and as is needed concave). Sufficient Lyapunov conditions for the mean square input-to-
state stability are given by conditions (b1), (b2) in Theorem[8, where the positive reals c,
i =1,2,3, there used, are replaced by functions a1, as, ag satisfying the above properties.
Whether or not these conditions could be also necessary for the mean square input-to-
state stability, is a challenging question. We conjecture here that, due to the particular
properties required for the comparison functions, these conditions are not necessary.
Proving, or disproving, this conjecture, is a not easy task, beyond the aims of this
work. We highlight that, for instance, if one would try the disproof, [114, Proposition
7], a key result for the Lyapunov characterization of 1SS in the deterministic case
(see [130, Lemmas 2,3,4]), would be inconclusive for a general function B of class KL,
involved in the mean square ISS inequality, because of the required above properties of

related comparison functions.

Proof 18 (Proof of Theorem@ All the details of the proof are reported in the Ap-
pendiz C. Anyway, the reader can find here the main line of reasoning.

The first part of the proof shows that the statement (a) implies robust exponential mean
square stability of system (see Definition @) The last part shows that robust
exponential mean square stability of system implies statement (b). Finally, the
proof of the implication (b) = (a) is provided.

Remark 38 The proof of Theorem@ makes use of a standard procedure (see (115,114,
225-227]) for deterministic nonlinear systems, here deeply re-elaborated in a stochastic
discrete-time setting. The proof provided in this article involves expected values of
the state and other stochastic notions, such as the transition probability matriz (see
references [3,14]), which clearly are not involved in the deterministic case (see for
instance [115,1134,220]). The standard procedure in the deterministic case makes
use of the Lyapunov characterization of robust asymptotic stability (see [115, Section
2.2], [226, Lemma 3.8, Lemma 3.11] for deterministic non switching systems and (136,

Lemma 1] for deterministic switching systems). The approach adopted in this proof
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exploits the Lyapunov characterization of the robust exponential mean square stability

(see Appendiz C, Definition [19).

Remark 39 The presented Lyapunov characterization makes use of multiple Lyapunov
functions. The common Lyapunov function approach is a particular case. Moreover, the
proposed methodology accounts for the stochastic insight of the switching rule. Indeed,
the operator LV contains the transition probabilities of the Markovian switching rule in

1ts expression.

4.6 The pth moment ISS

This section introduces input-to-state stability notions concerning the pth moment of
the state of system (4.3), i.e., E[||z(k)|[P], with p > 0.

Specifically, pth moment ISS generalizes the input-to-state stability notions in the
mean square sense.

Let us consider the pth moment of the state of system z(k, &, i u), ie, El||z(k, & i,u)|P],
that is given by

E(lz(k, & 0,u)|") = > pi@)[®(k, & i,x{ (i), w)|", (4.9)

q€Qx (1)

with p > 0.

Definition 16 (pth moment ISS) The system described by is said to be pth moment
ISS if there exist p > 0, a function B of class KL and a K-function n, such that for all
initial conditions (xg,i) € R™ x S, for all input signals uw € U, the pth moment of x(k),
denoted by E[||xz(k)||P], satisfies the following inequality, for any k € N:

E[llz(&)I] < B(loll?, k) +77< sup 1(HU(S)H)>7 (4.10)

s=0,....,k—

where the second term of the sum in the right-hand side of (4.10)) is taken equal to zero
for k=0.

The following definition introduces the pth moment exponential ISS, that is con-
cerned the classical ISS notion, with the KL function 3, which is exponential in

the time argument [3]|94].
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Definition 17 (pth moment exponential ISS) The system described by is said to
be pth moment exponentially ISS if there exist p >0, 6, e R, with § >1,0< ¢ <1,
and a K-function n, such that for all initial conditions (zo,i) € R™ x S, for all input
signals uw € U, the pth moment of x(k), denoted by E[||z(k)||P], satisfies the following
inequality, for any k € N:

Bl i) < ol + (_sun_ (o)), (a11)

s=0,..., —

where the second term of the sum in the right-hand side of (4.11)) is taken equal to zero
for k =0.

4.7 Sufficient conditions for pth moment ISS

Consider the scalar function V : R” x § — R*, defined in @ The following theorem

provides sufficient conditions for the pth moment ISS property.
Theorem 9 (Sufficient conditions for pth moment 1SS) Let there exist a function
V:R"xS — R,

positive real numbers ay,as >0, a Ko conver function v and a function § of class K,
such that the following conditions hold for alli € S, £ € R", u € R™:

a) oqll€[P < V(&) < aof[]|P;
b) LV (&, u,i) < —y(I€P) + 5(flul)-
Then, the system described by (4.3)) is pth moment ISS.

Proof 19 (Proof of Theorem@ See Appendix C.

Remark 40 If p = 2, then the system described by (4.3)) is second moment ISS, i.e.,
mean square ISS (see Definition [16] with p = 2). Note that second moment ISS implies

the stability of the second moment, i.e., the mean-square stability (see |5, Definition

18]).
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Corollary 1 (Sufficient conditions for pth moment exponential ISS) Let there exist a

function
V:R"xS — R,

positive real numbers ay, as > 0, a K-function 6 and a Ko linear function v(s) = 4s, s €
R*, with 7 positive real, such that the following conditions hold, for alli € S, £ € R",
u e R™:

a) [P S V(&) < anll€]]P
b) LV (& u,i) < =F[E]IP + o(||ul)-
Then, the system described by (4.3)) is pth moment exponentially ISS.

Proof 20 (Proof of Corollary See Appendix C.

4.8 [Illustrative examples

This section illustrates some examples [97,|142] showing the effectiveness of the
methodology presented in this chapter.

The aforementioned examples are summarized in the following.

o Paragraph [£.8.1] provides the first example of this section, that is here called
Ezample 2, see also |97, Example 1]. Specifically, the example illustrated in
Paragraph moves from an example provided in literature on a discrete-time
switching nonlinear system, that is, [228, Example 4.1], where the setting is
deterministic. In Fxample 2 a Markov chain governing the switching rule is
introduced and the EMS-ISS analysis is applied.

o Paragraph provides (with Example 3 and Ezample /) an application of the
proposed methodology to stability analysis of WCNSs.
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4.8.1 Example 2

Consider the discrete-time switching model analysed in [228, Example 4.1], where for
any i € {1,2,3} the function f; : R? x R — R? is defined, for z = [z1 22]7 € R%, u € R, as

_ 0.5z 4 0.4 exp(—|z3|) + exp(—|z1|)u
fi(z,u) = i 0.621 + exp(—|z2|)u 7
L4z sin(xy) + exp(—|z1|)u
folw,u) = V2w + exp(—|22|)u 7
[ 13wy +exp(—|w))u
fa(z,u) = _1'2952003(1;2) + exp(—|x2|)u|

(4.12)

The subsystem 1 is ISS, while the subsystems 2 and 3 are not ISS (see [228]). Consider
a switching signal given by the Markov chain r(k) € {1,2,3} depicted in Fig.
and characterized by the TPM

P I-p 0
P=|1-qg —q q1 q21 , (4-13)
1 0 0
with
0<p<l,
0<q <1,
0<q <1,
G+ g < 1.

Notice that system , with switching signal given by the Markov chain {r(k)}xen
is in the class of systems considered in (4.3)).
The ISS analysis presented in [228] refers to a switching system with both ISS and not
ISS modes and with deterministic switching signals characterized by edge dependent
dwell-time constraints. Thus, the approach proposed in [228] cannot be applied to the
scenario presented in this work, where the switching rule obeys to a Markov chain with
a given TPM. This is the reason why the example provided in this paragraph focuses
on the relevant study of EMS-ISS of system (4.12f) with respect to the input u.

In particular, notice that the probability of the self-loop on the unstable subsystem
2 is not zero. Therefore, the switching signal may rest in the unstable subsystem 2 for

a finite arbitrary number K of steps with non-zero probability (1 — ¢1)¢ [138].
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p 1 — q1

I —q
1

Figure 4.2: State diagram of the Markov chain r(k) in Example 2.

Remark 41 The model considered in this chapter, i.e., discrete-time nonlinear systems
with Markovian switching rule, allows for both arbitrary and non arbitrary switching.
For instance, if for some i,j € S, pi; = 0, then the switching from mode i to mode j
s not allowed.
Consider Example 2. The transition probabilities pi3, ps2, psz are zero: the
transitions (1,3), (3,2) and (3,3) are not admissible. Example 2 shows how the proposed

Lyapunov approach can be applied also in this case.
Consider the following candidate Lyapunov function
Vi R?x {1,2,3} - R",
defined for ¢ = [¢; &7 in R? and for i € {1,2,3} as
V(E,1) = M€} + 0u3, (4.14)
with
A, 0; > 0.

By choosing

Q= Zgllgls{&, i},

ay = Z,gllfg’(g{)\i, i},
it follows that, for any ¢ € R?, any i € {1,2,3}, the following inequalities hold,

ar[léll* < V(&9) < azllé]l?,

and consequently, condition (b1) of Theorem [§] is satisfied by the candidate Lyapunov
function V introduced in (4.14)).
Consider LV defined in (4.8).
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The following inequalities hold, for any ¢ € R?, any u € R, any i € {1,2,3}.

‘CV(£7 u, 1) = pv(f1(€7 u)? 1) + (1 - p)v(fl(fv U), 2) - V(f? 1)
<pAE + (L= p)Aa&d + (po1 + (1 — p)o2)0.726 — Mi&G — 0165 + Su’

<—n[1-(pF+0-pF)or2e

— 0y ll - <p/\1 + (1 —p)/\Qﬂ €2 + Su?,
o1 o1
LV (& u,2) =(1—q —q)V(fa(&u), 1) + a1V (fa(& 1), 2) + ¢V (fa(€ u), 3) = V(E,2)
=34[(1—q1 — )M + @ + @3] & +34[(1— ¢t — ¢2)o1 + 102 + 203 &
= Ao — 0265 + Su

A A
<—-—X[1-34 q1+qu3+(1—ql—qQ)*1 5%
)\2 )\2

— 09 1-34 (q1 + QQQ -+ (1 —q1 — q2)0-1):| §§ + §u2,
02 02
‘Cv(gu u, 3) =1x V(f3(§7u)a 2) - V(ga 3)
< BNoEE 4 2.640982 — \3& — 0362 + Su?
A -
<) l1 . 32] £ g, [1 . 2.6402} &+ Su?,
/\3 O3

with S positive real number.

Consequently, the following inequalities are satisfied, for any ¢ € R?, any u € R, any
i€ {1,2,3},

EV(fauﬁi)S—min{Al [1— <p01+(1—p)02) 0.72],)\3 3
)\1 )\1 )\3

[ 2.64
01 1—<p)\1+(1—p))\2> 1.2‘|,0'3 <1— 0 01),
L 01 01

03
[ A A
Ml1-34{g+e=+0-a—g@))|,
_ X X
o
o

_ 4 )
o0 |1 - 3.4 (q1 el (l—q— qg)alﬂ }Hgn? + G,
L 2

2

with S positive real number.
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Define the function ag : Rt — RY, for s € R*, as ag = ags, with a3 defined as follows,

3\
A3 2 mi A{1—(Ul 1- 02) .Q]A 1- 24
s mln{ 1 p)\l—l-( p))\1 0.72], X3 N )

[ A A 2.64
01 1— <pl+(].—p)2) ]_.2],0'3 (1— Ul),
i o1 01 o3

[ A A
Ag |1 —3.4 <q1 +p 4+ (1-q - QQ)1>] ,

A2 A2

I o o
oy |1—-34 <CI1 + 92*3 +(1-—q - CI2)1>} }
L 09 09

Consequently, the following inequality holds for any ¢ € R?, any v € R, any i € {1,2,3},
‘CV<§7 u, 7’) < _5[3H§||2 +Qy <||UH> ’

where a4 is a function of class K.
Condition (bg) of Theorem [§]is satisfied if a3 > 0, i.e., under the following constraints
for Ai,o; >0, 1 =1,2,3:

0.72 (pal +(1 —p)02> <1, (4.15a)
At A1
A A
1.2 <p1 +(1-p) 2) <1, (4.15b)
01 01
A A
A+l +(l-a—-@)S | <L (4.15¢)
)\2 )\2
3.4 (611 + (J2$ +(1—q - C]Q)Ul) <1, (4.15d)
02 0'2
)\1 1 g1
— < -, —<0.38 4.15
)\3 37 o3 ) ( e)
0<p<lL,0<q1 <1, 0< <1, g1 +q¢ <1 (4.15f)

Thus, by Theorem , system (4.12) is EMS-ISS for all probabilities p, g1, g2 such that
the constraints (4.15)) are satisfied.

For an analysis of allowed probability sets and related statistics and simulations,

see Paragraph 4.8.3|

Remark 42 The Lyapunov functions are chosen as quadratic ones, with coefficients
Ni,oiy i =1,2,3 (see ) The presented methodology finds the coefficients \;, o,
i =1,2,3, and the transition probabilities p,qi1,q2, such that the parametric constraints
(4.15) are satisfied. The choice does not distinguish a-priori among ISS (i = 1) and not
ISS (i =2,3) modes.
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@@—» Plant =(k)

Wireless channel

v(k) Controller

Figure 4.3: Block diagram showing a wireless control network architecture.

4.8.2 Application to wireless control network scenarios

Consider the WCN scenario in Fig. [£.3} the following example highlights the impact
of the wireless channel on the control loop concerning the property of EMS-ISS.
Consider a nonlinear discrete-time plant controlled through a nonlinear state
feedback (see Fig. . In Fig. the control law v(k), k € N, is sent to the actuators
through a wireless communication channel that may suffer from packet losses. If the
packet is successfully delivered, the actuators execute the control law, otherwise the
system evolves in open-loop until a successful delivery of the control input occurs.
Indeed, when a packet loss occurs the input is zero. The discrete-time Markov chain r(k),
k € N, in Fig. [£.4] provides the mathematical model of the wireless channel (see [1},62]
and the references therein). The mode r(k) corresponds to the mode of the wireless
communication channel at time k& € N, and r(k) takes values in the finite set {1,2}: the
channel mode is r(k) = 1 when the packet containing the control input is successfully
delivered, while it is (k) = 2 otherwise.
The TPM containing the transition probabilities of the Markov chain in Fig. [£.4]is pro-
vided by

P — 3 3 6 07 1 .
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p 1= q
WY T
1—gq

Figure 4.4: State diagram of the Markov chain r(k) modeling the wireless channel in
FExample 3: p is the probability of having two consecutive correct packet deliveries, while ¢ is
the probability of having two consecutive packet losses.

For k € N, let h,4) be equal to 1 if the channel mode is r(k) =1, and let h,) be
equal to 0 if the channel mode is r(k) = 2.
Formally,

1
’ 4.16
5 (4.16)

B 1, if r(k)
N0, i (k)

The term h, ;) multiplies the control input v(k) and if the mode of r(k) is 1, then
the control input is correctly delivered, otherwise the packet containing the control
input is lost and the input is zero.
Consequently, we have h; = 1 and hy = 0.

Assume that the system is affected by an additive time-varying disturbance on the
actuators d(k) (see Fig. independent from the control input and uniformly bounded
for k € N.

The following example provides the Lyapunov analysis of EMS-ISS with respect

to disturbance d.

4.8.2.1 Example 3

Consider the setting presented above for WCNs, where for any i € {1,2} the plant
is described by the function

g R? x R? x R? — R?,

defined, for k € N,

ceR* (k)= l
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as follows,

Sx1(k) tanh(za(k)) + hygoyvr (k) + di (k)
9r(k) (x(k), v(k), d(k)) = :

|:§Zli'2(k’) (sin(z1(k)) 4 cos(z1(k))) + hrayva(k) + da(k)

where z(k), v(k) are the state and the control input, respectively.
The additive time-varying disturbance d(k), k € N, is independent from the control
input v(k) and uniformly bounded.

The nonlinear control law v(k) is given by:

{ —S21(k) tanh(za(k)) + 21 (k) ]

—229(k) (sin(z1 (k) + cos(z1(k))) + s22(k)

v(k) =

When the mode of the communication channel is r(k) =1, k € N, the control input
v(k) is correctly delivered and applied.
The closed-loop system is thus described by the function

fi:R* x R? — R?,
defined, for

x:i;eR2d:@1dﬂeW,

as follows,

ixl + d1

ifEQ +ds

When the mode of the communication channel is r(k) =2, k € N, i.e., the input is

zero, the open-loop subsystem is described by the function
fo: R? x R? = R?,
defined, for

X1
X2

xTr =

ER* d=|d dp] €R?,
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as follows,

%xl tanh(xs) + dy
folz,d) = : (4.18)
3 1o(sin(z1) + cos(z1)) + da

Notice that system f;(z,d), with ¢ =1,2, is exactly the one considered in ,
where the switching signal is r(k) € {1,2}, k € N, and the input signal is the dis-
turbance d(k), k € N.

Moreover, the subsystem obtained for »(k) =1 in is ISS, while the subsystem
obtained for r(k) =2 in (4.18) is not ISS.

This example provides the EMS-ISS analysis of system f;(x,d), i = 1,2, with respect
to the disturbance d.

Consider the candidate Lyapunov function

V:R? x {1,2} = R",
defined for ¢ = [¢&  &]T € R? and for i € {1,2} as

V(E,1) = M2+ 0,82, (4.19)
with A;,0; > 0. By choosing

= ig{lig}{ki,ai},

Qg = ig%)g}{)\hai}a

it follows that, for any ¢ € R2, any i € {1,2}, the following inequalities hold,

ar||€]]* < V(€ 1) < anll€]?,

and consequently, condition (b) of Theorem [§] is satisfied by the candidate Lyapunov
function V introduced in .

The next step consists in verifying condition (b3) of Theorem

Consider £V defined in (4.8).

From equations (4.17) and (4.18), by applying the expression of LV in (4.8)),
from Young’s inequality [229], the following inequalities hold, for any ¢ € R?, any
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deR? any ic{1,2},

V(£ d 1) = Zply (f1(&,d),5) = V(£ 1) =
VD) + (1= V(A D,2) — M€ — onéh —
— A (i&ﬁrdl) + poy <4§2+d2) +
sa-pn(fara) -

conli- v o

—oft- (pra-n2) 5| &+ Sl

p)os <&+%f—&ﬁ—m$

2

V<€7d7 2) = ZPQJV(fQ(&d)v]) - V(€72) =

i=1

< [T = @A + g 365

6 6
D o )
9 3 . X
S8+ B+ S 26a(6in(€) + cos(&n))'d) +

]
+[(1 = q)o1 + qo2]
— Aol — 0285 <

]

36 6., 6

(25§2 +d* + —g% + 5d2> +

+[(1 = q)o1 + qo2] ( & +d*+ 52 + 3d2> — Mo&f — 0965
A

i frra-a) X

o 1= 0+ (1 -0 2 ) 6] &+ Shale,

with S positive real number.

Consequently, the following inequality holds, for any ¢ € R, any d € R?, any i € {1,2},

V(& d,i) < —as||&]* + aa(lld])),
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with a4 function of class K, and a3 defined as follows,

agémm{h<y—QH41—miﬁ;>,
o (1-(r+a-n2)g).
w(i-(ara-03)5).
-0}

Recall that condition (by) of Theorem [§| is satisfied if as > 0.
The real number a3 is strictly positive if the following conditions hold for A;,o; > 0,
1=1,2:

A
Ll,B < )\72 < U1,37 (420&)
1
Lop < 22 < Usp, (4.20b)
01
O<p<l, 0<g<l, (4.20c¢)

where the quantities Ly g, Lo g, and Uy g, Us p are given by

_ 66(1—g)
18 = (95 —6g)
_6(1—-9q)

s =1 gy
_ (8 —p)

Thus, the considered Markovian switching system f;(z,d), i =1,2 is EMS-ISS by
Theorem 3] for all the pairs of probabilities (p, ¢) € (0,1) x (0,1) such that the constraints
(4.20) are satisfied.

For an analysis of allowed probability sets and related statistics and simulations,

see Paragraph K4.8.3|

4.8.2.2 Example 4

Consider a WCN scenario where a nonlinear system is controlled through a nonlinear
state feedback, and the control law is sent to the actuators through a communication

channel that may suffer from packet-losses, see Fig. [£.3|
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If the packet is successfully delivered, the actuators are able to execute the control
law, otherwise the system evolves in open-loop until a successful delivery of the control
input occurs.

Let us also assume that the system is affected by an additive bounded disturbance
on the actuators, independent from the control input.

Let us model the closed-loop system, using a discrete-time nonlinear Markovian

switching system, as follows,

ok +1) = Ja2a(k) + hygyo(k) + cd?(k), (4.21)

where z(k),v(k) € R are the state and the control input, respectively.

The additive time-varying disturbance d(k) € R is a bounded quantity for any & € N.

The quantities a € R, ¢ € RT are constant values: let us choose a = 2, ¢ = 1. The
discrete-time time-homogeneous Markov chain (k) depicted in Fig.[1.4] k € N, accounts
for the mode of the communication channel and takes values in the finite set S = {1, 2}.
The value of h, ) defined in depends on the mode r(k) =i € S of the Markov
chain.

The mode i = 1 corresponds to the situation in which the control input is successfully
delivered, then hy = 1, while the mode i = 2 corresponds to the situation in which a
packet-loss occurs and the system evolves in open-loop, i.e. hy = 0.

Consider the nonlinear control law given by equation (4.22):
v(k) = —R2*(k). (4.22)
Thus, the closed-loop system is:
ok +1) = fygo (k). d(R)), (4.23)

with

Friwy (2 (k). d(k)) = §/(a2 — hyy R)22(k) + cd?(k)
In order to have the root well defined, the feedback gain R should be such that:
Cl2 — th Z O,

for any i € S.
Therefore, the feedback gain R is chosen such that

1 19
~-R=-, = R=—.
“ 5’ 5
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The aforementioned control stabilizes the closed-loop system in case of absence of
packet losses and disturbances.

Indeed, under the following conditions,
e hy =1, for any k € N, i.e., absence of packet losses,
e d(k) =0, for any k € N, i.e., absence of disturbances,

the closed-loop system is given by:

2(k+1) = \/? - ﬁm. (4.24)

1
The system (4.24)) is clearly globally asymptotically stable, since \2/; < 1.
Taking into account the occurrence of packet losses and the presence of the disturbances,

the closed-loop system can be formally written as follows,

/1
fl(flf,d) = 51'2 + d27

fola, d) = /A7 + &,

which is a discrete-time nonlinear Markovian switching system, as the one introduced
in (4.3), with the bounded disturbance d, as input.

The aim of this example is studying the second moment of the state, i.e., what

G: (4.25)

happens when the exponent p equals 2, that is, the mean square input-to-state stability
of the system described by , with respect to the disturbance d.
Let us apply the conditions provided by Theorem [9] considering three different cases,
corresponding to three different TPMs.

Specifically, each case shows what happens considering a given TPM (with given

transition probabilities from one mode of the communication channel to the other one).

e Case 1.

I
=
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e (Case 2.
3 1-
4 4
P2 = )
4 1
L5 5.
e Case 3.
3 1
2 1
Py =
3 2
L5 5.

The probabilities of transitions starting from the mode ¢ = 1 are always the same in
the three cases, while the probability of a transition from the mode i = 2 to the mode
i = 2 (corresponding to the occurrence of bursts of packet losses) increases.

Consequently, the probability of a transition from the mode i = 2 to the mode i =1
(corresponding to control recover after packet loss occurrence) decreases in the three
cases.

Multiple Lyapunov functions can be chosen in the three cases, such as, V(¢ 1),
defined for £ e R, i€ S, as follows,

with the coefficients \; > 0, for all i € S.
Particularly, by choosing a; and as as,
ay = Iiréigl{/\i},
Qg = %%X{)\Z},
the candidate Lyapunov function introduced in (4.26)) satisfies condition (a) in Theo-
rem [0

Case 1

Consider the TPM P;.
Then, LV (£,d,1) and LV (&,d,2) can be computed applying the expression introduced
in (4.8), as follows,

N PR IR DCA T E A SN SR
LV(E,d,1) = <A l1 <4+4A1> 515 +(4)\1+4)\2>d, (4.27)
LV(E,d,2) = —X (1 _ ju) € 4 \d. (4.28)

2
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From the expressions of LV (¢,d,1) in (4.27) and LV (¢,d,2) in (4.28), the candidate
Lyapunov function introduced in (4.26) satisfies condition (b) in Theorem [J] if the

following inequalities are satisfied, i.e.,

31X\ 1
R e 4.2
<4+4A1>5>0’ (4.29)

A1
1—224>0. (4.30)

A2

Inequality (4.29) and inequality (4.30]) are satisfied if and only if

A2
4 < —= < 17.
A

Then, let us define the function v; € K, as follows,
. 3 1X\1 A
’}/1(8) £ mln{)\l [1 — <4 + 4)\j> 5] ,)\2 (1 — )\;4)}8,
with s € RT.

Let us also introduce the K-function 4; as follows,

1
61(s) £ max {i)q + Z)\g, )\1} s2,

with s € RT.
Then, the following inequality is satisfied for any £,d in R, any i € S,

LV (&, d,i) < —m([€]*) + di(|d]). (4.31)
From (|4.31)), it follows that the system described by (4.25)) is second moment exponen-
tially ISS by Corollary (1} i.e., the system described by (4.25) is EMS-ISS.

Case 2

Consider now the TPM P.
Then, LV (£,d,1) and LV (&, d,2) can be computed applying the expression introduced
in (4.8), as follows,

N PR IR DCA T E A SN SR
LV(E,d,1) = )\1[1 <4+4A1> 5]§+(4>\1+4)\2>d, (4.32)

1 4N\ 4.1
LV(E,d,2) = =)\ [1 - (5 + 5A2> 4] &+ <5>\1 + 5>\2> 2. (4.33)
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Applying the same reasoning presented in Case 1, from the expressions of LV (£,d, 1) in
(4.32) and LV (¢,d,2) in (4.33)), the candidate Lyapunov function introduced in (4.26)

satisfies condition (b) in Theorem [9]if the following inequalities are satisfied, i.e.,

3 1X)\1
1 (242222 4.34
<4+4/\1>5>0’ (4.34)
1 4N
1—(-+=-—14>0. 4.35
(5 T3 /\2> (4.35)
Inequality (4.34) and inequality (4.35)) are satisfied if and only if
A2
16 < — < 17.
A1

Then, let us define the function v, € Ko, as follows,

1) 1 1 4\
1 2
with s € RT.

Let us also introduce the K-function 4, as follows,

S5(s) = max { (2)\1 + le)\z) , <§>\1 + é)\z) } 5%,

with s € RT.
Then, the following inequality is satisfied for any ¢, d in R, any 7 in S,
LV, d.i) < —(I¢]*) + 6(|d]). (4.36)

From ([4.36f), it follows that the system described by (4.25)) is second moment exponen-
tially ISS by Corollary [} i.e., the system described by ([4.25) is EMS-ISS.

Remark 43 Note that the condition concerning \o/A1 is more restrictive with respect to

the previous case.

Case 3

Consider now the TPM Ps.
Then, LV (£,d,1) and LV (&, d,2) can be computed applying the expression introduced

in (4.8), as follows,

N PR IR DCA T E A SN SR
LV(E,d,1) = )\1[1 <4+4A1> 5]§+(4>\1+4)\2>d, (4.37)

2 3\ 3.2
LV(E,d,2) = =)\ l1 - (5 + 5A:> 4] &+ (Al + >\2> . (4.38)
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Applying the same reasoning presented in Case 1 and in Case 2, from the expression
of LV (¢,d,1) in (4.37) and LV (¢,d,2) in , the candidate Lyapunov function
introduced in (4.26)) satisfies condition (b) in Theorem [J]if the following inequalities

are satisfied, i.e.,

3 1A 1

1—(2+-22)->0 4.39
<4+4>\1>5> ’ (4.39)
2 3N

1— (2422 )4a>0. 4.40
<5+5/\2> (4.40)

Inequality (4.39) and inequality (4.40|) are satisfied if and only if

Ao
— <17
A ’

which follows from inequality (4.39)), and

Al - 1
A2 4’
which follows from inequality (|4.40)).
Since A1, A2 > 0, the sufficient conditions given by Theorem [J] are not satisfied

and, in this case, the use of this candidate Lyapunov function does not provide any
conclusion concerning the second moment ISS of the system described by (4.25)).

4.8.3 Statistical results

Fig. illustrates Monte Carlo simulations of trajectories generated by the system
described by in Ezample 2: the input signal is a bounded disturbance generated
as a random process with uniform distribution between +0.02.

Moreover, the transition probabilities of the Markov chain in simulations are chosen
such that conditions (b1) and (bs) of Theorem are satisfied, see a—f.
Fig. depicts Monte Carlo simulations of trajectories generated by the system f;(x,d),
i =1,2 in Fxample 3. the process disturbances are assumed to be random processes
with uniform distribution between 40.02.

Also in this case, the transition probabilities of the Markov chain in simulations

are chosen such that conditions (b;) and (b)) of Theorem [8| are satisfied.

Consider Fig. and Fig.
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« the state trajectories associated with switching paths generated by Monte Carlo

simulations are denoted by (z1,44gr., 2,a9¢r.) and are plotted in yellow,
« the maximum trajectories are denoted by (1 maez, T2,mez) and are plotted in blue,
o the minimum trajectories are denoted by (z1 min, ©2,min) and are plotted in green,

 the average evolution of state trajectories are denoted by (21,4vg, T2,a0g) and are

plotted in red.

As the reader can see from Fig. and from Fig. [£.6 the state trajectories have
an exponential decrease and finally remain bounded. Thus, the results reflect the

analysis presented in this section.  Fig. [1.7] shows the region determined by the values

Example 2: State trajectories

e ——]

3
2 X1,aggr. |
o 1 —X|,max |
() 0 —X1min |
-1 ‘ j L X
0 6 8 10 12 14 16 18 20
Time [s]
Example 2: State trajectories
2r X2,aggr. |
%) 4 —X,max |
— X2 min
or T N n N —X2avs o
0 2 4 6 8 10 12 14 16 18 20
Time [s]

Figure 4.5: Traces obtained in Frample 2 with p = 0.98, ¢1 = ¢ = 0.039.

Example 3: State trajectories

1 X1aggr.|
X4(t) —X1,max
05 ~——X1,min
—Xlavg
ot i 7 T 7 T i
0 2 4 6 8 10 12 14 16 18 20
Time [s]
Example 3: State trajectories
1 X2,aggr.[|
Xz(t) | —X2,max |
0.5 —X2,min
ol _‘XZ,aVL L
2 4 6 8 10 12 14 16 18 20

0

Time [s]

Figure 4.6: Traces obtained in Example 3 with p = 0.43, ¢ = 0.099.

of transition probabilities p and ¢; = ¢2 = ¢, such that condition (b) of Theorem [§] is
satisfied for Ezample 2.
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03 Values of p and q in Example 2

0.25-
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Figure 4.7: Pairs (1 —p,q) : EMS-ISS holds in Example 2, with ¢1 = ¢2 = q.

] Values of p and q in Example 3

0.8
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q

0.4
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0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
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Figure 4.8: Pairs (1 — p,q) : EMS-ISS holds in Exzample 3.

Fig. shows the region of pairs (1 —p,q) (in Example 3) such that condition (b) of
Theorem [§] is satisfied (lightblue region) and the evolution of the maximum probability
q (the probability of a burst of packet losses) with respect to 1 — p (with p probability
of a burst of successful packet delivery) such that condition (b) of Theorem [§ is
satisfied (darkblue line).

Remark 44 An interesting insight of the presented methodology is the key role played
by the transition probabilities, that can be interpreted in terms of average time spent
in each subsystem (1SS and not 1SS). Indeed, from Markov chain theory (see [138]),
once entered in subsystem i, the exit-time from i follows a geometric distribution with
parameter 1 — p;; (pi s the self-loop probability of the mode i). The time spent in i is

characterized by the average value 1/(1 — py;), and also by the variance pi/ (1 — pi)?.

Fig. [1.9) depicts statistical results for Monte Carlo simulations of the trajectories
generated by the system described by (4.25) for Case 1 and Case 2 of Example 4,
respectively. The aforementioned trajectories have been obtained using the MATLAB

environment and considering 1000 simulations.
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Traces of system state in CASE1

0 5 10 15 20 25 30 35 40
Time [s]
Traces of system state in CASE2
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Time [s]

Figure 4.9: Traces of system state obtained in Case 1 and in Case 2, respectively.

The initial condition is o = 7 and the additive time-varying disturbance is given by
d(t), with |d(t)] < 1 for any ¢t € N, in both the cases.

Consider Fig. and Fig. .10}

the yellow trajectories denoted by 1 agqr., T2,ag¢r. are state trajectories associated
to different switching paths, that are admissible according to the TPMs P; (for
Case 1) and P, (for Case 2),

« the maximal trajectories are denoted by (21 maz, T2,maz) and are illustrated by

the blue trace,

« the minimum trajectories are denoted by (21min, Z2,min) and are plotted by the

green trace,

 the average evolution of state trajectories are denoted by (21,4vg, 2,a0g) and are

plotted in red,

o the black line shows the 90th percentile of the state, this means that the 90% of

trajectories can be found below the black line.

Moreover, Fig. [4.10] shows the traces of the 90th percentile of the state, considered
without other trajectories, in order to focus on the decrease characterizing the largest
number of trajectories. Indeed, in these two cases, after a transient, the trajectories
have an exponential decrease, as we expected.

Furthermore, they finally remain bounded, since the disturbance is bounded. The
transient has not the same duration in the two cases, as highlighted by Fig. [1.10

In Case 1, the transient is approximately 10s, while in Case 2 it is approximately
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Trace of 90th percentile for CASE1

;‘°/W\w_/\__f_
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Time [s]
Trace of 90th percentile for CASE2
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Time [s]

Figure 4.10: Traces of 90th percentile obtained in CASE 1 and in CASE 2, respectively.

15s (see Fig. 4.10). In Case 1, the probability of control recover after failure is
equal to 1, while the probability of consecutive packet-losses is 0. In Case 2, the
probability of recover after failure (given by 4/5) decreases and, consequently, the
probability of consecutive failures (given by 1/5) increases with respect to the previous
case. This is the reason why the transient duration is larger in Case 2 with respect
to the transient duration in Case 1.

This chapter illustrates a complete Lyapunov characterization for EMSS and EMS-
1SS of discrete-time Markovian switching nonlinear systems. Some examples of the
proposed approach are provided.

Particularly, the examples reveal the effectiveness of the presented methodology
especially in the stability analysis of WCNs. Indeed, the proposed methodology
allows to carry out the stability analysis of a discrete-time nonlinear system involved
in a wireless control loop taking into account the probability of bursts of packet

losses on the wireless channel.
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Among the challenges addressed by WCN literature the reader may find the
problems caused by delays, that may affect transmissions [74}/148] and lead to sta-
bility degradation.

Discrete-time systems subject to Markovian delays are able to provide the math-
ematical description of WCNs with delays modeled by Markov chains.

This chapter addresses the problems concerning exponential mean square stability
analysis of discrete-time nonlinear systems [94] subject to Markovian delays.

Exponential mean square stability notion has been already investigated for discrete-
time Markovian switching linear systems without delays [4]. Only few works such

as [3,[145] investigate this stability notion in the nonlinear framework.

126
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However, when considering discrete-time nonlinear systems with Markovian delays,
the mean square stability notion results to be particularly useful for investigating the
behavior of the system, given the stochastic property provided by the Markovian delays.

The research line presented in this chapter is based on the paper by Impicciatore

et al. [173] and provides two main contributions.

 Firstly, this chapter shows that when considering discrete-time delay systems with
delay signals constrained to follow a delay digraph [160,[169,/170|, the discrete-time
delay system can be rewritten as a discrete-time Markov jump system [3,4] if the

delay switching rule satisfies the Markov property.

» Secondly, this part of the thesis extends sufficient Lyapunov conditions existing
for the global asymptotic stability property of discrete-time delay systems with
delays digraphs [169,[170] to the study of mean square stability.

Particularly, this research moves from the work by Pepe [169] that focuses on delay-
dependent Lyapunov functions for discrete-time systems with constrained time delays.
In this chapter, the stability analysis is carried out via multiple Lyapunov functions
[136,/142] depending on the mode of the Markov chain, that governs the switching
delay.
An important feature of the involved Lyapunov inequalities, shared with the cases of
delay-dependent and delay-independent Lyapunov functions [160,{169], is that lower and
upper bounds of Lyapunov functions, as well as the related difference operators, are given

in the weakest form, as far as norms and seminorms of the (memory) state are concerned.

5.1 Chapter outline

The chapter is organized as follows.

« Section provides some useful notation concerning time-delay systems that is

exploited only in this chapter.
o Section [5.3| introduces discrete-time delay systems with Markovian delay signals.

o Section [5.4] illustrates the main result concerning sufficient Lyapunov conditions

guaranteeing exponential mean square stability.
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e Section [5.9| provides an example that illustrates the effectiveness of the presented
result.

o Proofs of Lemmas and theorems are reported in Appendix D.

5.2 Notation and basic definitions

This section provides the notation concerning time-delay systems that is used only in
this chapter. For positive real A and positive integer n, the symbol C denotes the space
of functions mapping the set {—A,—A +1,...,0} into R".

For ¢ €C,

[6]lec = max{ll(=j)[ : 5 =0,1,...,A}.
For any non-negative integer ¢ (or for ¢ = +o0), for any function
r:{-A-A+1,...,¢} - R
for any integer k € [0, ¢|, z; is the function in C defined, for
re{-A—-A+1,...,0},
as
x (1) = x(k + 7).

Consider in this chapter the stochastic basis defined by the quadruple (©,G,{Gx},P),
where Q is the sample space, G is the corresponding o-algebra of events, {Gi}ren iS

the filtration, P is the probability measure.

5.3 Problem formulation

This chapter focuses on the discrete-time delay system |160] introduced in the following

as,

2(k+1) = f(x(k), x(k — di(k)), ..., z(k — d.(k))),
2(0) = &(0), 0 € {—=A,—A+1,...,0}, (5.1)

where:
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e keN,
e the maximum involved time delay denoted by A is a known positive integer,
® x(]) € Rn? .] Z _A7

o for 1 <i<r, r known positive integer, d;(k) € {0,1,...,A}, k€N, is a time-

varying time delay,
o the function f:R™"+Y — R” satisfies the equality £(0,0,...,0) =0,
U fo eC.
Let the vector d(k), k€N,
T
d(k) = [dy(k) do(k) ... du(R)]

denote the vector collecting all time delays at time k.

For r known positive integer, let
D c{0,1,...,A}",

be the set of allowed values for the time-delays vector d(k), that is, for any k € N,
d(k) € D.
The system (|5.1) can be rewritten by using the following equation, (see |160] and

references therein):

Tpp1 = F(xy, d(k)), (5.2)
ro =&, & €C,

with

e 1 €C,

e 2 (0)=x(k+80), keN.
The map

F:CxD—=C
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is defined, for ¢ € C, d € D, as follows,

f(¢(0>7 ¢(_d1)7 s 7¢(_dr>)7 0= 07

F(§b7d>(6>: {¢(0+1>7 0=—-A—-A+1,...,—1.

Let us define the Markov chain as follows,
n:N—S§,

with S £ {1,...,s}, where s is the cardinality of D, s = |D|.
The TPM of the Markov chain 7 is defined as P £ [p;j] jcs» with the transition

i

probabilities p;; defined for i,5 € S, as follows,

pij = P(n(k +1) = jln(k) = i), (5.4)

Yopi=1 0<py;<L (5.5)
jes

Let us make the following assumptions.

Assumption 8 The delay d(k + 1) depends only on the delay at the previous step d(k),
ke N.

Assumption 4 The prior knowledge on the transition from d(k) to d(k + 1) is given by

a transition probability.

Let the function H : D — S be a bijective function defined for all §; € D, and for

all 1 €8, as follows,
H(8) = 1. (5.6)
The inverse function of H is
H':S— D,
defined for all i € S and for all §; € D, as follows,
H (i) £ 6;. (5.7)

Consider for i,j € S, the transition probability p;; defined in (5.4)).
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By applying the definition of p;; in (5.4) and the definition of the functions H
and H—', the following equalities hold:

pij = P(n(k +1) = jn(k) = 9)
— B(H(d(k +1)) = H()|H(d(K) = H())
=P (d(k+1)=9;|d(k) =), (5.8)
for all ¢;,0; € D, for all 4,5 € S.
Consequently, the modes of the Markov chain {n(k)}ren, with TPM P = [p;]; s, pij
transition probabilities defined by , are associated to the delays in the set D,
through the function H~1.
Let £(D) denote the finite set of all pairs (d;,0;) € D x D, 4,5 € S such that, for any
ke N, if d(k) = ¢;, then d(k+1) =4; is allowed.
The set £(D) is formally defined as follows,

S(D) £ {(51,(53) eDxD, (5,',5]' e D,i,j € S | Dij > O} (59)

Thus, the system described by (|5.2]) can be written as a Markov jump system (see |4.,67]

and the references therein) defined on the stochastic basis (2, G, G, P), as follows,

w1 = Flag, H (n(k))), (5.10)
ro =&, & €C,

with
e 1z €C,
o 21(0) =x(k+6),
e keN.

Thus, the map F defined by (5.3]), can be rewritten for all ¢ € C, for all H=1(i) € D,

for all i € S, as follows:

F(6(0), o(=H{(0)), ..., ¢(—H, (7)), if0 =0,
o0 +1), ifd =—-A,—-A+1,...,—1,
(5.11)

F(p, H™(i))(0) = {
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with
H @) = [H7'G) ... H7(G)] €D, (5.12)

forall i € S.
Let z (&), k € N, denote the trajectory that evolves according to , corresponding
to initial state & € C.

Recall that the following equality holds,

1(60)(0) = 2(k, &),
k e N.

Remark 45 Notice that the variable z(k,&) € R", & € C, k € N, is a random variable
on the stochastic basis (2, G, Gk, P), since the delay evolves according to a discrete-time
Markov chain, with given transition probabilities.

Thus, the investigation illustrated in this chapter focuses on the behaviour of the

second moment of x(k,&), k€N, & e C.
The following definition introduces the notion of EMSS for the system described by (/5.1)).

Definition 18 The system described by (5.1)) is EMSS if there exist M, € RT with
M >1 and 0 < { <1 such that for any & € C, the following inequality holds,

Ella(h &) < 4¢* (el - (513

5.4 Main result

In this section, we provide the main result of the chapter.

The following theorem illustrates sufficient Lyapunov conditions guaranteeing the

EMSS of the system described by (5.1]).

Theorem 10 Let there exist a function
V:CxD—RT,

real positive numbers a;, i = 1,2,3, such that, for all ¢ € C, for all H='(i) € D, for all
i €8, the following inequalities hold:
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i) arl|@(0)]]? <V (¢, H7(d)) < ol
it) LV (¢, H™(i)) éjgspijV(F (6, H7'(i)), H'(5)) =V (¢, H'(i)) < —as[|6(0)[|.
Then, the system described by is EMSS.

Proof 21 (Proof of Theorem@) See Appendiz D.

5.5 Example

This section presents a numerical example with the aim of providing an application of
the methodology illustrated by Theorem
Consider the following scalar nonlinear system (see [169, Ezample 2]) described by

the equation, for k€N,

x(k+ 1) = sat(z(k)) — ysat(xz(k — d(k))),
{x(T) = &o(7), T € {—2,—-1,0}, (5.14)
with

« &€l x(k)eR, yel,1.2],

The system described by is unstable if d(k) = 2 for all k € N.
Consider the set of delays D = {0, 2}, and consider the Markov chain {n}xen in Fig. 5.1}
with the set of Markov modes given by S = {1,2}.

Let the bijective function H : D — S, be defined as follows,

ifd=0
H(d)={" ’ 5.15
(@) {2, if d =2, (5.15)

for all d € D. Let the function H~!' : & — D be defined as follows,

0 ifi=1
H i) = ’ 5.16
(®) {2 if i =2, (5.16)

forall i € S.
The TPM associated with the Markov chain {nx}ren is given by

P:qu 1;7’1, (5.17)
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Figure 5.1: The Figure depicts the state diagram of the Markov chain 7(k) modeling the
switching delay: p stands for the probability of having a delay d(k + 1) = 0, provided that the
previous delay is d(k) = 0, while ¢ stands for the probability of having a delay d(k + 1) = 2,
provided that the previous delay is d(k) = 2.

with p,q € (0,1).
The set £(D) is given by
£(D) ={(0,0),(0,2),(2,0),(2,2)}. (5.18)

The aim of this example is studying the EMSS property of the system described by

(5.14) by applying Theorem

Consider a candidate Lyapunov function
V:CxD—RT,

defined by
V(e H (1)) = X sup 27 97e™o(—))|?, (5.19)
§=0,1,2

forall p€C, all H71(i) € D, alli € S, with \; e R, i€ S, v € [1,1.2].
Pick a1,a0 € RT as follows,

oy _ 9.2 ,
Oél—IiIélglA“ g = 27y nl(leegx)\z, (5.20)

with € [1,1.2].
Thus, condition (i) of Theorem is satisfied.

In order to verify condition (ii), we consider the expression of LV (¢, H=1(i)), for all
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¢ €C, for all H-1(i) € D, for all i € S. We obtain the following equalities/inequalities
LV (¢, H'(1) =pV (F (¢, H' (1)), H' (1)) + (1 = p)V (F(¢, H (1)), H'(2))
—V(g, H7'(1))
= A+ (1=p)h) sup 2| F (¢, H(1)) (=)
— A sup 27y e p(—4)|I?
< (pA+ (1= p)A2)27 (L — ) sat(¢(0)) ||
+ (A4 (1= p)Ag) sup 27 e 7| ¢(—j + 1)

7=1,2

= A1 sup 207 ye T ()

§=0,1,2
< o+ (L= ) (270 = o)+
F2e ! sup 2% o(—0)|) +

6=0,1,2

= A1 sup 271 o(-0)]”

0=0,1,2
< (A -+ (1=p)ha) (1 =2) +20¢71) sup 277976 o(=0)
=X sup 271 o(—0)]”

0=0,1,2

< —wy sup 2971706 (—0)]1?, (5.21a)
6=0,1,2

w2\ l1 - (p +(1 —p)ij) ((1—7)2%—276_1)] , (5.21b)
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LV (¢, H'(2) =(1—-qV (F(6,H(2),H (1))
+qV (F (6, H71(2))  H'(2)) = V (6, H(2)
= (1= X +ak) sup 279 TIF (6,H7'(2) ()
7=0,1,2
— g sup 2 197e I 6(—j)
7=0,1,2
< (1= )+ ada) (271F @ B @)
+ sup 277 ye I ¢(—j + 1))
7=1,2
— s sup 279 o= )|
7=0,1,2
< (1= ah+ ) (27 1F (o, B @)(0)
+ sup 277y e I g(—j + 1))
j=1,2
— Xy sup 279 e | g(—5)]?
§=0,1,2
< (1= A+ gha) (27 sat(0(0)) — ysat(o(~2) |+
+ 2ye~t sup 2U DLy i te it (5 4 1)H2)
j=1,2
o sup 271 g(—0)
6=0,1,2
< (1= @+ %) (IO + 7?6~
+29e7 sup 271y o(-0)|1)
6=0,1,2
e sup 27 e | g(—0)
6=0,1,2
<((1 = q)A1 + gAa) ( (2 + 27t + 2’}/6_1)
x sup 2715 o(-0)]1)
0=0,1,2
e sup 27 e Y g(—0)

6=0,1,2
< —wgesgg)zQG_lvee_eHgb(—Q)||2, (5.21c)

ws £ g [1 - <q (- @2) (2 4 ;(32 4 2761” . (5.21d)
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Under the following constraints

A
Ly<2 1, (5.220)
A1
e L= (1= + 25
— (=7 +2ye)p
Uy = , 5.22h
B (A= +25e )1 =p) (5.22b)
(4+e*+4ve (1 —q)
Lo 5.22
2
1 1 1.1.2(: .22
P €O X 00,4 e 1) (5.224)

the coefficients w; and ws belong to RT.
Consequently, the following inequality holds for all ¢ € C, all H=1(i) € D, all i € S,

LV (o, H7(i)) < —asll6(0)|?, (5.23)
with a3z € R", defined as follows,
Al
a3 = 5 min{wy, ws }. (5.24)

Thus, condition (ii) of Theorem [10] is satisfied and the system described by (5.14]) is
EMSS.

5.5.1 Statistical results

In Fig. the reader can see the Monte Carlo simulations of the trajectories generated
by the system ([5.14]), considering values of the pairs (p, ¢) such that conditions (i) and
(ii) of Theorem [10] are satisfied. Fig. reports five different colors.

o The yellow trajectories, denoted as z,44, correspond to the state trajectories
associated with different switching paths (that are admissible according to the
TPM P),

e the maximum trajectory is denoted as ,,,, and it is plotted in blue,
e the minimum trajectory is denoted as x,;, and it is plotted in green,

« the average evolution of the state trajectories is denoted as 4y,
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Traces of the system state

o
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Figure 5.2: Traces of system state obtained with v = 1.2,p = 0.992, and ¢ = 0.007.

« the evolution of the 90-th percentile of the state trajectories denoted as zgoprc, is

given by the black line.

Fig. Fig.[5.4 and Fig. 5.5 show the regions of pairs (p, ¢) such that conditions () and
(i1) of Theorem |10| are satisfied (light blue region) and the evolution of the maximum ¢
with respect to p such that the condition (i) and (i) of Theorem |10| are satisfied (dark
blue line). By comparing Figures , and the reader may notice that the
aforementioned region becomes smaller and smaller when the parameter v increases.

This chapter establishes a transformation of nonlinear time-delay systems where
delays signals are driven by a Markov chain to nonlinear time-delay Markov jump
systems. It also introduces the definition of EMSS property for nonlinear time-delay
Markov jump systems. Finally, sufficient Lyapunov conditions for the FMSS property

are here illustrated.
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Figure 5.3: The figure shows the region of couples (p, q) € (0,1) x (0,1) such that conditions
of Theorem [10] are satisfied with v = 1.
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Figure 5.4: The figure shows the region of couples (p, q) € (0,1) x (0,1) such that conditions
of Theorem [10] are satisfied with v = 1.1.
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Figure 5.5: The figure shows the regions of couples (p, q) € (0,1) x (0, 1) such that conditions
of Theorem [10] are satisfied with v = 1.2.



Conclusions

This chapter provides some concluding remarks on this research work whose main

achievements are summarized in the following.

o The introduction of structural properties specific for the finite-state Markov
channel scenario, such as stabilizability with one time step delay and detectability
over finite-state Markov channels. The investigations on proper guarantees of the

separation principle over finite-state Markov channels 77,92 (topic illustrated in
Chapter .

o The applications of the modeling approach based on the finite-state Markov
channel and Markov jump linear system theory for the development of privacy

guarantees [87] (topic illustrated in Chapter |3)).

o The extension of the Markov jump model to the nonlinear case (as good
approximation of wireless control networks with nonlinear plant dynamics) and the
Lyapunov characterizations for discrete-time Markov jump systems of exponential
mean square stability and exponential mean square input-to-state stability [97]
(topic illustrated in Chapter 4)).

o The application of the theory developed for exponential mean square stability
and exponential mean square input-to-state stability to the case of discrete-

time nonlinear systems subject to Markovian delays [173| (topic illustrated in

Chapter [5)).

140
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Chapter [2] presents estimation techniques and detectability conditions for WCNs
modeled via MJLSs (under TCP-like communication scheme). The results on the
separation principle for double-sided packet loss scenarios over finite-state Markov
channels generalize the results from [48] by using the Markov modeling of the wireless
channel and introducing the stabilizability and detectability conditions accounting
for the communication link mode, see also Remark 24} As future developments on
this research line, the author aims to investigate the same WCN scenario under a
UDP-like communication scheme.

Chapter [3 provides secure state estimation over Markov wireless communication
channels.

The secrecy notion in [38] is conveyed to FSMCs, which require re-definition of
estimation problem and a novel technical procedure for deriving the secrecy conditions.

Moreover, Chapter [3] illustrates the design of a secrecy mechanism satisfying the
described formal requirements over FSMCs, and the effectiveness of the achieved result
is shown in the example of an inverted pendulum on a cart whose parameters are
estimated remotely over a wireless link exposed to an eavesdropper.

Chapter [4] illustrates a complete Lyapunov characterization for EFMSS and EMS-
1SS of discrete-time Markovian switching nonlinear systems. Some examples of the
proposed approach are provided. Particularly, the examples reveal the effectiveness
of the presented methodology especially in the stability analysis of WCNs.

Indeed, the proposed methodology allows to carry out the stability analysis of a
discrete-time nonlinear system involved in a wireless control loop taking into account
the probability of bursts of packet losses on the wireless channel.

Control design strategies for packet-loss effect mitigation can be object of future

investigations. Further very challenging research topic is the proof of the existence, or
of the non-existence, of Lyapunov functions satisfying conditions (b) in Theorem |8 with
suitable convex-concave K, comparison functions, for the (general, not exponential)
mean square ISS.
Chapter [5| establishes a transformation of nonlinear time-delay systems where de-
lays signals are driven by a Markov chain to nonlinear time-delay Markov jump
systems. The presented work also provides related sufficient Lyapunov conditions
for the EMSS property.



Appendix A

Appendix outline

This appendix reports the proofs of theorems and lemmas concerning the results
presented in Chapter [2]

Technical preliminaries

Since, for finite-dimensional linear spaces, all norms are equivalent, [230, Theorem 4.27]
from a topological viewpoint, as vector norms we use variants of vector p-norms. For
what concerns the matrix norms, we use ¢; and ¢5 norms [231}, p. 341], which treat n, x n.
matrices as vectors of size n,n., and use one of the related p-norms. The definition of
¢; and ¢2 norms is based on the operation of vectorization of a matrix, vec(-), which is
further used in the definition of the operator ¢(-), to be applied to any block matrix,
eg, ®=[® 19 1: ¢(®) = [vec(®,),...,vec(®,)]'. The linear operator $(-) is a
uniform homeomorphism, its inverse operator ¢~!(-) is uniformly continuous [232], and

any bounded linear operator in B(F¢" *"<) can be represented in B(FC™ ") through ¢(-).

Mode-dependent estimation techniques

Proof 22 (Proof of Proposition Let us prove that condition (i) is satisfied.

Define matrices Ay and Az, as follows,
AL ENC, A, 2N C

with C and N in (2.25)).
By linear algebra arguments (see also |4, Remark 3.3]), it follows that

p (A1) =p(As).

142
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For all S = [Sm]fn:l in H"= | the following equalities hold,

p(V(S) =Mp(S), #(L(S) = A0 (8S),

see, e.g., |4, Proposition 3.2, Remark 8.5/, and thus, p(L) = p(V), i.e., condition (i) is
satisfied.
Let us prove now that condition (ii) is satisfied.

For all m € S,, consider the matrices Cono and fml, such as,
o =0, Lot = Coni-
Moreover, define the matriz As, as follows,
A3 =CN.
Then, by linear algebra arguments, the following equalities hold:
p (A1) =p(As) =p(As).
Recalling that ¢ (T(S)) = A3p (S), for all S € H!™=, condition (ii) follows.

Proof 23 (Proof of Proposition@ The first part of the proof shows the walidity of

equation
m(k+ 1) = Bra(k),

in (2.29). From equations (2.26) and (2.13)), applying the assumption on the noise
sequence Elwg] = Oy, , the following equality holds,

1
(e +1) = 30 B [(A 4+ 3y, L) &L sy Liorm| - M

From , applying the definition of indicator function, the definition of the probability
Am, m € Sy in (2.3), and the definition of transition probabilities ¢, m,n € S, in (2.2)),
it follows that:

I
n(k+1) =" Gun (A + Mo L) E [E1 5=y | - (2)
m=1
From (2), by applying the definition of tm(k), m € S, in ([2.26)), it follows that

T (k+1) = sz G (A + An Mo, L) 12, (K). (3)
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From (3)), applying the definition of m(k) in (2.26) and the definition of B in (2.29)
forThwo=A and Tp1 = A+ M,L, n € Sy,

m(k + 1) = Bra(k).
The second part of the proof shows the validity of equation
Y(k+1)=V(Y(k)) + OM, (k)),

From equations (2.27)) and (2.13)), applying the following properties,

e the independence between the noise sequence wy, k € N, and the estimation error

v

€L,
o the independence of wi, k € N, and {nx}ren (see assumption a.3 in Chapter @),
e the the property Elw] = O, ,

the following equality is obtained.

I
(ke +1) =3 B [(A+ud, L) & (A+ 3y, L) 1igmm Line =m))|

m=1
I
+ ZIE [(G + VankH> Wywy, (G + PYankH> 1{77k:”}1{77k71:m}} (Y

From , applying the following properties,
o the definition of indicator function,
« the definition of the probability 4,,, m € S, in ,
 the definition of transition probabilities qmyn, m,n € S, in ,
o the assumption GH* =0 in ,

o the definition of Y, (k) in ([2.27),
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it follows that:

Vol 1) = 3" Guon AV (R)A® + 50 LY (R)A® + 50 AV (k) LI+
%ﬁ@h%ﬂwm+
+ i Grn{ T (k — 1)GE [wpw}] G* + mn (k — 1)3n M, HE [wyw;] H* M}
" @
Let us recall that 31 1 qunmm(k — 1) = 7, (k) and that E [wyw}] = L, in . It follows
that:
Yo(k+1) = }:qWAAY' (k)A* + A, My LY, (k) A* + A, AY,, (k) L* M +
%MnLYm(k)L*M;;H
+ 7, (k)GG* + 7, (k)4 M, HH* M. (6)

Define now form e Sy, T'no=A and 'y = A+ M, L.

From @ applying the definition of Y (k) in -, the definition of V in 2)) for
o and Ty defined above, the definition of(’) mn , the following equalzty holds:

Y(k+1) =V(Y(k)) + O(M, w(k)), (7)
with M = [Mm] jn:l, (k) = [ (k)] ;.

Proof 24 (Proof of Proposition@ The first part of the proof shows the wvalidity of

equation
m(k + 1) = Bm(k),

in (2.33).
From equations (2.30) and (2.17), applying the assumption on the noise sequence
Elwg] = On,, in (2.6)), the following equality holds,

1 —~
mn(k + 1) = Z E [(A + 'Yk:AMnkL> ekl{nkJrl:n}, 1{7lk=m}] . (8)

m=1

From , applying the definition of indicator function, the definition of the probability
Am, m € Sy in (2.3)), and the definition of transition probabilities gmn, m,n € S, in (2.2)),
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it follows that:

(41 = 3 o (4490 AT L) E [ ] 0

From @, by applying the definition of my,(k), m € S, in (2.30), it follows that
I —~
= > o (A+ AmAM, L) mpn (k). (10)
m=1

From (10), applying the definition of m(k) in (2.30) and the definition of B in (2.32)

for Tho=Aand T, = A+ AJ\/ZHL, nesS,,
m(k+ 1) = Bm(k).
The second part of the proof shows the validity of equation
Z(k+1) = T(Z(k)) + O (M, m(k)),
m .

From equations (2.31)) and (2.17), applying the following properties,

o the independence between the noise sequence wy, k € N, and the prediction error

€L,

o the independence of wi, k € N, and {n;}ren (see assumption a.3 in Chapter @),

o the the property Elwg] = O, in (2.6)),

the following equality is obtained,

I
Wk +1) = S E[(A+wAM, L) exey (A+wAM, L) 1, =0y, Lnmmy] +

m=1

! ] — *
+ Z E [(G + ’YkAMnkH) ’wsz (G + VkAMnkH) 1{77k+1:n}’ ]_{%:m}} .

m=

—_

(11)
From , applying the following properties,
o the definition of indicator function,

e the definition of the probability 4, m €S, in (2.3)),
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o the definition of transition probabilities gmy,, m,n € Sy in (2.2)),

o the assumption GH* =0 in (2.7)),

o the definition of Zy (k) in ,
it follows that:

W(k+1) i Gonn s (A + AM L) Zon(k) (A+ 7, AM,, L)

+ 3 G (k) (GE [wiwy] G* + 4 AMyy HE [wyawy] H M AY) . (12)

m=1

Let us recall that E [wiw}] = L, in (2.6). It follows that:

Zn(k+1) = ij Qo (A + AM L) Zon (k) (A+ 7y, AM,, L)
m=1

+ Z an(l - ’S/m) (AZm<k)A*)

m=1

~

> GunTm(k) (GG* + 4 AM,,, H H M;, A" (13)

m=1

Deﬁne now for n € Sy, Tho=Aand Ty = A+ AM,L.

From , applying the definition of Z(k) in - the definition of T in (2.20) for
T,0 and Ty defined above, the definition 0f(9 mn , the following equalzty holds:

o~ o~

Z(k+1)="T(Z(k))+ OM,x(k)), (14)

with M = [M\m} ;:1, (k) = [mm ()] _;.

Proof 25 (Proof of Proposition Assume that the MJLS described by ([2.5|) is Strict-
MSD.

Then, by Deﬁnitz’on@ there exists a mode-dependent filtering gain M, € Fn=*mv such
that

p(T) <1,
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with T € B(H=) in [2:20), for Ty = A+ AM,L, Tyo = A, n€S,.
Pick the next-step predictor filtering gain as follows:
M, = AM, € Fm=>",

By setting

o Ty = A+ M,L,

s Ino=4,
the following equalities hold,

Tpi =Tt Do =T

Consider now the operator V from (2.22)), for Ty and Ty defined above.
By Proposition

which implies

Thus, (2.5)) is MSD.

Lemma 2 Suppose that Y € L and for some M = [Mn]i:1 € Flnaxny Y e H™* satisfies
forn €S,

Yo =4 (A+ My L) D, (Y) (A+ ML) = (1= 4,) AD, (Y) A* = 0, (M),

O, (M) & 7 (GG* + 4, M, HH* M), (15)

then, forn €S,

(Y, = Y) = A (A+ M,L) D, (Y = Y) (A + M,L)*
—(1=4) AD, (Y- Y) A"
=Vn (Y) — Yo+ (Mn - Mn(Y)) 7§’n(Y) (Mn - MH<Y))* : (16)
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Moreover, if Y € L, forn e Sy,
(Vo= Y) =40 (A+ Mu(YV)L) D, (Y = Y) (A+ My (Y)L) = (1—4,) AD, (Y - Y) A"
+ 9 (Mo = Mu(Y)) R (Y) (M = Mo (Y)) + DY) = Y. (17)

Furthermore, if X € HI"* and satisfies, for n e Sy, the following equality,

X = A (A+ My(V)L) Du(X) (A+ Mo(Y)L) = (1= 3,) AD,(X) A" = O, (M(Y)),

(18)
forn €S, then,
(Y= X,) = 4 (A+ Mo (Y)L) Du(Y - X) (A + M, (Y)L) -
(1 —4,)AD, (Y — X)A*
= 5 (Mo = Mu(Y)) Ru(Y) (Mo — Mo (V) (19)

Proof 26 (Proof of Lemma@ Let us show that holds. Consider the left-hand side
of forn €S, applying and the definitions of M, (Y), the right-hand side of
is easily obtained.

To show that holds for n € S, consider the left-hand side of equality , applying
the definitions of Rn(Y), Ra(Y), Mp(Y), and ([15), equality holds.

Let us show that equality holds. Consider the left-hand side of equality ,
applying the definition of My,(Y) and R, (Y), and , the reader can easily obtain

equality .

Lemma 8 Consider V defined in (2.22)).
Define the operator V as follows,

Vn(s) = &nAnan(S>A21 + (1 - fAVn)AnODn(S)AZOa

with matrices An1, Ano, matrices in Fr=>"=.

Assume now that p(V) < 1, and for some Y € H"* and § > 0,
Y = VoY) = 040 (K, — M,) (K, — M,,)", n€S,, (20)

with A=A+ K,L, A,y = A.

Then, p(V) < 1.
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Proof 27 Set J = V*.
Note that for arbitrary e > 0 and V € HM=+,

0 <4 [e(a+ ) - Lk, - Mn)L] V. [e (A4 ML) — ~(K, — M,)L
& €
+ (1 — A, A*V, A. (21)

By applying the previous inequality , the following inequality holds,

0= (1+€) Tn(V)+ (1 - ;) Qu(V),

where
Q( ) [Qm( )]m 1
Qm(v> = Z an’?nL*<Kn - Mn)*VH(Kn - Mn>La

A

A 1
o) £ (1+5) QV),
Moreover, let us define
T & (1+e)T0).

Since J = V*, and p(V) <1 by hypothesis, it follows that

Let us choose € > 0, such that p(J) < 1.

Let us define for t =0,..., the sequences

[I>

U(t+1) £ J(U), U(©0) =0,

Z(t+1) £ J(Z() + QU()).  Z(0) = U(0).
At this point, the following inequality should be proved

ZHQ 8))ll < oo. (22)

Recalling the definition of the norm, the properties of the trace operator, inequality
and the definition of inner product, the following equality is satisfied

19 (U(s)s = ZHQm DI < o (Y = V(Y):U(s)).
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with
1 1
A 2
co==(14—=)|L|*1
025 (145 1Ll
By the properties of the inner product, taking the sum from s =0 to 7, the following

inequality is satisfied
SIIQ(U(s)) [l < o (Y3 U(0)) .
s=0

Taking the limit for 7 — o, holds. Following the same steps provided by |4, Lemma
A.8], the following inequality can be proved

0< fgui%wo»ul - i UL < iﬂuza)ul < .

By [4, Proposition 2.5], p(J) < 1. Therefore, p(fﬁ) = p(j) < 1. This completes the
proof.

Lemma 4 Assume that the MJLS described by ([2.5)) is MSD.
Then, there exists YT € M, Yt =Y for any Y € M, satisfying (2.306)).

Proof 28 (Proof of Lemma Consider an arbitrary Y € M.
Let us show that there exists a decreasing sequence {Y'}52,, Y! € HIn= | satisfying
I
equations ([23)), for 1=0,1,..., with M! £ [Mf@]

n=1
I Ll ! vl A [yl L
Y=V (Y') =0, (M), withV'() £ [Vi()]
Vvlz() = ﬁ/nAizl,Dn(Yl)Agz*l
+ (1= 4n) ALy Do (Y AL,
My 2 M,(YT), AL 2A+MLL A,2A neSy

, (23)

with Y! such that

and

for all 1.
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Let us use inductive arguments starting from | = 0.
Since the MJLS described by (2.5)) is mean square detectable, there exists a mode-
dependent filtering gain

M = (M)}

n=1»

such that p(V°) < 1 and from |4, Proposition 3.20], there exists a unique Y° € H"eF

solution of , for1=0.

From Lemma @r, recalling that p(V°) < 1 applying again [4, Proposition 3.20),
it follows that Y° = Y.

Assume now that there exists a decreasing sequence sequence {Y! f;ol, with Y € HIm=t
unique solution of and such that

YO -Yi- . -YFL-Y,

for any Y € M, with p (Vl) <1.

Let us set

RE 2 Ry (Y)
Mal’f é MVL(Ykil)u
Af & A4+ MFL.

Apply now Lemma@ -, the following inequality is satisfied:
VA2 Y, -V (YA ) = 4 (ME = M) RE (M — 0

Recall that RE=' has been defined as RE-' 2 R, (Y*1). Thus, it follows that
REL = R, (Y) = 0, for any n €S,,.
Therefore, it is possible to find a 6*~1 > 0, such that

RETL - 6k,
Thus, the following inequality is satisfied.

Y=Y, = VEYM = Y) = 05 g (M — MY (MY — My

n n
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Applying Lemma@ it follows that p(V¥) < 1, and from [4, Proposition 3.20], there exists
a unique solution Y* € H™=* of equation for 1 =k. Thus, from Lemma @—, it
follows that

(VE = YF) = 4 (A+ MEL) DL(YH = YY) (A+ MFL)
—(1=4,)AD, (Y - Y*) A"
= 4 (MF = M) RE (MF - MEY) = 0.

Recall now that p (V’“) < 1. From [{, Proposition 3.20], it follows that
Y -Yr -0,

i.e.,
Yl =Y - Y.

This completes the induction argument. Since {Y'}, is a decreasing sequence, i.e.,
Y! =Y, foralll =0,1,...,, it follows that there exists Y+, such that (see [235], p.79)
Y! - Y*t, as |l — oo. Clearly, YT =Y, for all Y € M, because Y is arbitrary.
Furthermore, Y. satisfies , and taking the limit for | — oo, it follows that
Y+ =Y(YT).
Moreover, R,(Y1) = R,(Y) = 0, i.e. Y+ € M, this completes the Proof.

Proof 29 (Proof of Theorem The implication (i) = (ii) follows from the Schur
complement |4, Lemma 2.23]. Specifically, from the Schur complement (see |4}, Lemma
2.23]) it follows that Y € HI"=* satisfies (2.37) if and only if

-Y+Y(Y) =0,
and
Rn(Y) >0,

for any n €S,, that is, Y € M.
Thus, if Yt € M is such that YT =Y, for any 'Y € M, then

(Y +. +Y]) >t (Yo 4.+ Y,
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and it follows that YT is a solution of the convex programming problem described in
(12.37).

On the other hand, assume that (ii) holds, i.e., there exists a solution Y for the
convex programming problem described in ([2.37)).

From the optimality of Y, it follows that

tr(Y] —Yy) + (Y] —Y)) <0,

for all Yt € M. Since the MJLS described by (2.5) is mean square detectable, from
Lemma there exists Y+ = Y satisfying ([2.36). Therefore,

Y -Y,=0,...,Y =Y, =0
The two inequalities above hold if and only if
Y=Y"

This completes the proof.

Proof 30 (Proof of Theorem @) Assume that Y = {f/ﬂy ) is a MS stabilizing solution

n=

for filtering CARFEs (2.36)), so that system (2.5 is MSE, with M, = M,(Y), n €S,.

From Lemmal]], there exists a mazimal solution Y+ € M, satisfying
Y+ =YY
By applying Lemma @F, the following equality holds:
Yo = Y,5 =40 (A+ My (Y)L) Do(Y = YF) (A+ M, (Y)L)
— (1= 4) AD, (Y - YT) A"
= 4 (Ma(Y) = Ma(Y9)) R (V) (Ma(¥) = Mo (YD),
for anyn €S,. Since R(Y*) =0,
T (Ma(Y) = Mu(Y)) Ra(YF) (Mo(Y) = M (YH)) = 0.

Recall that Y is a MS stabilizing solution.
From [4, Proposition 3.20] it follows that Y — Y™t = 0.
But this also implies R(Y) = R(Y ') = 0.
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Therefore Y € M.
From LemmalZL Y — Y™ =0. The two inequalities above, given by

hold if and only if Y =Y.
This completes the proof.

The following result proves the equivalence of the two estimation techniques (next-step

predictor and current estimator) for the MSS.

Proof 81 (Proof of Lemmall]) Assume the statement (i) holds, i.e., for any Y (0) € HI"=»+,
Y (k) € H"=t | k€N, satisfying Y(k+1) =Y (Y(k),n(k)), with Y defined in (2.3F),
converges to Y € H!™=+ satisfying Y = Y (Y).

Let us set Y(0) = [V (0)]!_, € HI™* for any Z(0) = [Z,(0))._, € H">* as follows,

n=1

By (i), the limit for k — oo of Y(k) converges to Y in H!™=%t satisfying Y = Y(Y).
Then, for n € S, and k € N, the following equalities hold:

Yo (k)

Z(k+1) =D,

(Y(k)).
with By, (Z(k), (k) defined for n € S,, as follows,

B, (Z(k), m(k)) £

>

WCo (Z(K)) R (Z(K), (k) C;y (Z(K)) -

This implies that the limit for k — oo of Z(k) converges to D(Y) = Z(Z).

Assume that (ii) holds, i.e., for any Z(0) € HI"=+ Z(k) € HI"=* k€N, satisfying

Z(k+1) = Z(Z(k),m(k)), converges to Z € HI">* satisfying Z = Z (Z).
Let us set Z(0) = [Zn(0)]] _, € H™F | for any Y (0) = [V (0)])_, € HI™F as Z(0) = D(Y(0)).
From (i1), it follows that limy_,o Z(k) = Z, with Z = Z (7).
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Then, for m €S,

You(k +1) = An(Z(k), (k) = B (Z(k), (k).

and Zn(k) = Dp(Y(k)), implying limg o Y(k) =Y, Y = Y(Y).

Assume that Y € M is the MS stabilizing solution of the filtering CAREs, i.e., Y = Y(Y).

Then, M, (Y) defined by (2.34) is such that the spectral radius p (V) <1, with
V€ B(H"), defined in (2.22]) for Ty = A+ My (Y)L, Tpo = A, and n € S,).

By setting Z,, = D, (Y), the following equality holds for any n € S,:
M, (Y) = AM\n (Z) .

Considering Lo =A+ AM\H(Z)L and Tpo = A, we obtain Lp1 =T and Tpo = Thp.
By Proposition p(V)=p(T), and, consequently, p(T) < 1.

Moreover, the optimal performance index achieved by the current estimator is

% I
JC = anl tr(Zn)

This completes the proof.

In the following, all mathematical preliminaries and motivations leading to the separa-
tion principle are illustrated concerning the output-feedback controller designed with

the Markovian next-step predictor. A reduced version of the proof is reported in [92]
Define, for k€N, ¢,i,7 € Sy,

LR

wei (k) [Ikl{ek =00, = z}}

Wei(k) [xkxkl{ek =0 = z}]
(k) = [wei(k)]5iz

W(k) £ [We(k)] s

||l>

[|>

w

For vV = [Vij]f-vj:l in FN7=xNne recall the operator £(-) = [El]()]f\; | in B(FNnexNna)

defined in ([2.49), given by

y(V) 2{AX) Vi 4 5B Y RV B+

;B 21:1 PV A" 4+ 1,A 21:1 ViF| B }pij'
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For Y = [Y,,)2 _, e HI" B = [ﬁez‘]é\f@-:l € RVXN 4 j €Sy, define the operator
H (_7 ) . Hlnz % RNXN — FNnIXNnI

Y

as

H (Y> ﬂ) = [Hw <Y7 ﬁ)]i\;:1 ’

with

N I
Hii (Y. B) £ 0,BY  Buk, (Z Ym> F;B*p;; + GG™3;;.

/=1 m=1

Proposition 10 Consider the MJLS described by (2.5) and the closed-loop system

dynamics given by equation (2.41)).
Then, the following equality holds for any k € N, i,j € Sy,

Wij(k + 1) =Li;(W (k) + Hi; (Y (k), & (k) —
zm{ﬁiB YR (anl mm(k)) wi, (k) A"+
BB Y, e (300 () ) Wi () B s (24)

Proof 32 (Proof of Proposition[10) From [2.41) and [2.13)), recalling the definition of
L in 249), by assumptions (a.2) — (a.3), applying (2.6) and the independence of

sequences 0y and ¢y,
Wiglh + 1) =L (WD) + (08 Y, Sulh) B 605]) F B° + GG S (k)

— ﬁi29‘i(B Zév:l FE [é] wi;(k)A™ + B Zivzl FYE [6] wZi(/f)Fe*B*DPz‘ja
and thus, equation follows. The proof of the proposition is complete.

Proof 33 (Proof of Theorem@ Assume that (ii) holds, i.e., the MJLS described by
(2.5)) is both

ii-a) MSD,

ii-b) MS stabilizable with one time-step delayed observation of actuation link mode.
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Then, by Definition [, there exists a mode-dependent control gain Fy, { € Sy, that makes
the dynamics of z, MSS.

Consequently, by [79, Proposition 3], p (Z) <1, with L in ([2-49).

By Deﬁnz’tion there exists a mode-dependent filtering gain M,, n € Sy, such that
p(V) <1, withvV € B (H“‘l‘) n , for Ty = A+ M,L and T'py = A.

By Proposition [, it follows that

Y(k+1) = V(Y (k) + OM, (k). (25)
Since p (V) < 1, by (a.4), from [25), limy_0o Y (k) =Y,
Y=V(Y)+0(M=>), (26)

and thus, fori,j € Sp, limg_,o0 Hij (Y(k),fz(k)) = Hij (Y,fz‘x’).
From [2.29) and (26), by [4 Propositions 3.6 and 3.36], the following equality is
satisfied limy_,oo (k) = Oy, . By Proposition[I0}, for i,j € Sy,

kh_)m Wij(k+1) = Eij (W) + H,; (Y, 1%00) ,

and thus, there exists W = [Wij],?;:l, with Wi € Fl=>" satisfying Wi; = limy_,o0 Wij(k).

Moreover, by [79, Proposition 2], limy_, wei(k) = wy € F™=, ;i € Sy.

Therefore, the closed-loop system is MSS by Definition[1], implying (i). To prove
the converse of the theorem, assume now that (i) holds, i.e., the closed-loop system
dynamics (2.41)) can be made MSS.

Then, there exists W = [Wij]1N,_y, with Wij = limg_,o Wij (k).

By Proposz'tion Wij, i,J € Sp, can be written as follows. W;; = limy_ oo Wij(k + 1),
with Wij(k +1) in . Thus, there exists Y in HI™t  such that limy_. Y (k) =Y,
with Y satisfying .

Therefore, the error system is MSS. By [4l, Theorem 8.33, Theorem 3.9],
it follows that condition (ii-a) holds. Moreover, by (4, Propositions 3.6 and 3.536],

limy 00 th(k) = Oy, , and thus, the following equality holds for i,j € Sy,
Wi = Lij (W) + Hy; (Y, &),

implying that the mode-dependent control gain Fy, { € Sy, stabilizes the dynamics (2.41])

in the MS sense, i.e., condition (ii-b) holds.
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The detailed proof of the separation principle concerning the output-feedback control
based on the current estimator is presented in the following.

Define the operator H(-,-,-), as follows,

—

H<.7 . ) : Hlng: % RNXN % RI N IE‘Nnmena37

for Z = [Zp)},_,, in H™, B = [Bulpiey in RVN o = [o,,]] ) € RL, i, j €Sy, as

m=1>
H(z.B.0) 2 [Hy(2.8.0)] |

ij=1

with

Hi(Z,8.0) 23" S { Bt BFZ Fy B + Budfin BE, My L2, L* M-, Fy B*
+ BzmmBFmeL*szB* + BubAm BF M, LZ,, F} B*
4 BuonGG* + @iammmBFngHH*M;F;B*}pij. (27)

Proposition 11 Consider the MJLS described by (2.5) and the closed-loop system

dynamics given by equation (2.41)).
Then, the following equality holds for any k € N, i,j € Sy,

Wis(k +1) = Li;(W (k) + Hi; (Z(k), & (k) 7 (k)

N I
+ 29%( S5 {0 BE (k) (k) A* + 03 BN Ly () (k) A

{=1m=1

+ Dy BEmon (k) wiy (k) B + ﬁﬂmBng\?mme(k:)wzi(k)Fz*B*}) pi, (28)

where L. Li; and sz are defined in and , respectively.

Proof 34 (Proof of Proposition Recall the closed-loop system dynamics in in ([2.43))

and the error dynamics in (2.17)).
Consider the expression of the operator L in ([2.49). By assumptions (a.2) — (a.3),

applying the properties Elwy| = Oy, in , the definition of transition probabilities
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mn , the independence of sequences {ex} and {6}, k € N,

VVU(/{,‘ + 1) —|— Z Z {w& I/,BFKE {eke;;l{nk:m}} FZB*

(=1 m=1
+ @gi(k)ﬁﬁmBFgZ\//\[mLE lexei 1y =my| L* M, F} B*
+ @i(k)0iAm BEVE [ex¢i 1y, —my | LM, F} B*
+ B4(k)73mBEM o LE [e4ei Lo FZB*}pij

N I

YT { (k)GE [wew] G*

f=1m=1

+ G0i (k)T (k) DA BFy M, HE [wy,wi] H*M;F;B*}p,.j

- 2%{ iv: i {#:BFE |ex1p—m| E [7}116,_, =y 1(0,=iy| A"

(=1 m=1

+ DA BFM LE [e 1y | E [€100,_,—0y Liop—y ] A”
+ D:BFE ex1y—my | E 27140, _,=0y 1 (0,1} | F} B"

+ Di&mBFEMmLE [ekl{m@:m}} E {x21{9k71=5}1{9k:i}} Fg*B*}}pij- (29)

From , by applying the property Elwywi] =L, in (2.6) (see Remark , it follows
that,

Wij(k+1) = )+ Z Z {w& V0, BF; Z,, (k) Fy B*

/=1m=1
DiAm BFy M, LZ,, (k) L* M Fy B*
@ BFgZ (k)L*M; F;B*

+VﬂmBFgM Lmy, (k)wy, (k) A*
+ 0; BEymy, (k)wy, (k) F; B
+ ﬁﬁmBFgM\mme(k)wZ(k;)FZ*B*}}pij. (30)
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Thus, from , it follows that equation holds.
The proof of the proposition is complete.

Proof 35 (Proof of Them“em Assume that (ii) holds, i.e., the MJLS described by
(2.5)) is both

it-a) Strict-MSD,
ii-b) MS stabilizable with one time-step delayed observation of actuation link mode.

Then, there exists a mode-dependent control gain Fy, [ € Sy, that makes the dynamics
of z, MSS.

Consequently, by [79, Proposition 3], p(L) < 1, with L in [2-49).

By Deﬁnz’tion@ there exists a mode-dependent filtering gain M,, n € Sy, such that
p(T) < 1, with T in B(H!") in , Tph1=A+ AM,L and Tyo = A.

By Proposition [3,

Z(k+1) = T(Z(k)) + O(M, (k).
Thus, from p(T) <1 and the assumption (a.4),

lim Z(k) = Z € H'™*,

k—o00
with

Z =T(Z) + OM, ™). (31)
Therefore,

lim H;;(Z(k), @ (k), w(k)) = Hy(Z, @, 7),

k—00

i,j € Se. From [2.33)) and [B1), by [4, Propositions 3.6 and 3.36], limy,_,o m(k) = Oy, .
By Proposition

lim Wi (k + 1) = £ (W) + Hyy (2, &, 7),
i,] € Sp.
Thus, there exists W = [Wij]N

i jo1s With Wij in Fli=>"=  satisfying, fori,j € Sy,

Wi; = l<:h—>rgo Wii(k+1).
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Moreover, by (79, Proposition 2], the following equality is satisfied,
lm wy; (k) = we,
k—o00

with wy; € T £,1 € Sy. Therefore, the closed-loop system is MSS, i.e., (i) holds.
To prove the converse statement, assume (i) holds, i.e., the closed-loop system dynamics
(12.43) can be made MSS.

Then, there exists W = [Wij]f.vj:l, with

Wi = lim Wi;(k).
By Proposition Wij, i,J € Sg, satisfies , with Z(k) satisfying (2.33)).

This implies that there exists Z in HI™=+ such that

lim Z(k) = Z

k—o0
with Z satisfying .
Therefore, the error system (2.17) is MSS, and, by [4, Theorem 3.33, Theorem 3.9],
condition (ii-a) holds.

Moreover, by (4, Proposition 3.6, Proposition 3.36], it follows that

lim m(k) = Oy, .

k—o00

Thus, the following equality holds fori,j € Sy:
Wiy = Lij (W) + Hij (Z, %, 7),

implying that the mode-dependent control gain Fy, ¢ € Sy, makes the dynamics (2.43)
MSS, i.e., condition (ii-b) holds.

Proofs for the mode-independent output-feedback

This section reports the results on the mode-independent output-feedback controller.

Proof 36 (Proof of Proposition@ Consider the MJLS described by .

Assume that is Strong-MSD.

Then, there exists a mode-independent filtering gain MP in F'=>"  such that
p(V) <1, with V € BHI™) in [2.22)), for Tn1 = A+ M°L, Tyo=A and n€S,. Pick
the mode-dependent filtering gain

v v

M, = M", (32)
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for any n €S,.
Consider the operator V defined in (2.22)), with

1—‘nl =A+ MnLa FnO = A7

with M, in . Then condition p(V) <1 is again satisfied, and the statement (i)
holds.
Assume now that is Strong-Strict-MSD.

Then, there exists a mode-independent filtering gain MY in Fr=x"v  such that
p(T) <1, with T € BH™=) in [2:20), for Tp1 = A+ AMPL, Ty = A and n € S,.

Pick the mode-dependent filtering gain, as follows,

—

M, = M, (33)
for any m €S, and consider T defined in (2.20]), with
I/:‘ml = A+ AM\mLa me = A7

with M, in , formeS,.
The condition p(T) < 1 is again satisfied, and the implication Strong-Strict-MSD —> Strict-MSD
holds.

Moreover, if is Strong-Strict-MSD, then, there exists a mode-independent
filtering gain M® = AM?, such that, setting Tn1 = A+ ML and Tpo = A, the following

equalities are satisfied:
Lo = FnOy L =T

for any n €S,,.
Consider now V, with Ty, Ty defined above.
By Proposition[d, p(V) = p(T), which implies p(V) < 1, and thus,

Strong-Strict-MSD =—> Strong-MSD.

Proof 37 (Proof of Theorem@ Condition (ii) follows from (79, Theorem 3], and thus,
it remains to prove condition (i).

Recall that % = Y1 | 7204, by assumption.
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Moreover, by assumption, ©>° = [w;f’]fn:l is the stationary distribution of the sensing

link modes, and thus,

I
T, = Z Qrn Ty -
m=1
The probability v, given by
I
’3/ = Z W;:O’?T“
n=1
can be written as follows,
I I
’07 = Z ﬂ-;zo Z an/}\/n
m=1 n=1

By applying the property Y21 _, 7% =1, the filtering MARE ([2.44)) can be rewritten as
follows,

I o I o o o

S mAYE = A(YL) 4+ D gt (CYOY2)RN(YV2)TIC (V) =0, (34)
m=1 n=1

I
m=1’

holding for all ®> = [my,) if and only if, for all m < I, the following equality is

satisfied
. . . —1 .

Yh = A (YD) = GuCt (YE)RY (Y2) ¢ (Y2), (35)

with
I
n=1
Equation is exactly equation (2.44)), where, as required by the mode-independence,
Y, =Y,

for any m € S,,.

The proof of the theorem is complete.

Technical results concerning MSD are proved in the following.
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Proof 38 (Proof of Pmposition@ Let us prove the equivalence of statement (i) and
statement (iii). Assume that statement (i) holds, i.e., the MJLS described by 5
MSD.

Then, there exists a mode-dependent filtering gain M, € F=>™v n c Sy, such that
p(V) < 1, with V € B(H™=) in , for Tpi = A+ M,L and T'py = A.

Consider the operator £ € B(H™) in , with the same Ty and Tyo given for V.
By Proposition p(V) = p(L), and, therefore, p(L) < 1. By applying |4, Theorem 3.9],
for V= [Vm]fn:l e H"=F, V,, =0, m€S,, the difference L,,(V)—V,, results to be
Ln(V) —Vy <0, since the following computations hold, for m € S,

Ly(V) =V, =

G (A ML) En(V) (A+ ML) + (1= §) AEn(V)A =V, =

A E (VA + Ay A*Es (VM L + A L* M E, (V) A + A L* M £, (VY My L — Vi, < 0.
(36)

Taking W1 =V and Z,, = &, (W1), condition (2.47c|) is satisfied.

Let us choose

WmQ = ZmMma Wm3 - W;;LQZileQa

m

Substituting the expressions above in Ly, (V) — Vi, condition (2.47a) follows.
Let us recall that

Wm3 t W;gzrzlwm%

by the Schur complement [, Lemma 2.23], condition (2.47b)) follows.
Thus, statement (i) = (iii). Let us prove now that (iii) = (i). Assume that

(#31) holds, i.e., there exist

Wl = [Wml]fn:h 7 = [Zm]fnzl c anz,-g—?

W2 - [Wm2]£1=1 S Hln%nyv W3 = [Wm?)]qj;m:l € any,‘f',

satisfying conditions (2.47)).
Let us choose the filtering gain as M, = Z;*Wa. Consider again the operator L
defined above. For W1 € HI"=T as in conditions (2.47)), the following equalities are
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satisfied, for m € Sy,

Ly(W1) = Wi

A (A+ Mu L) £,(W) (A+ M, L)

+ (1= Am) A"En(W1)A = Wi

= A*E (W) A + A A*E (W) My, L 4 Ay L M £, (W) A

t A LM E (W) My, L — Wiy

= A*E (WA + A A*En (W) Z A W,0 L

A+ A LW o Z 18 (W) A + A LW, 21 (W) Z W L — W (37)

From (2.47b)), by the Schur complement, it follows that
Wiz = Wi Zy ' Wa, (38)

and, from (2ATd),

Zm t gm(wl);

and thus, from ,

L(W1) = Wit = A* Zp A+ A A Wipo L + A LW G A + 3 LW Z W0 L — Wit
(39)

By recalling and condition (2.47al), from , it follows that,

L (W) =Wy 2 A Z A+ A AW L+ 4 LW G A 4+ 4 L'Ws L — Wiy < 0,
(40)

for any n €S,.

Thus, Ly, (W1) — Wy <0, for anyn € S,,. By |4, Theorem 3.9], p (L) < 1. Consider
the operator V in , forTpn=A+ ML, Tyho = A, and m € Sy.

By Proposition [1 p(V) = p(L), and, consequently, p(V) < 1. Thus, the MJLS
described by is MSD, and statement (i) holds.
Assume that statement (ii) holds, i.e., the MJLS described by is Strict-MSD.

Then, there exists a mode-dependent filtering gain M, € FraXny p € Sy, such that
p(T) < 1, with T € B(H/"=) in , for T = A+ AM,L and T, = A, nes,. Con-
sider the operator £ € B(H!™*) in , with Tp1 = Tp1 and Tpo = fno, foralln €S,.
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By Proposition p(T) = p(L), and, therefore, p(L) < 1. By applying (4, Theorem 3.9],
we have that, for V.= [Vl e H"T V,, =0, meS,, Ln(V)—Vn <0.

By taking W1 =V, Z,, =&,(W1), condition is satisfied. By choosing
Wina = Zm AMyn, Wing = W

m

condition ([2.47a)) follows.
Recalling that Wig = W ZWa, by the Schur complement condition (2.47b)) is

satisfied, and (iii) holds.

Let us prove that if the matriz A is non-singular, the converse implication, i.e.,

o Z W Wina, and substituting these expressions in Ly, (V) — Vi,

(7i1) = (i1), s true.

Assume (iii) holds, i.e.,

Moreover, assume that the matriz A is non-singular. Then, the filtering gain can
be chosen as M,, = A Z- AW, e, Consider again the operator L defined above. From

([2.47D), by the Schur complement (see |4, Lemma 2.23]), we have Wiz = WioZmtWino

and, from , Zm = Em(W1). Thus, by condition , we get L,(W1) — W1 <0
and, by (4, Theorem 3.9/, p(L) < 1. Consider the operator T in , withTpy = A+ AM,L,
Tho = A, and n €S,. This implies that Lo = ', T, = In1, for allneS,, and, by
Proposition[1], p(T) = p(L). Therefore, p(T) < 1, and condition (ii) holds.

Proof 39 (Proof of Proposition[]) Assume that (2.48)) holds for some W = (Won)?

in WMot Z in B2 Wy in B Wy in FLY°™ ) for any m € S,. From t”g;
the Schur complement (see (4, Lemma 2.23]), the inequalities below follow,

Ws — W3 Z7 "W, =0,
and thus,

W = Wy Z "W, (41)
Let us choose the mode-independent next-step predictor filtering gain as follows,
M = Z7'Ws,

and consider the operator L in B (HI"QU) mn , for

Fm1:A+MbL7 Fm0:A7

for any m €'S,. From (2.48¢), £,(W1) = Z, for all m € S,,.
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By applying the definition of operator L and by substituting the expression of the
filtering gain MP, the following equalities /inequalities hold,
L (Wy) = Wp =
= G (A + MbL)* Em (W1) (A+ ML)
+ (1 —Am) AEn (W1) A — Wy
= A& (W) A+ 4, A%E,, (W) ML
+ A LMY E,, (W1) A + A LMY E,, (W1) MPL — Wy
= AE, (W) A+ A4nA*E, (W) Z7Y W, L
+ A LWy Z71E,, (W) A
A+ A LWy Z7E,, (W) Z7WoL — W
A ZA+ A, AWoL + A4, L'W5 A
+ A LWy Z YWy L — Wy (42)

Thus, by recalling and condition (2.48al), from , it follows that
ﬁm(Wl) — Wml =< 0.

By [4, Theorem 8.9], it follows that p(L) < 1.

Consider now the operator V in B (HI”I), defined in [2.22), with Ty = A+ ML,
o= A, and m € S,,.

By Proposition[1, p(V) = p(L), and, consequently, p(V) < 1.

Therefore, the MJLS described by is Strong-MSD, and, thus, the proof of the
tmplication (i) = (ii) is complete.
Now, assume that conditions hold for some Z in Fi=*"*, W, = [Wmﬂfn:l mn
HImet Wy in FreX™  and Wy in F}Y ™.

From ([2.48b)), by the Schur complement (see [{, Lemma 2.23]), we have that

Ws — Wy Z "W, =0,
and thus,
Wy = W5 Z W, (43)

Let us recall that the matriz A is non-singular by assumption and let us choose the

mode-independent current estimator filtering gain as follows,

MY = A7,
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Consider the operator £ in B(H!"=) defined in (2.21]) with
Ty = A+ AMPL, T, =A,

for any m € S,,.
From (2.48¢) it follows that, &, (W1) = Z, for any m € S,).

L (W) =Wy =
= G (A+ AM'L)" E,, (W) (A+ AM"L)
(1= Am) A*Ey (W) A — Wiy
— A*E, (W1) A + 4 A*E, (W1) AMPL
t A LMY A*E,y (W) A + Ay L MY A*E,, (W) AMPL — W,
= A*E, (W) A+ A A E, (W) Z7' W, L
+ A LWy Z7 € (W) A+ 4 LW Z71E,, (W) Z7 ' WoL — Wy
< A ZA + A AW L + 4, LW A
A+ A LW Z Wy L — Wiy (44)

Thus, by recalling and condition (2.48a)), from it follows that,
L, (W1) =W, <0.

By |4, Theorem 3.9/, p(L) < 1.
Consider T in B (]HII”I> defined in , for Doy = A+ AM\(’L, Too=A, me Sy.
This implies Tmo = Tmo and Ty =Tmi. By Proposition p(L)=p(T), and,
consequently, p(T) < 1. Thus, the system is Strong-Strict-MSD.



Appendix B

Proof of Theorem

Proof 40 (Proof of Pmposz’tz’on@ Consider the MJLS described by equation that
describes the dynamics of the error é;, with i € {u,e} denoting the agent (either the
user or the eavesdropper).

Consider the MSE expression in . If there exists a mode-dependent filtering
gain such that the MSE is bounded, from Assumption[d, the difference Riccati equation is
equivalent to the algebraic Riccati equation , and the mode-dependent filtering gain
s given by . By applying the reasoning illustrated in the proof of Proposition@
in Chapter[] (see Appendiz A) and in the proof of [{J. Proposition A.23], equations

(3.10)-(B.11)) follow.

The proof of the proposition is complete.

The following lemmas extend the result presented in [49, Theorem 2] and they are

instrumental for the proof of Theorem [6
Lemma 5 Consider for \ € [0,1], the operator
Xy e x RY x RT — Fl=x",

defined for X € F"" o >0, ¢ € RT in (3.9).

Let us recall the expression of Xy, as follows,

Xy (X, 0,0) 2 (1 - \p) {AXA* + aQ}
+2¢ (AXA" +0Q — AXL* (LXL + aR)" LXA").  (45)

Then, the following conditions hold.

(a) Consider X,Y € Fiy=>"=_ If
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then,

X)\ (X,Oé, ¢) j .)C')\ (Y,Oé,¢)

(b) Consider A\, X € [0,1]. If

>
vV
>

then

Xj\ (X>a7¢) = X;\ (X,Oé, ¢)

(¢) Consider the positive constant 5 > 1.
Then,

X)\ (ﬁX,@,¢) j ﬂX)\ (X7 Q,¢) .

Proof 41 (Proof of Lemmal[3) Let us show that condition (a) is satisfied.
Let us define the gain Kx as follows,

Kx 2 -XL*(LXL*+aR)™".
Then, the reader can easily verify that

X (X, a,0) =(1 = Ap) {AXA" + aQ}
+ qu{ (A+ AKxL) X (A+ AKxL)" +aQ

+ aAKXRK;;A*}.

By applying an approach based on matriz derivatives, it can be shown that Kx minimizes
the function Xy (X,«a,¢) (see [49, Lemma 1]), and thus, recalling that X XY, the

following inequality is obtained

X)\ (X,Od, (b) j X)\ (Y,Oé,(j))

Let us show that condition (b) is satisfied, i.e., if

2>,
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then
X (X, a,0) 2 X5 (X, a,9).

with X\, A € [0,1].
Assume that \ >\
Then,

Xy (X, a,¢) 2AXA" +aQ
— MAXL* (LXL*+ aR)™ LX A*
= X5 (X, 0, 0).

Let us show that condition (c) is satisfied.
Assume that > 1.
Then,

X, (X, 0,0) < (1 - Ag) (BAXA® + faQ)
+ ¢ (5AXA* 1 BaQ
_ BAXL* (LBXL* + BaR)™" LﬁXA*)
=X\ (X, . 9),

and thus, condition (c) is satisfied.

The proof of the lemma is complete.

The results presented in Lemma [6] and Lemma [7] are exploited in order to study

the interval of probabilities in which
lim tr{Z, ,(k)} = +o0,
k—o00
and
for any initial condition Zg in € HN"=* for n €S, i € {u,e}.
- _ 1N
For Y = {Ym}

m=1

m € S, consider the following expression for k € N, n € S,

in HV"=+ a TPM given by P = [ﬁmn]%,n:p and probabilities a,, > 0,

Y/n(k + 1) = Z PrmnX (Ym<k)v am(k)a ﬁ/m) ) (46)
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with A € [0,1], given by A= 2, 5 € (0,1] and § € [0, 1].

Assumption 5 Assume that for A =1, for any initial condition Yo in HN™ T there
exists a positive constant Uy~ depending on the initial condition Yo, satisfying the

following inequality,
UYO < 00,
such that

lim tr {Xl (?m(k),am(k),’?m)} < Uy,,

k—oo

for any m € S.

Lemma 6 Consider for k € N, n €S, the expression of Yy (k) in ([46).
Under Assumption [1] and Assumption[J, there exists a limit probability 6. € [0,1) such
that

(i) there exists Yo in HN=+ for

such that

(it) For any Yo in HN™+ for

there exists Wy, ,, satisfying
0 < WYO,)\ < OO,
such that
lim tr {Yalk)} < Wy, 5,

with Wy | positive constant depending on Y, and on \.
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Proof 42 (Proof of Lemma[) Consider [{G) for A =0, i.e., becomes

Yo(k+1) = zpmnxo( (k), am(k), ) (47)
with
X (Yin(k), i (k), i ) = AV (k) A" + (k) Q

By Assumption[d], the matriz A is unstable, i.e., p(A) > 1.
Then, from , it follows that for some initial condition Yo in HN"t,

lim tr {Yn(k)} = 400,

k—o0

forn €S, and condition (i) is satisfied.
When X\ = 1, the expression of X (?m(k), am(k),:ym) becomes

Xy (Y (k) o (k), Aom) = AV (k) A + 00 (k) Q
— S AV (k) L (LY ()L + @ (R)R) " LY (k) A",

By Assumptz'on@ for any initial condition Yo in HN"+ | there exists a positive constant

Uy, satisfying the inequalities,
0 < Uy, < o0,
such that

lim tr {Xl (?m(k), Oém(k)ﬁm” < Uy,

k—oo

for any m € S.
Consequently, for X =1 there exists a positive constant Wy, =~ depending on the initial

condition Yo, satisfying
UYO < Wyo < 00,

such that

lim Z PrntT {Xl (Y (k),am(k‘)ﬂm)} < Wy,

k—>oo
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and thus, from , condition (ii) is satisfied for A = 1.
Fiz a0 < X < 1, such that for any initial condition Yo € HN"* there exists 0 < Ug,x < 00,

for which
lim tr {25 (Y (k) com (), 3 ) } < Ug, 5 (48)

(see (49, Theorem 2]), m € S.
Consequently, from , by applying , there exists a positive constant Wy, 5

depending on the initial condition Yo an on X\, with
UY07; < WYO,;\ < 00,

such that

Pick 6 as follows,

0 = \o.
Then, for
5>,
there exists
A0 0 A,
o 0o

and by LemmaEI (b), for any initial condition Y in HN"=F, there exists We06/00 such
that

N
Jim 3 putr {51, (V8. 0(8). 30 )} < W5

Q| o»

and thus, condition (ii) is satisfied for A =
Define

5, = jnf{é* V8 > 6,V Y, e HV=* 30 < WYM/G < 00,

N
i Y {0 (V). (), 3]} < Wt}
m=1

k—o0

(see (49, Theorem 2]).
Consequently, condition (ii) is satisfied.

The proof of the lemma is complete.
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Lemma 7 Consider for k € N, n €S, the expression of Yy (k) in .
Under Assumptions and@ there exists a limit probability . € [0,1) such that, for

any initial condition Yo HN"=F n € S,

| b fo L

(1) for 0 <A< — Jlim_tr {Yn(k)} = 400,
e )

(i) for — < A <1, there exists a positive constant Wy, depending on Yo, A,

g
satisfying

0 < Wy, < o0,
such that

kli_}rﬁlotr {?n(k)} < Wy
Proof 43 (Proof of Lemma @ From Assumption and Assumption@ by Lemma@ (1),
condition (ii) in Lemma[7] follows.
Let us prove that Lemma[f] (i) implies condition (i) in Lemma[7]

Let Y}, in HN">% be one initial condition for which the sequence Y/ (k) is such that

lim tr {f/é(k)} = 400

k—00
according to Lemmalf] (i), for m,n € S.
Also let Yy, (k), m €S, k €N, be the sequence with some arbitrary initial condition Y
in HN
Notice that if Y,,(0) = Oy, , then Y (1) = 0, m € S, since Q = 0.
Thus, it is possible to find a large enough positive constant 8 > 1, such that the
following inequality holds,

BYn(1) = Y, (1), (49)

for any m € S.

Claim 1 There exists a positive constant 8 > 1, such that

BY (k) = Y1 (k),

for any m €S, for all k > 1.
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Proof 44 (Proof of C’laz’m Assume that at time k € N,
BY () = Y, (K),

m € S.

Let us write the expression of
BYn(k+1),

fornes.
By the linearity of the sum and by the properties (c) and (a) in Lemma[J, we obtain

N
BYA(k+1) = 3 Brann (Vin(B), (k). Fin)
m=1
=Y!(k+1),

and thus, the following inequality is obtained,

forany k>1,neSs.
From , by applying Claz'm it follows that

lim tr{Y,,(k)} > H kh_glo tr{Y,,(k)},

k—o0

n € S implying condition (7).

The proof of the lemma is complete.
Proof 45 (Proof of Theorem@ Let us show the sufficiency part. Consider for n € S,

i € {u,e}, k € N, the following equality,

N
Zz,n(k + 1) - Z pi,mnX)\ (Zz,m(k>7 71—i,m(k)a f%,m) .
m=1
Under Assumption[d, if
klim tr {E [é.(k)ei(k)]} = +oo,
—00

the secrecy mechanism designer can choose

A=1.
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Otherwise, since Assumptions hold, by Lemma@ (in Appendiz B) for any Zy € HN"e T
m,n €S, i€ {u,e},

Ce

lim tr{Z; ,(k)} = 400, for0 <<=, (50)
k—o00 ’ ?/],L

: Ce
]}LI]élotr {Zin(k)} < o0, for " <A< 1. (51)

This implies that the probability X in the secrecy mechanism should be designed such

that the following inequality holds,
Ce

A> =
Yu
in order to guarantee for the user MSE.
Since the user MSFE is bounded by assumption when X\ =1, the following inequality is

satisfied,
Yu X 1> ¢,

and thus, ¥, > (., tmplying ./, < 1.
Consider now the eavesdropper MSE. The secrecy parameter X\ should be chosen

sufficiently small, such that, the inequality

o
~ e

is satisfied.

Therefore, by choosing \ satisfying the following inequalities,
3 <)\§min{cc,1},
Yu Ve

the secrecy mechanism guarantees optimal mean square expected secrecy over FSMCs

by Lemma[7

Notice that the interval ((./1y, min {(. /e, 1}] is nonempty: ./, < 1, and ¥, > 1.

implies that C./1, < (/.

Let us show the necessity part. If the optimal mean square expected secrecy over FSMC's

is achieved by the secrecy mechanism in , by Lemmam the following inequalities

are satisfied,

&<>\§1,

Ce
A< 22
= e
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implying
Ce Ce

A< =

Py T e
Consequently, A\ip, < Mby, and finally Y. < .
The proof of the theorem is complete.

Eavesdropper characterization

The following result will be exploited in the proof of Proposition [9 used for the
eavesdropper characterization.

Let us recall, for V = [V,,JY_, in HN"* for n €S, the definition of S, , (V) (de-
fined in Chapter [3)),

N
Sen (V) £ Z Pesmn (1 — Mem) AV A + Tom
m=1

Let us also recall the definition of A, provided in Chapter |3 and defined as follows,

A2 [P oLl [é (1= M) (A A)] |

m=1

N

. Nn 7+ . .
ey in HYT satisfying

Proposition 12 There exists Se = [Se.n)
Sen = Sen (Se)
if and only if
p(Ae) < 1.

Proof 46 (Proof of Proposition By applying the vectorization to the equation Se,, = Sen (Se),
for Se = [Sem]N in HN™=* - exploiting the properties of the Kronecker product (see for

n=1

instance [1877]), the following equality can be easily obtained,
vec? (S.) = A.vec? (S,) + vec® (m° ® Q) , (52)

N
with w*° = [W‘g"m} e
By [4, Proposition 3.36, Proposition 3.38], has a unique solution S, in € HN" T,

if and only if
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p(Ae) < 1.
The proof of the proposition is complete.
Proof 47 (Proof of Proposition @ Consider for k € N, n € S, the equation
Sen(k+1) = Sen (Se(k)) ,

Se = [Sen)_, in HNt,

Notice that S.n(k), k€N, neS, is a monotonically increasing sequence, since
Q > 0.
Recall that Z.,,(0) = 0 for any n € S. Clearly,

O, = Sen(0) = Z.,(0).
Moreover,
Sen(k) 2 Zen(k)
implies
Sen(k +1) = Sen (Se(k)) = Zen(k +1).
By induction arguments,
Sen(k) 2 Zen(K),

for any k > 0.
If

p (Ae) < 17
by Proposition
i >
kh_}rglo tr{Z..(k)} > tr{S..},
with

Se,n = Se,n (Se) )
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S. in HNet,
If p(Ac) > 1, the sequence S n(k), k € N, n €S, does not converge.
Since Sen(k), k €N, n €S, is a monotonically increasing sequence, the following

equality holds,
lim tr{S.,(k)} = +oo,
k—o00

implying that
k:lggo tr {Z..(k)} = 400,

n € S.
The proof of the proposition is complete.



Appendix C

Proof of Theorem [7.

Some technical definitions and lemmas, that are useful in the proof of Theorem
[7, are reported in the following.

Let us define the function
V:NxR"xS —RT,
for keN, £eR”, 1€8 as

V(k,&d) = > PPk & 4, x{ (i), 0)]* (53)

q€Qy (1)

Remark 46 Notice that, for any i € S, for k =0,1, the index q belongs to the singleton
set Qr(i) = {1}. Indeed, v{(i) = {i} (recall the definition of admissible switching paths
(12)), as well as r}(i) = {i}.

Consider the time instant k =0, any Markov mode i € S, any initial condition £ € R™:
rj(i) is the admissible switching path containing only the initial mode of the Markov
mode i € S and that corresponds to the index q in Qu(i) = {1}. The corresponding
solution at time k =0, denoted by ®(0,¢,i,v§(i),0), is given by &, since the initial
condition £ € R™ is given. The initial mode of the Markov chain, denoted by i € S, is
also given. Thus, the probability of occurrence for the switching path rj(i), denoted by
pi(i), is equal to one.

Consider now the time instant k =1, any Markov mode i € S, any initial condition
€ € R™: ri(i) is the admissible switching path that contains only the mode i € S, and
that corresponds to the index q in Q1(i) = {1}.

The corresponding solution at time k =1, denoted by

®(1,€,4,11(i), 0),

182
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is given by f;(£,0). Since the initial Markov mode i € S is given, the probability of
occurrence of the switching path ri(i), denoted by pi(i), is equal to one again.
Thus, by evaluating ink=0andink=1,

V(0,€,4) = lI€]1%, (54a)
V(1L,€,4) = [1fi(&, 0)I, (54b)

forany £ R, i€ S.

Lemma 8 Assume that (4.3), with u(-) =0, is EMSS.
Let 0, ¢ be the positive reals in (4.5)).
Then, for any £ € R™, i € S, the following inequality holds,

V(k,€,1) < 0C*||€]*, vk € N. (55)

Proof 48 (Proof of Lemma@ From Remark by applying ({.4) for u(-) =0, and
, the following equality holds:

V(k,& i) = E [[|lz(k, &1,0)]] (56)
Since is EMSS, by Deﬁm’tion follows from .

Lemma 9 Consider the system described by (4.3)), with u(-) =0, and consider the

function V, defined by .
Then, for any € € R™, i € S, the following equality holds

jesiout
Proof 49 (Proof of Lemma@ Let, forie S, f,: R — R"™ be the function defined for
z € R", as ?z(x) = fl(‘rvo)
In order to show that equality holds for any k € N, the proof will treat the

following cases separately:
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e k2>3.

From (.2), for k=0 we have

with i € S.

For k =2 we have

ro(i) = {i, 51},

with i € 8, j, € S,
The values of the time index k, given by k = 0,1,2, are treated as particular cases in

order to write equations that are well posed according to the definition of the admissible

switching paths (recall (4.2))).
Consider the left-hand side of for k=0.

From , by applying (H4al), with f;(€) € R™ as second argument of V, j € S as
third argument of V, recalling (4.1) and (54b)), we get the following equalities

Z pl]v<0’ Z pl]”f H2 (Lgai)?
jesiout Jesout
i.e., is satisfied for k = 0.
Consider the left-hand side of for k=1.
From , by applying (H4b)), with f,(€) € R as second argument of V, j €S as

third argument of V, we obtain:

> iV (LTi€:4) = X pull (NP
jeseut jeseut
For any i €S, the switching path {i,j}, j € S, is a switching path of length 2
emanating from the mode i € S.
Indeed, the probability p;; of the transition (i,j) € €, corresponds to the probability
of a path of length 2, emanating from the mode i € S, that is pl(i).
Any mode j € St can be associated with an index q € Qa(i), obtaining the following

equalities:

> pulT; (FAO) 2= X pUOID (2.6, x5(0),0) |

jesou g€ Qi)

= V<27 g’ Z)?
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s0, is satisfied for k =1.
Consider the left-hand side of for k =2.

By applying , we obtain
S pVRTEO.N= Y py X pi0) [@F©.5r60 . 68)

jesgut jesgut q€Q2(j)

For any j € S, rl(j), q € Qa2(j), is a switching path such as ri(j) = {] 31}, Jj1 € S"“t
where any mode j; € S;’“t is associated with an index q € Qa(j). From , we get

Z pzjv<27fz(£)7]): Z Dij Z Pjj ?31

. t ; t . t
jeson JESPH j1eSon

Z Z DijDj

JESP j1ESU

o0 Ti0)

oo fuo) - (59)

?j 1

By associating with each path of length 3 emanating from the mode i € S, {z j g1},
j €S, j1e 8™, an index q € Q3(i), recalling the definition of p3(i), from (59), the
following equalities hold:

S Ve, T = > pi() [|9(3,&,4,18(1),0)|* = V(3,£,4),  (60)

jesout q€Qs5(i)

i.e., is satisfied for k = 2.
Consider the left-hand side of for k> 3.

From , we obtain
> eV (R T©.0) = X py X pio) | (5 F©. 500 6

jesout jESUt  qeQk(h)
From (@.2)), it follows that v} (j), g € Qk(j), k > 3, is a switching path such as
I'Z(j) = {jajh s 7jk71}
eSS, eS8 h=1,... k-2 (62)

Jh

For any mode j € S, each admissible switching path of length k emanating from j, given
by {4,71,---,jk-1} (see ), is associated with an indexr q € Qr(j).
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Recalling the definition of p}(j), ¢ € Qk(4), j € S, applying the Markov property,
from , the following equalities hold:

Z pijv(ka?i(f),j): Z Dij Z Z Pjj1 " Pip_oip_1
JESIU jesgt  jesgt jroesgt

< [Fyy o0 Fs 0 Fro e
= D D DL DiPii Dieagen X

; out ; out ; out
JES;S ]1€$j kalesjk_Q

— 2

X Hfjk—l O OT]& ij O?z(g)H (63)

Notice that for any j € St the path {i,j,j1,...,jk—1} s an admissible switching path
of length k + 1 starting from the mode i € S.

Thus, we are able to associate with each switching path

{iaj7jla s 7jk’—1}7

with j € 8™, j1 € S, jhy1 € 8P, h=1,...,k =2, an index q belonging to the set
Qk11(4).

By applying the definition of pZH(i), q € Qx11(4), from , we obtain the following
equalities, for all k > 3:

> oV ). 0) = > pha() x||® (k+ 1,5,1’,1@“(2'),0)”2 =V (k+1,£,9).

jesout 7EQp11(4)

The proof of the lemma is complete.

Proof 50 (Proof of Theorem[7) See [5, Theorem 20 (b)] for the proof of the sufficiency
part of the theorem.

As far as the proof of the necessity part is concerned, assume that the system described

by (4.3), with u(-) =0, is EMSS.
Pick an arbitrary £ € R™, and an arbitrary i € S.

Consider the function
V(i) = > V(k &, i), (64)
k=0

with V defined in (53).

Notice that the sum is convergent by Lemma [3.
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Since
V(k,&i) >0
for any k € N, and
V(0,€,4) = [I€]1%,
the following inequality holds,
€l* < V(& 9).

Since system ([{4.3) is EMSS by assumption, by Lemmal8, for all initial conditions
e R, and for alli € S, we obtain:

)= 294“1‘3”6“2 i\|£|!2

where 0 and ¢ are the positive reals in (4.5)).
Thus, condition (by) of the theorem holds, with

0
1-¢
It follows that, for any h € S, V (-,h) is locally bounded and continuous at & = 0.

011:1, Qg =

By recalling that p;j = 0 for all j ¢ S, the following equality is satisfied:

sz] (fi(&,0), 7 pr (fi(€,0), 7). (65)

]GS ]esout

From and , by applying Lemmald, the following equalities hold

sz] fzgo szjzkazgo )

JjE€S jesgut
—Zkamm>
k= OJGSOM
:§:V(k+1,g,z‘). (66)
k=0

From , by changing the index in the last sum, we obtain:

> iV (fi(€,0), 7 ZVké (67)

JjES
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By adding and subtracting the quantity V(0,&,4) to the right-hand side of @, and by
recalling (b4a)), for any & € R", the following equality is satisfied,
jes

and, finally, the inequality
LV (€,0,7) < —[I€]*

is obtained.
Thus, condition (be) of the theorem is satisfied with ag = 1.
The proof of the theorem is complete.

Remark 47 Notice that the methodology proposed in the proof of Theorem [ involves the
expected values (see equation ) and also the transition probabilities of the switching
rule. Indeed, this procedure accounts for admissible transitions (see the definition of
S0 for i € 8) and for the probabilities of occurrence of the admissible switching paths,
as the reader can easily see from equations —(]@. The aforementioned equations
are completely different from the ones in the procedure adopted in the proof of global
(exponential) asymptotic stability for the deterministic discrete-time switching and
non switching case. This work makes use of a deep re-elaboration of the procedures
in the deterministic case, where the transition probabilities are not considered at all
(see [135], |225, Section 4.3.4. Proof of Theorem 1: the necessity] and [136, Proof of
Theorem 1: the necessity]).

Proof of Theorem 8.

In the following, the reader will find some technical definitions and lemmas, that are
useful in the proof of Theorem
Let us define as in |136] the set Mp as follows,

Mp = {v:N— B"}.

Consider the following discrete-time Markovian switching system defined on the
stochastic basis (92, F,{Fi},P) as

(k1) = fry (2" (h). p (B [|"(R)P]) 6(k)) .k € N, (68)
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where p is a globally Lipschitz function of class K, § € Mp is the input signal;
af (k) £ 2B (k, €,4,0) is the random variable that evolves according to (68)), with initial
conditions ¢ € R", i € S, input signal § € Mp. The variable ®% (k, &, 4,1} (i),5) denotes
the solution of , at time k € N, corresponding to initial conditions £ € R™, i € S,
switching path r}(i) € Ry(i), ¢ € Qx(4), input signal § € Mp.

Remark 48 Notice that for any { e R™, i € S, 6 € Mp, the argument of the function p,
2
that is E {HxR(k:)H ], is given by

2

, (69)

. 2 . . .
E {pr” (k,ﬁ,@,(g)H ] = Y pi) H@R (k,f,z,r%(z),é)’
q€Qk (i
for any k € N.
Indeed, the argument of p(-) does not depend on the current value of the Markov
mode r(k), but it is computed by considering the probabilities of all admissible switching

paths of length k, starting from the mode i € S of the Markov chain.

Definition 19 The system described by is said to be robustly exponentially mean
square stable (REMSS) if there exist a globally Lipschitz function p of class Koo, positive
real numbers p > 1, and 0 < w < 1, such that for any £ e R", i € S, 6 € Mp, the random
variable x®(k), that evolves according to discrete-time Markovian switching system

satisfies the following inequality, for any k € N:
BN
E [ (b, 60.0)[ | < ot (70)

Remark 49 The following lemma plays a key role in the proof of the implication
EMS-1SS = REMSS. This is a difference with respect to the procedure in the
deterministic switching framework (see [136]). Specifically, two main challenges arise
with respect to [130].

Firstly, in [130] the expected value is not considered.

Secondly, in [156] the robust characterization is not an exponential characterization,
and thus, the proof of the implication ISS = robust stability does not take into

account the exponential decrease rate.

Lemma 10 Let 0, ¢, v, be positive reals such that:

~0

0>1, 0<(<l, v>1, —<
v — 1

7. (71)
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Let a function g : N — RT satisfy the following inequality

_ 1
i g(k) < 0C " g(ko) + = sup g(t), (72)
YU t=kg,ko+1,....k

for all k > ko > 0.
Then, there exist positive reals p and w, with p > 1 and 0 < w < 1, such that the following
inequality is satisfied, for all k € N,

g(k) < pw(0). (73)

Proof 51 (Proof of Lemma@) From , taking ko = 0, the following inequality holds,

1
sup g(t) <0g(0) +— sup g(t),
t=0,1,...k Y0 =01,k

which implies the following inequalities

gy < 2 0g(0), vE>0. (74)

Taking into account, let r > 1 be a real such that

1 1
LS LA
ro oy —1
We choose a positive integer k such that
7 1
k
< —. 75
¢ (75)
From with kg = 0 and k = k, we obtain
_ : 1
g(k) < 6¢"g(0) + — sup_g(t). (76)
Y i=01,....k

From , by applying and it follows that

o) < (L4170 Y g0 77

Consider (72)), choose ko =k, and consider the interval {15,215}.
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The following inequality holds
_ 1 _
g(k) <6 Fg(k) + —  sup  g(t), Vk € [k, 2k],
V0 t=kk+1,...k
which implies:
_ 1 o
sup g(t) <bOg(k)+— sup g(t), ke [k, Qk} : (78)
t=k,k+1,...k v0 t=k,k+1,....k

From , we obtain the following inequality:

(1_1> sup  g(t) < Og(k), Vk € [k, 2]. (79)
Y0 ) kit

From , by applying , it follows that:

~v6 1 1 ~6
k) < 0| -
g( )_79_1 (

r 579 -1
Let us prove now that the following inequalities hold for any integer 1 > 0,

) 9(0), Vk € [k, 2k| .

l
g(lk) < (i n %x 1) 4(0), (80)
and
l
g(k) < ’yevf o (i + ivgf 1) 9(0), Vk € [k, (1 +1)k]. (81)

The proof proceeds using inductive arguments.
Assume that there exists | > 0, such that inequalities and hold for all 1 < 1.

Indeed, for1=0,1, and are satisfied.
Choose ko = L k.

By applying for k = (1+ 1)k, we obtain
o PN TR |
g((+ DE) < 0CHFTrgTR) + — sup  g(t)
VO =ik, [+ 1)k

L1 A8 1 1 40\
< Ock — -4+ =
< 6¢ g(l/<;)+w7 9<r+779_1> g(0)

1 /1 1 ~
<fH— |1
- 97“«9 <r 778—1) 9(0)+
190 (1,1 90\ o
Yy —1\r 90 —1 g

< (Hl Ll )(Hl)g(oy (82)
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Thus, holds for 1 =1+1.

192

Consider now the interval [(I + 1)k, (I +2)k]. By applying ([72) for ko = (I + 1)k, we get

the following inequalities

g(k) < 0CEVRg(T 4 DR) + = sup  g(t),

YO o= 1)k,
sup g(t) <Og((I+DE)+ =5 s gld),
t=(1+1)k,....k T i=(+1)k,... .k

for any k € [(1+ 1)k, (1 + 2)k].
From (83)), by applying (82), it follows that for all k € {(Z_—i— Dk, (I + 2)1_9},

(I+1)
~v0 1 1 ~6
k) < 0| -+— .
9( )_70_1 <r+779—1 9(0)

The previous steps have proved that holds for 1 =1+ 1.

So and hold for any integer 1 > 0.
Let us define

0 1 1 ~6
2 V7 g o pgaZ 7
v¥0 — 1 ro yv0—1

(07

Notice that by construction o> 1 and § satisfies 0 < 3 < 1.

From ,
g(k) < af'g(0),

for any k in [lk I+ 1k ], and for any integer 1 > 0.
Thus, g(k) satisfies the following inequalities /equalities for any k € N,

o(k) < a8l1g(0) < ap®¥Dg(0) = § (5179)" g(0),

and finally,
with

Notice that pn>1 and 0 < w < 1.

The proof of the lemma is complete.
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The following lemma shows that the property of EMS-ISS implies the property of
REMSS.

Lemma 11 If the system described by (4.3|) is EMS-1SS, then it is REMSS.

Proof 52 (Proof of Lemma Consider the positive real numbers 6 and ¢, and the
function n of class K, as in .

Without any loss of generality, let us assume n(s) > s, s € RT (otherwise, just
replace n with 1 defined, for s € RY, as 7(s) = max{s,n(s)}).

Let p be a globally Lipschitz function of class Ko, such that, for s € RY, p(s) < n~1 (is),
with v positive real greater than 1 satisfying (see (94, p.130], [234)]).
Consider the expected value E [Hx(k:,é,i,u)”ﬂ, where x (k,&,i,u) is the random variable
that evolves according to Markovian switching system .
From , taking into account that system is time invariant, for any k, ko € N
satisfying 0 < ko < k, for any q € Qy,(7), i € S, the following inequality holds,

2

E ([l (5 @k i1, (), ) ) [ | < 064

va (s o). )

P(ko, &, 14, (i), )

where:

rzo(z) = {jOajl) e 7jkofl}

is an admissible switching path associated with the index q € Qk, (i), given by jo =i;
Jko € S]‘l’;gtil, i.e., the mode ji, can be reached in one step from the mode jy,—1.

Consider the information set
Fio = {@ (ko, &4, (i), u) ,jko}. (86)
From , the inequality is equivalent to the following inequality
E [l (k, & i, u)|* | F, | < 0 E [z (ko, & i, w)[|* | F

e, s o). )



6. Conclusions 194

From , applying the linearity of expectation, the following inequality holds
E[E [k, & i, )7, | < 0B [E (o, €, 1, 0) |1 |
+EV< mp|m@D]
t=ko,..., k—1
From (141, Theorem 6.5.4] it follows that
E [lla(k. & i w)*] < 0CE [l (ko, &, 4, w)|]

+E [y (s tuol)|. )

.....

o (s luol)| =o( _sw_ o). )

From and the following inequality holds

1s thus

E [[le(k, &, w)|?] < 0K [|z(ko, &, b, u)|?]
e, s o). (90

From and (4.6) it follows that for any ko, k € N, 0 < ko < k, for any u € U satisfying
the inequality

lu(s)| < p (E[l=(s)[7]), s €N, (91)

the expected value E [||z(k, &, i,u)||?], satisfies the inequalities

E [la(k, & i, w)l|?] < 0K [|l(ko, & i, w)|[?] + ( supleu(t)H>

.....

< 00 [lefhn i)l + o _sup 1p(E[Hx<a£,Aanﬂ)>

S%wammmu}+%HM>EW@MMH

,,,,,

|
|
< 0GR [w(ko, &, 4, w)||2] + 1 p(
|
|

< OCF MR [k, &4, )| sup B [la(t,&0,u)?]. (92)

T+ s,
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For any § € Mg, there exists u satisfying , such that the expected value E [||z(k, &, i, u)||?]
is equal to E [HxR(k,f,i,é)HQ].

Thus, from , for any 6 € Mp, for any ko, k€N, 0<ko <k, the following
inequality is satisfied

E [l2"(k,&,4,0)|?] < 0¢F M [|a" (Ko, €, i, 6)|?]

1
~a E |||zf e
+ g, 5w Elle(t60 0] (03)

Remark 50 The variable ¥ (k,&,4,0) is a random variable, but E {HmR (k,f,i,é)”z] is a

function that associates to each k € N a value in RT. Thus, setting

g(k) = E [a" (k,&,3,8)|]

the hypothesis of Lemma[I0 holds.

Lemma is a technical result that is instrumental for the proof of Lemma
which is the key step involved in the necessity part of the proof of Theorem[§: the aim
of this strategy is remapping standard procedures for deterministic systems (whose state

is z(k)) into the stochastic case which involves the expected value E [||z(k, &, i,u)|?] (see

equations -(4.5)-(4.6) ).

From , by Lemma [Id, it follows that there exist positive reals i > 1 and w satisfying
0 <w< 1, such that

E [l (k, &,3, 0)I12] < ]2
The proof of the lemma is complete.

In order to prove Theorem [8] let us introduce the following technical results.

Let us define the function
J NxR"xS —R",
for keN, ¢€R” ieS§ as

T (k&i) 2 sup 30 ph) |08 (k& i xi(0).0)] (94)

0EMB g€ 0y (4)
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From the definition of 7, by following the same reasoning presented above for the
operator V (see ([54al)), by evaluating the function J in k = 0, the following equality holds

T (0,€,0) = |I€]”°, (95)

for any £ eR", i€ S.

Lemma 12 Assume that the system described by (4.3|) is REMSS.
Let p,w be the positive reals in .
Then, for any € e R™, i € S, the following inequality holds

J(k,&0) < p ||€]1*,  VkeN. (96)

Proof 53 (Proof of Lemma From 7 by applying , the following equality
holds for any £ eR™, i € S, k € N,

T (k€8 = sup E [HxR (k,g,i,a)m | (97)

dEMB

By recalling that the system described by (4.3)) is REMSS by assumption, from @ we
obtain (96)).

The proof of the lemma is complete.

Lemma 18 Consider the system described by and consider the function J, defined

by .

Then, for any ¢ e R, i € S, § € B}, the following inequality holds for any k € N,

> T (k. fil& p(IEN7)D), ) < T (k +1,€,40). (98)
jesgut
Proof 54 (Proof of Lemma Consider an arbitrary £ € R", and an arbitrary i € S.
From , the left-hand side of can be written as follows

Z pz]j k fz(g IO<||§H Z Dij sup Z pk

]esout ]Gsout 56MB qGQk(])

x |97 (k, fi(&, p(IE17)8), 4,x1(5), DI, k€ N. (99)

In all j € 8 are considered. This means that the transition (i,j) is admissible
according to the considered Markov mode (i.e., (i,j) € E). Thus, each admissible
switching path of length k € N, starting in the mode j € S, can be included in a switching
path of length k + 1, starting in the mode i € S.
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Formally, for any j € S, let Ryv1(i,j) be defined as follows,
Rina(i,f) 2 {{i.r()}, 0 € Q()},

with Qi1(i,9) = Ny =, -
Let us define the admissible switching path

rZ+1(i) = {Z7 I'Z(])}7 Cj € @k+l(i7j)7 .] € Sz?mt' (100>

Remark 51 The sets Ryy1(i,j) and Qpy1(i,j) are introduced in the proof of Lemma 6.
For k € N and Markov modes i,j (j is a Markov mode reachable from the mode i) the set
Riy1(i,7) contains all admissible switching paths of length k + 1, starting in the Markov
mode i, and having the transition (i,j) as first transition. The set Qy1(i,j) contains
all the positive integers from 1 to the cardinality of the set Ryy1(i,j), providing the
proper indexing for the elements of Ri11(4,7). Finally, notice that Ryy1(i,j) C Ryy1(7)-

Let us call

IERD,

(see (225, Section 4.3.4]).
Recall that for any given initial condition ¢ € R™, for any i € S, for any 6 € Mp,

w7(0,6,4,0) = ¢,
Thus, =(0) = ¢ is deterministic, and it follows that

p (E [Ilz"0)%]) = » (l1€I%) -

For any initial mode of the Markov mode r(0) =i € S, the following equality holds

Fro) (27(0), p (E [z (O)1P]) 60)) = f: (€ (1I<]7) 8) (101)

where §(0) = § € B},

Since r(0) =i € S is known, the left-hand side of is the solution of
for k=1, with an admissible switching path that contains only the mode r(0) =i € S.
Indeed, there is only one admissible switching path of length 1, starting in the mode

i €S, and it is given by r1(i) = {i}.
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By the reasoning presented above, it follows that

foo) (xR(O), p (E Hx%)jﬂ) 5(0)) — o (1,6,0.14(6).5).

which implies
& = fi (& p (I1El17) 8) = 7 (1,6,4,11(3),9),
with 6(0) = & in BY".
Then, for any k €N, i € S, j € 8, the following equality holds
O (k, 6", 5,v8(4),0) = ®F (k+1,6,4,7,,(1),6) ,
where v (i) is defined in (100)), with q € Qk(j), ¢ € Qp1(i,5), 6 € Mp, 6(0) = 4. Thus,
the right-hand side of can be written as follows:

> pij_ sup { > P(TZH(@')MZ])||‘1’R(k?+1a§7iarZ+1(i)75>||2}

]GSfUt 56MB?6(0):6 qeék-&-l(lﬂ)

< s { X PELLO) 1970+ 1,600, 0,9}
0eMp,0(0)=6 * geQpy1(i)
< s {0 pla@I0f (k+ L&, ().0)

5eMp,3(0)=0 * geQyy1(i)
< swp {5 pLa@Ief (k4 16, 0).5))1)
0EMB qEQk+1(i)

=J(k+1,&0).
The proof of the lemma is complete.

Remark 52 The following lemma provides necessary Lyapunov conditions for REMSS
property. This stage is different from the standard procedure adopted in the deterministic
non switching and switching framework (see [115,|136,|225+227]).Indeed, such procedure
makes use of Lyapunov characterization for the robust global asymptotic stability
(see [115, Section 2.2]), while the procedure here presented makes use of the converse
result for the robust exponential stability notion in the mean square sense (see Definition
[19).

Lemma 14 Assume that the system described by is REMSS, with p globally
Lipschitz function of class Koo, and positive reals u > 1, and 0 < w < 1 as in Definition
[79.

Then, there exist a function V : R" x S — R™, positive real numbers oy >0, 1 =1,2,3
such that the following inequalities hold for any i € S, £ € R™, § € By":
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a) ar[|€]* < V(€i) < az €)%
b) LV (&0 (l€l?) 6.) < —asle]*.

Remark 53 Notice that it is not known whether these conditions are also sufficient for
the REMSS. Indeed, in the expected value is involved, which can well be different
from the current solution. Therefore, condition (b) may well not hold for ¢ = zf(k),
k € N.

Proof 55 (Proof of Lemma Assume that the system described by (4.3) is REMSS
according to Deﬁm’tion with constants > 1, and 0 < w < 1, as in . Let

V:R"xS = R
be the function defined, for € e R", 1 € S, as
k=0

where J is defined in (94)). Notice that, by Lemma[13, the sum in (102) is convergent.
Since J(k,&,4) >0 for any k €N, and J(0,€,i) = ||€]|2, the inequality ||€||* < V(&,14)
follows.

From Lemma[1, the following inequality is satisfied
) > 1
V(€)<Y pmwtlIg])® = M €117
k=0 —w

Thus, condition (a) of the theorem is satisfied, with ay =1, and as = p/(1 — w).
Recalling that for any j ¢ S, p;; = 0, we obtain the following equality:

>V (fi (& (1€1%) ) 5) = 32wV (S (&0 (1€0°%) 6) ,5)  (103)
JE jesgout

0 € B,
From (103)), by applying (102)), we obtain the following equalities

> Vil p(lEIM0).5) = > meJ (k, fi(&, p(1€]1*)8), )

jES jesowt k=0

= Z > v (k, fil& pIEN*)D), ) (104)

k= 0 ]Esout
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From (104), by Lemma[13, the following inequality holds,

S v (k£ (60 (IE17) 6) ) < i_ojj(kur 1,€,i). (105)

k:() jeslput

From (104) and (105), by changing the variable of the sum in the right-hand side of
(105), the following is obtained,

>V (£ (& o (I1E1%) 6) . 5) < D2 T (k. &) (106)
jES k=1

Recalling that J(0,&,4) = ||€]|* (see ), by adding and subtracting ||£||? to the right-
hand side of (106, we obtain

S oV (£ (60 (I€17)0) 1) < 3.7 G 60) — €I,

= k=0

and recalling that
> T (k.&0) —llgl® =V (&4) — &Il
k=0

we get

£V (& p (11€17) 6,7) < = ll€lf*

So, condition (b) of the theorem is satisfied with as = 1.

The proof of the lemma is complete.

Remark 54 The novelty in Lemma is the existence of a Lyapunov function for
REMSS of a discrete-time Markovian switching nonlinear system: the Markov property
of the switching rule is exploited. Clearly, in the proof of the Lyapunov characterization
of 1SS for the deterministic discrete-time switching and non switching case the transition
probabilities and the expected value are not considered in the robust global asymptotic
stability characterization (see (136, Lemma 1] and [226, Lemma 3.8, Lemma 3.11]).
The proposed methodology accounts for the transition probabilities (see —), as

well as admissible transitions (see the definition of S, forie€ S).

Lemma 15 For a locally bounded function V : R"® x S — R*, satisfying, for any i € S,
V(0,i) =0 and V(-,i) continuous at zero for any i € S, the following conditions are

equivalent.
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i) There exist a positive real number o, and a function p of class Ko such that, for
any &€ € R™, uw € R™, satisfying ||€]|2 > p~L (||ul]), the following inequality holds, for
any i €S,

LV (& u,i) < —all¢]*. (107)

it) There exist a positive real number ~v1, and a function v2 of class Ko, such that,

for any £ € R™, u € R™, the following inequality holds, for any i € S,
LV (& u,i) < =l + 2 (). (108)

Proof 56 (Proof of Lemma Let us show that (i) implies (ii).
Pick v = a, where « is the positive real involved in (107), and consider a function

7, as follows,

1,(5) =5 sup {LV (g1, h) + ap™ ()

Il < s. Il < o7l v € R, € R, he 5.
(109)

The supremum involved in the definition of v,(s) belongs to R*. Indeed, V :R" x S — RT
is a locally bounded function satisfying V(0,h) =0, for any h € S, and the functions
fr:R"xR™ = R"™ hesS, are locally bounded.

Moreover, the supremum involved in is evaluated for a finite number of times
(recall that the cardinality of the set S is finite). The function v, s strictly increasing.

Since fp and V(-,h), h € S, are zero at zero and continuous at zero, the function v,
is such that ,(0) = 0, and limy_,o+ 7,(s) = 0. By (94, Lemma 2.4], there exists a Ko
function vz : RT — R¥, such that y2(s) > v,(s), for any s € R*. For any given £ € R",
u € R™, one of the following cases holds: ||€]|? < p~ (||ul]) or ||€]1> > p~ (||ul).

In the first case, from the following inequalities hold for alli € S, and u € R™

yellull) = llull + LV (€, u,8) + allE]* = LV (§,u, i) + al|€]]*. (110)
Thus, if |€|1* < p~t(||lul), from (110)), the following inequality is satisfied,

LV (& u,d) < —allg]]* + 2 (flul).
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for anyi € S. In the second case, that is ||€||> > p~L(||lul)), by condition (i), the following
inequality holds,

[’V (57 u, Z) S _a||£||27

and thus, inequality (L08) follows.
Let us prove now that condition (ii) implies condition (i). Assume that condition (i7)

holds.
Pick

1
ols) =" (3ms) -
For ||€]1?2 > p~ 1 (|Jul)),

lull < p(lIElI*) = LV (€, u,4) < —nllEl* +72(]lull)

/1
< —llélP + (v (5mlel))
1
< —5’71H§H2~ (111)
Pick
1
o= —
2’}/17
and so

lull < o (I€1°) = £V (& u.i) < —aligll”
The proof of the lemma is complete.

Proof 57 (Proof of Theorem@ Let us prove first that (a) = (b). Assume that con-
dition (a) holds. By Lemma (11, we obtain that system ([£.3) is REMSS according to
Definition . By applying Lemma and Lemma we obtain that condition (b)
holds. Notice that V(0,i) =0 for any i € S, and V (-,i) is continuous at zero, for any
i €S8, so Lemmal[13 can be applied.

Let us prove now that (b) = (a). Assume that condition (b) holds. Assume that
u € U is bounded.

Let

v = suplu(k)]-
keN



6. Conclusions 203
Consider, for k € N, V(z(k),r(k)).
By condition (by) computed in (x(k),u(k),r(k)), the following inequality is satisfied,
LV (x(k), u(k),r(k)) < —as e (®)[* + as (Ju®)]) - (112)
From (4.8)), the following equality follows:

LV, uk) rB) = bV (Fow (k) u(k) ,r(k + 1)) =V (a(k),r(k)).
r(k+1)eS
(113)

From (113)), by applying the Markov property, and the definition of conditional expecta-
tion, it follows that:

LV (@(k), u(k),r(k)) = E [V (fup (@(k), uk)) vk + 1) Fe] =V (@(k), (k).
(114)

From (112)), by applying the linearity of expectation, the following inequalities hold:

E LV (x(k), u(k), r(F))]

IN

—asl [ (k)[*] + e ([[u(k)]])
< —as [[lo(k)[*] + au(v). (115)

Furthermore, V (z(k),r(k)), k € N, is a random variable on (2, F,{Fk tren, P).
By applying (141, Theorem 6.5.4],

E[E [V (fom @k), uk),r(k+ 1) |F]] = B[V (fro @), u(k), r(k+1))].

(116)
Define
y(k) =E[V (z(k),r(k))],
from equations -, the following inequality is obtained:
y(k+1) = y(k) < —ask [[[2(k)|*] + aa(v). (117)

Recalling condition (by), by the linearity of expectation,

E[Je(h)IP] = —y(k).

(8%
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Let

as € (O,min{l,%}) .
65)]
From (L17)), it follows that
y(k+1) = y(k) < —asy(k) + aa(v),

and thus,

y(k+1) < (1 —as)yk) + as(v). (118)

Remark 55 Notice that inequalities
1
E||jz(k)|*| > —y(k
llz(k)]*] > a2y( )
and
y(k +1) —y(k) < —asy(k) + as(v)
hold even though
asll€l* < V()
for some £ e R", i € S. Indeed, the inequality
1
E[[l2(k)[*] = —y(k)
%)
follows from condition (by). Thus, if the following condition occurs,

as[l€]* < V(€9)

this fact does not perturb stability.
Actually, the situation

as[él* < V(&)

occurs always, otherwise the inequality (by) in the Theorem would not hold for u = 0.
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Let p € (0,1). Let jo < oo be the minimum time such that

1
y(k) < a—5pa4(v) ) (119)

We will prove later the following claim.

Claim 2 Assume that there is some kg € N, such that

y(k) < ——au(v), fork = ko. (120)
Qs

Then, (120]) holds for all k > ky.

By Claim[3, ([119) holds for any k > jo.
For all k €0, jo — 1], the following inequality holds:

pasy(k) > ay(v). (121)

By adding and subtracting the quantity pasy(k) on the right-hand side of (118), the

following inequality is obtained:
y(k+1) <1 = (1 = plas]y(k). (122)
Let
(=1-(1—p)as.
Notice that 0 < ¢ < 1.
From , it follows for any k in [0, jo — 1]:
y(k) < ¢My(0). (123)

Since the initial conditions xz(0) =& in R™ and r(0) =i in S are given, the quantity
V(z(0),r(0)) us deterministic.
Thus, y(0) = V(x(0),7(0)), and (123)) can be written as

y(k) < ¢V (@(0),7(0)). (124)
Consider inequalities and (119).
Let
1
6=">1 g(s)= (au(s)), s €RY.

aq 1050
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The function n is a function of class K because oy is a function of class K.

Applying condition (by), the following inequality holds,
E [|lz(k)|2] < 6¢HIE]® + 7 (v).

By causality arguments, the assumption on the boundedness of the input u can be

removed and the following inequality is obtained,

Eﬂu%mﬂse&MW+m(g%wam).
It remains to prove Claim[3

Proof 58 (Proof of Claim[3) Assume that ([120) holds for k = ko.
Then, pasy(ko) < aa(v).
By (118)), the following inequality holds for k = ky:
y(ko +1) < (1 — as)y(ko) + au(v). (125)

Let

1
b= @&4(11).

Then, from , we get
y(ko +1) < (1 —as) b+ au(v). (126)
By adding and subtracting pasb in the right-hand side of inequality , we obtain:
y(ko+1) < (1 — a5)b+ au(v) + pasb — pasb = —(1 — p)asb + b < b. (127)
Therefore, by induction reasoning, it follows that
y(ko +1) <0,

foralll €N, i.e.,

for all k > ko. The claim is proved.

The implication (b) = (a) in Theorem[§ is proved.
The proof of the theorem is complete.

Remark 56 The proof of implication (b) = (a) follows the lines of reasoning used
in [226]. The novelty consists in evaluating the Lyapunov function on the random
variables x(k) and r(k), and suitably dealing with its expectation, by applying the Markov
property of the switching signal.
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Proof of Theorem

This section reports the proof of Theorem [9] in the following.

Proof 59 (Proof of Theorem@ Assume that conditions (a) and (b) of Theorem@ are
satisfied. Let us prove that the system described by is pth moment ISS.

Let v be an arbitrary positive real. For any uw € U, with ||u(k)|| < v, k € N, for any
r(k) € S, z(k) € R, k € N, consider the inequality provided by condition (b) computed
n (x(k),u(k),r(k)):

LV (x(k), u(k),r(k)) < =y ([=(R)[[") + 6 ([[u(F)]]) - (128)

From 4.8)), it follows that

LV ((L’(k), U(k’), T(k» = ( Z pr(k)r(k+1)v (fr(k) (.’L‘(k), u(k)) ,T‘(l{? + 1))
r(k+1)eS

= V(x(k),r(k)).

Applying the Markov property, and the definition of conditional expectation, the following

equation is satisfied

£V (), (k) 1(8) = B [V (o (8), (), r(k -+ 1) 5] =V (h), 1(8). (120)
By , applying the linearity of expectation, the following inequality holds,

ELV (x(k), u(k), r(k)] < =E [y ([l=(R)[[)] + E [ (Ju®)])] - (130)
Since vy is a convex function of class K, by [141, Jensen’s inequality/, it follows that,
E [y (le(B)[P)] = v & {[l(®)[["]), vk €N,
Moreover, the input u is such that
[u(R)[ < v,

for any k € N, and 6 is a function of class K.

Consequently,

E[5 ([[lu(R) D] < E[3(v)],
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for any k € N.

Since v is an arbitrary positive real, §(v) is a number in RT, and thus,

and the following holds

ELV (x(k), u(k), r(k)] < = (E[[J(k)[[]) + 0 (v) . (131)

Furthermore, V' is a function of the random variable (x(k),r(k)), defined on the proba-
bility space (Q, F,{Fk}ren, P), therefore it is a random variable on (Q, F,{Fi}ren,P).
By (141, Theorem 6.5.4], it follows that:

E [V (fou (@(k), u(k), r(k + D)IFe]| = B[V (frwy (@ (k) ulk), r(k +1))] . (132)

Consider (129)), (131), (132).
Let us apply the definition of LV operator, the following inequality is satisfied:

EV (@(k+1),r(k+1)] = E[V (z(k),r(k))] < =y (E[[](F)[]]) +d(v).  (133)
Applying condition (a), by the linearity of expectation, inequality holds,
Ellz(k)|*] = ;E [V (2(k),r(k))] (134)

Let us define the function

1
Qg £ Y o 7Id.
Qo

Particularly, ay is of class K, because v is a function of class Ko and ag > 0.

By the reasoning presented above, it follows that,

EV(x(k+1),r(k+ 1) = E[V(x(k),r(k)] < —aq (B [V (z(k), r(k))]) +(v). (135)

Let us assume, without loss of generality, that
I;j— a4 € ,C,

cf. (226, Lemma B.1].
Let us complete the Proof, by following the same reasoning in [220, Lemma 3.5].
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Since V' evaluated on (x(k),r(k)) is a random wvariable on the probability space
(Q, F,{ Fr}ken, P), this proof focuses on the expectation of the function V.

This is the main difference between our approach and the one adopted in [226],
where the function V is deterministic.

Let p be any Koo function, such that I — p € K.

Let us define

2a;toptod(v).
Let us illustrate the following Claim that will be exploited to complete the proof.

Claim 3 Assume that there exists some ko € N, such that

E [V (z(ko), (ko))] < b.
Then,

BV (x(k),r (k)] < b,
for any k > ko.
Proof 60 (Proof of Claim|[3) Assume that

E [V (z(ko),r(ko))] < 0.
Then,

poas (E[V(x(k), r(ko))]) < 6(v).
By (135)), inequality holds,
E [V (x(ko +1),7(ko +1))] < (Ia — au) (E [V (x(ko), 7(Ko))]) + 6(v). (136)

Let us recall that E [V (xz(ko),r(ko))] is assumed to be such that E [V (z(ko),r(ko))] < b.
Since Iy — ag € K, inequality (137]) holds:

E [V (2(ko + 1), (ko + 1)] < (I — ) (b) + 0(v). (137)
By adding and subtracting p o ay(b) on the right-hand side of inequality ,

E[V(x(ko +1),r(ko + 1))] < (Ia = aa) (b) +(v) + poas(b) = poau(b) =
= —(I;—p)oayb)+b<h.
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Therefore, by induction arguments, it is proved that
E[V (x(ko +1),r(ko+1))] <0,
for any 1l € N, that is,
E[V(x(k),r(k))] <b

for any k > ko.

The proof of the claim is complete.

Consider the time instant

jo=1inf{k € N:E[V (z(k),(k))] < b} < 0.

By Claim[3, it follows that,
E[V(x(k), (k)] < ai’ o p™t 0 d(v),

for any k > jo.
Fork e N[O,jo—1]7

poas BV (x(k),r(k))]) > d(v).

Consider inequality ((135)).

210

(138)

By adding and subtracting the quantity po as (E[V (z(k),r(k))]) on the right-hand

side of inequality (135)), inequality (139) is obtained, as follows,

EV (@(k+1),r(k+1)] =E[V (z(k),r(F))] < =(la = p) o as B[V (z(k), (k)

Jor any k € Ny j, 1.
Let the function y : N — R* be defined as follows,

y(k) = E[V (z(k),r(k))] .
Then, (139) can be written as follows,

y(k+1) —y(k) < = (Ia — p) o cu (y(k))

)
(

139)

(140)

Jor any k € Ny j,_1, where (Ig — p) o ay is a function of class Koo, since (Ig— p) and oy

are functions of class Koo.
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By [225, Lemma 4.3], there exists some KL-function j3, such that :

y(k) < B(y(0), k), (141)

Jor any k € Ny j, 1.
Applying the definition of y(k), inequality (141]) becomes:

E [V (x(k), r(k)] < B (E[V(2(0),7(0)], k), Yk € Njgjp—1)- (142)

Considering both (138) and (142)), applying condition (a), together with the linearity of

the expected value, the following inequalities are satisfied for any k € N.

a B {[lz(R)[] <E[V (z(k),r(k))] <
< B(EV(@(0),7(0)],k) + a5 op™ o d(v) <
< B (B [x(0)[I”] k) + a3t o pt 0 8(v) =
B

allzo|[”, k) + agt o p~ 0 d(v).
Let us define

1 -
B(s,t) = —p(ags,t), scRY tecRT
aq
The function B is a function of class KL, since B is a function of class KL and a1, oo
are positive real numbers.
Let us define

1
n(r) 2 —a;loptod(r), reR*.
(€3]

Note that the function n is of class K. After these definitions,
Ellz(®)7T < B (l|zoll”, k) + 1 ( _sup (HU(S)II)> : (143)
S€l[0,k—1]

for any k € N.
Then, the system described by (4.3) is pth moment 1SS, according to Definition .
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Proof of Corollary

This section shows the proof of Corollary [I}

Proof 61 (Proof of C’orollary Let us define the function

with s € RT.
By applying an analogous reasoning as the one presented in the Proof of Theorem|[9,

the following inequality is satisfied,
EV(z(k+1),r(k+1)] < (la — o) (B[V(2(k), r(k))]) +0(v). (144)

Let us assume, without loss of generality,

0<:L<L

6%)

Let us define

with 0 < p < 1.

Let us consider jy < oo. Let jo be the minimum time such that:
E[V(z(k),r(k)] <aztoptod(v). (145)

Then, by C’laz’m@ (145) holds for any k > jo.
For k € Ny j,_1], inequality (146)) can be written as follows,

po i (E[V(a(k),r(k))]) > 3(v). (146)
By adding and subtracting the quantity
poay (E[V(z(k),r(k))])

on the right-hand side of inequality (144), the quantity B[V (z(k + 1),r(k + 1))] satisfies
the following inequality,

E[V(e(h+1),r(k+ D) < 1= (1= ) 2| BV @), r®).  (147)

il
(%)
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Let us define
cei-a-p2].

Particularly, 0 < ¢ < 1.
Applying recursively (147), inequality (148)) follows,

E[V(x(k),r(k))] < CE [V (2(0),7(0))], (148)

Jor any k € Ny j, 1.

Consider both (145)) and (148]).
Let us define

1
02 2>1, pr) 2 —a;'optod(r)

a7

218

The function n is a function of class K, since p and ay are functions of class Ko and 6
s a function of class K.

Applying condition (a), the following inequality holds,

E{llz(k)|["] SGC’“H%HPM( sup Hu(s)H)-
s€N[0,k-1)



Appendix D

Preliminary Results necessary for the Proofs of Theo-
rem

Let us introduce some technical results that are useful in the proof of Theorem

Consider the scalar function

V:CxD—R".

Let us define the operator £V as follows,
LV :CxD =R,

associated with the scalar function V defined above.
The operator LV is defined for ® € ¢, H (i) e D, i € S

LV (¢, H (D) 2 X pyV (F (6, H'@) H () =V (¢, H (). (149)

jeS
The following Lemma provides a preliminary result for the Proof of Theorem [0}

Lemma 16 Let there exist a function
V:CxD— R,

real positive numbers a;, i = 1,2,3, such that, for all ¢ € C, for all H-1(i) € D, for all
i €8, the following inequalities hold,

ar) oa]|p(0)|* < V(g, H7(i)) < anlll3,

as) LV (¢, H (i) < —as]|¢(0)|%,

214
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with LV defined in (149).

Then, there exist a function
W:CxD—RT,

real positive numbers B;, i = 1,2,3, such that, for all ¢ € C, for all H=1(i) € D, for all
i €8, the following inequalities hold:

bi) Bille(0)|> < W (¢, H™'(i)) < Bal oI5
by) LW (¢, H (1)) é%pijW (F (o, H71(0) , H1(5)) = W (¢, H™1(i)) < —Bslo]1%-
Proof 62 (Proof of Lemma[16]) Let us consider the function
W:CxD— R,
defined, for g € C, H'(i) € D for alli € S, as

.....

Then, from condition (a1), it follows that,

Bille(0)|> < W (g, H (i) < BallollZ, (150)
with

Bi=a1, [2= s+ as.

From (a3), the following equalities/inequalities hold,
S W (F (0, H7()  H () = W (6. H (i)
jes
=Y oV (F (6, H7'@) H()) =V (6, H ()

JES
+, max e lagllp(—0+ 1[I - max e~ asllo(—0)]
< —asf6(0)* + et max e agllp(—0+ DI — max e as]l¢(—0)]
< —aalg(O) + e _max_ e aglo(—O)F — max e asllo(~0)]?

=1,4,...,

-----

—max e aglo(-0)|?
< (1= e NagllOIF ~ (1 - ¢ Nase™  max [o(~6)[?
< (1= e Mage 2|62,
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Let us define
B3 = (1 — e’1> ase .

Then,

> W (F (6, H' (1), H' () = W (6, H(0)) < =Bsl6l1%,

jes
and thus, the function W satisfies conditions (by), (b2).
This completes the proof.

Theorem 11 Assume that there exist a function
V:CxD—RT,

real positive numbers v;, i = 1,2,3 such that, for all ¢ € C, for all H=1(i) € D, for all
i €S, the following inequalities hold:

c1) 7l|60)|2 <V (¢, H1(3)) < 72]l6]|%,
c2) LV (¢, H7'(3)) < —3llo]%,

with LV defined in (T49).
Then, the system described by (5.1|) is EMSS.

Proof 63 (Proof of Theorem From condition (c3), by evaluating LV inxy € C, H-(n(k)) € D,
for alln(k) € S, k e N, it follows that,

LV (w H 0R)) = paomesnyV (i, H M0k +1))) = V (2, H (n(k)))
n(k+1)eS
< sl (151)
From (151)), by applying the Markov property, we obtain:
E[(V (@i, H (k + 1)) = V(e H (n(k))IGe] < —7sllze]l%. (152)

From (152)), applying the property of the expected value conditioned to a filtration, the
following inequality holds:

E [V (o, H 1k + 1)) = V(ww, H )] < —3E [lz]Z] . (159)
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Ezxploiting the linearity of the expected value, from (153)), the following inequality is
satisfied,

E [V (@i, H ((k + 1)) —E [V (2, B (k)| < —%E [[lze]Z] . (154)
From (¢1), it follows that,

B lnl] = B[V (o0 5 (1)) (155)

From (154)) and (155)), the following inequality is obtained

E [V (e, Bk + 1)) = E V(e B 0(0)] < —LE[V (w, H0(k)))].

V2
(156)
Let us define 4, as follows,
a V3
Y4 = —
Y2
Notice that v4 > 0, since v3 > 0, v2 > 0.
Without loss of generality, pick 4 < 1.
From (156)), it follows that
EV (ves, H(k+ 1)) < A=) E [V (2, H (k)] . (157)
By applying recursive arguments, from (157)), it follows that,
E |V (22, H ' (n(k))] < (1= )" E [V (&, H(1(0)))]. (158)

From (cy),
NE[[[2(®)[IP] < E[V (zx, H (n(k)))],
(1= 70)"E[V (&0, H™'(17(0)))] < (1 — 7a)*E[[[&]|%]- (159)
From ([58) and (159), it follows that
NE[|z(k)][P] < (1 = 7a)*22E[[[o]|%]- (160)
From ([60), the following inequalities hold

E [l < (17" 2E [l

i
<(1 —w)’“;jusonio. (161)
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Let us define

Mézjzl, g2 (1- ),

with 0 < ¢ < 1, from (161]),
E [|lz(k)]1*] < Md" (€]l)”- (162)

Thus, the system described by (b.1) EMSS.

Proof of Theorem 10

From (4)-(i7), by Lemma it follows that there exist a function
V:CxD—RT,

v € RYi=1,2,3, such that, for all ¢ € C, for all H-!(i) € D, for all i € S, the fol-

lowing inequalities hold:
c1) nlg0)I> < Ve, H1(0)) < 72ll9l2
¢2) LV (6. H(0)) < —y| ] %-

From Theorem it follows that the systems described by (b.1) is EMSS.
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